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QUESTAR GAS COMPANY'S 
QUESTIONS REGARDING 

AVAILABLE PROTOCOL FOR 
PAPERLESS FILING 

Questar Gas Company (Questar Gas or Company) respectfully submits these comments 

in response to the Notice of Opportunity to File Concerns and Questions Regarding Available 

Protocol for Paperless Filing issued on October 14, 2016, in the above-referenced dockets. 

As discussed in the October 11, 2016 technical conference, Questar Gas agrees m 

concept with the Secure File Transfer Protocol (SFTP), but seeks additional information 

regarding the proposed manner of electronic submission of confidential and highly confidential 

information. 

1. What SFTP or SSH/TLS client will be used for this process? 

2. What version of SSH or TLS will be used? 

3. Will the software for submitting confidential documents be browser-based, or will 

the Company need to install third party software to submit files? 



4. If the software is browser based, will the Company need to set up accounts for all 

users who submit files? 

5. Will the SFTP servers that store the encrypted confidential data be hosted by the 

state, or a third party? If the data will be hosted by a third party, please provide 

the name of the third party who will host the data. 

6. Please clarify what is meant by the statement "with no passwords or file data 

transferred," on line 4 of the Notice of Opportunity to File Concerns and 

Questions Regarding Available Protocol for Paperless Filing issued on October 

14, 2016. 

7. What data encryption algorithm will be used with the protocol, what is the key 

size? 

8. Will you require multi factor authentication to enter the portal? If so, what factors 

will you be authenticating against? 

9. Is there a standard process supporting user administration and access management 

to systems housing Questar Gas data? 

10. What tools/systems are used for documenting access request and changes, 

individuals and titles responsible for approving access and those responsible for 

provisioning/deprovisioning access? 

11. Are user accounts and access rights periodically reviewed for appropriateness 

(e.g. unauthorized access rights and terminated personnel)? 
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Questar Gas appreciates the opportunity to seek additional information and looks forward 

to continued participation in this docket. 

DATED this 25th day of October, 2016. 

Respectfully submitted, 

QUESTAR GAS COMPANY 

er e son Cl (794 7) 
ttomey for Questar Gas Company 

333 S. State Street 
PO Box45360 
Salt Lake City, Utah 84145-04360 
(801) 324-5392 
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CERTIFICATE OF SERVICE 

This is to certify that a true and correct copy of the Questar Gas Company's Questions 

Regarding Available Protocol for Paperless Filing was served upon the following persons by 

email on October 25, 2016: 

Patricia E. Schmid 
Justin Jetter 
Assistant Attorneys General 
160 East 3 00 South 
P.O. Box 140857 
Salt Lake City, UT 84114-0857 
pschmid@utah.gov 
jjetter@utah.gov 

Chris Parker, Director 
Division of Public Utilities 
160 East 300 South 
P.O. Box 146751 
Salt Lake City, UT 84114-6751 
chrisparker@utah.gov 

Torry R. Somers 
Century Link 
6700 Via Austi Pkwy. 
Las Vegas, NV 89119 
Torry.r.somers@centurylink.com 

Kira M. Slawson 
BLACKBURN & STOLL, L.C. 
Association 257 East 200 South, 
Suite 800 
Salt Lake City, Utah 84111 
kslawson@blackburn-stoll.com 
Attorneys for Utah Rural Telecom 

Rex Olson 
Assistant Attorney General 
160 East 300 South, 5th Floor 
P.O. Box 140857 
Salt Lake City, Utah 84114-0857 
rolsen@utah.gov 

Michele Beck, Director 
Office of Consumer Services 
160 East 3 00 South 
P.O. Box 146782 
Salt Lake City, UT 84114-6782 
mbeck@utah.gov 

Jeffrey R. Larsen 
Vice President, Regulation 
Rocky Mouutain Power 
1407 W. North Temple, Suite 310 
Salt Lake City, Utah 84116 
Jeff.larsen@pacificorp.com 

Gary A. Dodge 
HATCH, JAMES & DODGE 
10 West Broadway, Suite 400 
Salt Lake City, UT 84101 
gdodge@hjdlaw.com 
Attorney for UAE 

Jauice L. Ono, Area Manager 
AT&T Companies 
645 E. Plumb Lane, Bl28 
Reno, NV 85905 
J . 
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