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The Public Service Commission of Utah (Commission) provides the following 

information in response to questions and concerns raised by Rocky Mountain Power, 

CenturyLink, and Questar Gas Company regarding the available protocol for paperless filing. 

1. What type of authentication mechanism will be used? 1 
 
Authentication will be handled via SSH keys using TLSv1.2 encryption instead of a 
common password. Each client must provide the Commission with an RSA public key 
for each user/server that will be connecting to the SFTP server. 
 

2. What version of SSH will be used? 
 
TLS1.2 only. 
 

3. Will 2-Factor authentication be implemented? 
 
No. However, the Commission will utilize combined network firewalls and RSA keys to 
limit access to the SFTP server. By default, the network firewalls block all traffic to the 
SFTP server. Each user/server that will access the Commission SFTP server must provide 
the Commission with the static public IP address from which information will be sent. 
Once the Commission receives the public IP address, rules will be created on the network 

                                                           
1 At the technical conference and in the October 14, 2016 notice, the Commission erroneously used the term "web 
portal" to describe the paperless filing system. In fact, the system will utilize direct communication between the 
Commission's SFTP server and one or more specified IP addresses that are under the control of the filer. 
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firewall to allow SFTP traffic on port 22 to the SFTP server. Once firewall rules are in 
place, users/servers will be able to attempt authentication to the server via their SSH 
keys. 

 
4. Will the Commission require multi-factor authentication to use the SFTP server? 

 
Authentication will be accomplished through verification of an authorized IP address and 
the corresponding SSH key. 
 

5. What tools/systems are used to document access requests and changes? Who will be 
responsible for approving access? Who will be responsible for 
provisioning/deprovisioning access? Will user accounts and access rights 
periodically be reviewed for appropriateness? 
 
Filers must document for the Commission the personnel who are approved to file 
material on the SFTP server, and must update the Commission with any changes. Upon 
receiving a request to create or terminate access, the Commission will instruct state IT 
personnel accordingly. Employees of the Commission, the Division of Public Utilities 
(Division), and the Office of Consumer Services (Office) will lose access immediately 
upon terminating employment. 
 

6. Will accounts on the SFTP server map to individuals or to companies? 
 
An account will be created on the SFTP server for each filer, but the system also could 
accommodate up to five individual users per company. Each user who needs access must 
use the SSH key that the user provides to the Commission to be associated with the user.  
 

7. Will user A at the utility be able to see what user B at the utility has filed? 
 
Yes, but only temporarily. Files will not be stored long-term on the SFTP server. Files 
sent to the server will be copied automatically to the Commission's private file server. A 
copy of each file will remain on the SFTP server temporarily so that users may verify a 
successful upload. It is anticipated that files on the SFTP server will be wiped daily. After 
that occurs, no one will be able to use the SFTP server to see what has been filed. In 
order to review a docket, filers will need to consult the Commission's website, 
www.psc.state.ut.us. 
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8. Will it be possible to use a program such as WinSCP to drag-and-drop files onto the 
SFTP server? 
 
Any SFTP client that supports TLSv1.2 (e.g., Filezilla, WinSCP, FireFTP, 
Apple/Windows/Linus terminal) may be used, and must be installed on the user's local 
machine.  
 

9. Will the software for submitting confidential documents be browser-based, or will 
the utility need to install third-party software to submit files? 
 
The system is not browser-based. The sending utility will need a client of its own 
choosing. The client must support TLSv1.2. 
 

10. Will utilities be allowed to bundle and encrypt files with a user-friendly industry 
standard tool such as 7-zip? 
 
No. Files will be encrypted during transport and encrypted in storage, with user 
authentication required for both the sending user and all regulatory personnel who access 
the stored file. 
 

11. Will the servers that store encrypted confidential data be hosted by the state or a 
third party? 
 
All servers that will be used by the Commission for this process are hosted and owned by 
the state. 
 

12. Please clarify what is meant by the statement "with no passwords or file data 
transferred" as used in Commission notices regarding the paperless filing protocol. 
 
Passwords will not be used for authentication to the Commission SFTP server. Materials 
filed on the SFTP server will not be transferred to other parties in the docket. Only the 
Commission2 will have access to retrieve and store materials that are filed through the 
SFTP server. 

  

                                                           
2 After the Commission processes filings made through the SFTP server, the documents will be stored on the same 
internal database currently being used by the Commission. The Division and the Office have access to that database. 
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13. Is there a standard process supporting user administration and access management 
to systems housing utility data? 
 
Yes. Commission personnel have secured access3 to the servers that store filed data. 
Should an employee leave the Commission, the user name and password are immediately 
inactivated. This system has been in place for many years, without incident.4 
 

14. What data encryption algorithm will be used with the protocol, and what is the key 
size? 
 
All SFTP transfers will utilize SSH encryption using TLSv1.2. Filers will be responsible 
to create the public-private key and may make it as long as they wish. However, RSA-
2048 encryption or greater is recommended. 
 

15. Will statutory protections for confidential information be applicable to files 
submitted through the SFTP server? 
 
Yes. 
 

 At this time, Dallas Harris is leading the creation of the SFTP server and is the best 

contact for any further questions. He has graciously agreed to work directly with concerned 

parties and may be reached by e-mail at dtharris@utah.gov. 

 The Commission is satisfied that use of the proposed SFTP server will not compromise 

the security of confidential and highly confidential filings. Therefore, the Commission has 

revised its proposed rule R746-100 to require electronic filing and has eliminated the 

requirement to provide paper copies of all filings. Two documents setting forth the revised rule 

are attached. In one, the changes made since the technical conference are tracked. The other is a 

clean version. To accommodate the change to paperless filings and enable Commission 

                                                           
3 Access to all secured materials by state employees is managed by the Department of Technology Services using 
encrypted storage behind the state firewall, with access controlled by active directory security groups, and using all 
other state data security protocols. 
4 These same protocols apply to personnel from the Division and the Office who access the Commission's existing 
internal database. 



DOCKET NOS. 16-R100-01 and 16-R100-02 
 

- 5 - 
 

 

personnel to process filings without a paper copy to use as a "road map," the rule requirements 

and penalties related to electronic file names have been strengthened. 

 Any final comments may be submitted by no later than Wednesday, December 7, 2016. 

 DATED at Salt Lake City, Utah, November 8, 2016.  

 
/s/ Jennie T. Jonsson 
Presiding Officer 

 
Attest: 
 
 
/s/ Gary L. Widerburg 
Commission Secretary 
DW#289969 
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CERTIFICATE OF SERVICE 
 

 I CERTIFY that on November 8, 2016, a true and correct copy of the foregoing was 
served upon the following as indicated below: 
 
By E-Mail: 
 
Patricia Schmid (pschmid@utah.gov) 
Justin Jetter (jjetter@utah.gov) 
Rex Olsen (rolsen@utah.gov) 
Robert Moore (rmoore@utah.gov) 
Utah Assistant Attorneys General 
 
Erika Tedder (etedder@utah.gov) 
Division of Public Utilities 
 
By Hand-Delivery: 
 
Office of Consumer Services 
160 East 300 South, 2nd Floor 
Salt Lake City, Utah 84111 
      
        ______________________________ 
        Administrative Assistant 
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