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BEFORE THE PUBLIC SERVICE COMMISSION OF UTAH 
 

 
In the Matter of a Formal Complaint of 
Pignatelli & O’Brien, LLC, against Integra 
Telecom of Utah 
 

    Docket Number 13-057-06 
 
    Affidavit of Mitch Nodland 

 
STATE OF WASHINGTON ) 

)  ss. 
COUNTY OF CLARK ) 
 

1. I am the Manager of Network Repair for Integra Telecom (Integra).  My business 

address is 4400 NE 77th Avenue, Vancouver, WA 98662.  As Manager of Network Repair, I am 

in charge of monitoring, repairing and maintaining the Integra Network.  Part of these duties 

includes responding to toll fraud alerts and taking action to block suspected fraudulent calls. 

2. I have been employed by Integra since January of 2000.  

3. I have examined the records of the toll fraud incident that is the subject of the 

Complaint and my team was part of the Integra process of addressing the toll fraud that is the 

subject of the Complaint. 

4.  Shortly before 5:00 AM on June 15, 2013, an unknown party “hacked” into the 

hardware server on P&O’s premises and originated an unauthorized call from the server to an 

international destination. Once able to do so, the party placed further unauthorized international 

calls.  This illegal activity is known as “toll fraud.”   

5.  Integra’s switch tracks all completed calls for billing and passes this information 

to a separate system that monitors potential illegal activity.  Because innumerable calls are 

legitimately placed by customers to overseas destinations, and a telephone company cannot 

properly block a customer’s calls without determining that the calls are something other than 

legitimate, the switch’s anti-fraud function is only triggered when a sufficient volume of calls 
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shows a pattern of abuse. Integra’s fraud alert system is robust, and well within the performance 

standard of the telecommunications industry.  

6.  In this case, the call triggering volume occurred at just after 8:00 AM, whereupon 

the system sent a “fraud alert.”  A trouble ticket was issued at 8:20 AM.  After the completion of 

certain manual processes, rendered more complicated than usual by the multiple Business 

Telephone Numbers and the volume of customer circuits involved, all relevant international calls 

were blocked by 10:25 AM.  A few illegitimate calls continued to come through the switch after 

Integra put its block on, probably because the calls had not been terminated until then and would 

therefore not have been tracked by the switch. 

7. Upon receiving its system alert regarding possible toll fraud activity, Integra acted 

promptly and appropriately to block further calls.  From its position as network provider, Integra 

acted as quickly as possible to address the problem associated with illegal activity directed 

against the customer’s server.  Integra had discovered and blocked the customer’s outgoing 

fraudulent calls twenty minutes before Level 3, the underlying carrier, issued its first toll fraud 

“carrier alert” at 10:45 AM. Integra’s prompt actions likely saved significant further damage 

from the criminal activity. 

8. Integra is responsible for carrying the communications service to and from the 

customer premises.  The customer is responsible for installing and maintaining hardware that 

will interface with the communications service and ensure that calls are legitimate.  Unless 

Integra is the customer’s hardware vendor--which is not the case with P&O--the vendor, not 

Integra, is able to install, set, inspect, and monitor the customer’s PBX.  Among many things the 

vendor or telecommunications consultant can do to protect the customer’s system are: run 

periodic security audits to check for loopholes in the PBX; tailor access to the PBX to conform 

to business needs; delete/change all default passwords; frequently change default 

codes/passwords on voice mailboxes; and program the PBX to terminate access after the third 
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invalid attempt.  As the service provider, Integra has no access to the customer’s PBX and can do 

none of these things.   

I declare under penalty of perjury under the laws of the State of Washington that the 

foregoing is true. 

FURTHER AFFIANT SAYETH NOT. 
 
 
Dated this ___ day of October, 2013.   ____________________________________ 

       Mitch Nodland 

 
 
Subscribed and sworn before me this 
_____ day of October, 2013. 
 
 
_____________________________________ 
Notary Public 
 
My Commission expires:_________________ 
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