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Portal Access and Confidentiality Agreement 
v013123 

This Portal Access Agreement ("Agreeme11f') is by and between Questar Gas Company dba Dominion 
Energy Utah ("Dominion Energy"), a Utah corporation, and Bear River AOG ("Agency"), a 

Utility Assistance Program . Dominion Energy and Agency may be collectively refe!Ted to as the "Parties" and 
singularly as a "Party." 

HEAT 
WHEREAS, Agency administers a low-income assistance program known as [program name] (the 
"Program") which provides utility bill payment assistance to persons qualified under the terms of the 
Program; and 

WHEREAS, Agency requires the ability to confirm that a person is a Dominion Energy customer and the 
amounts then due to Dominion Energy for the purpose of administering funds to be distributed through 
the Program (the "Purpose"); and 

WHEREAS, Dominion Energy is willing to allow Agency personnel (each a "User") to access limited 
customer information identified as "Utility Customer information" and "Customer Usage Data" in UTAH 
ADMIN. CODE§ R746-460-2(5), (6) (2022), including but not limited to names, addresses, Dominion 
Energy account numbers, billing information, natural gas usage, and/or account balances (collectively, 
"Customer Informatio11") to assist Agency in accomplishing the Purpose pursuant to the terms and 
conditions of this Agreement. 

THEREFORE, THE PARTIES AGREE AS FOLLOWS: 

1. Term, The term of this Agreement begins January 1, 2023 and continues for a period of one 
calendar year (the "Term") unless terminated earlier by written agreement of the Parties. 

2. Portal. Dominion Energy has prepared an internet-based portal (the "Portaf') to allow Users to 
access Customer Information as needed to fulfill the Purpose. Access to the Portal is at the following 
internet address: https://www.questargas.com/TPA. Subject to the terms and conditions of this 
Agreement, Dominion Energy grants to Agency and Agency's authorized Users the limited right to access 
and view Customer Information for the limited purpose of obtaining information about specific customers 
to accomplish the Purpose. The Parties understand and agree that access to and use of the P01ial and the 
provision of Customer Information using said Portal is subject to the requirements of the Utah Public 
Service Commission's "Order Granting in Part and Denying in Part Motion for Waiver" dated November 
17, 2022. 

3. Customer Information and Personal Data. When a User accesses the Pmial, Dominion Energy 
may disclose Customer Information to such User which qualifies as "personal data" or "personal 
information" under applicable federal, state, and local laws, regulations, and orders governing the receipt, 
use, management, storage, handling, or deletion of Customer Information, including but not limited to the 
Utah Consumer Privacy Act ( eff. 12/31/2023) and Utah Public Service Commission regulations and 
orders (collectively, "Data Protection Laws"). Agency shall require and be responsible for ensuring 
Users access and/or use Customer Information in compliance with Data Protection Laws and only to the 
extent necessary to accomplish the Purpose and only for so long as is necessary to accomplish the 
Purpose. Agency shall not, and shall not permit any User to: (a) collect, access, process, retain, use, or 
disclose Customer Information for any purpose other than as reasonably necessary to fulfill the Purpose 
and the terms of this Agreement; (b) collect more Customer Information than is reasonably necessary for 
performance of the Purpose; ( c) make Customer Information available to any other persons or entities 
except as required to satisfy the requirements of the Purpose under the terms of this Agreement; or ( d) sell 
or permit any person or entity to sell Customer Information to any third party. 
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4. Express Consent Required. Prior to accessing the Portal on behalf of a specific Dominion 
Energy customer, Agency shall obtain written consent from the customer for Dominion Energy to provide 
the Customer Information to Agency. Agency shall retain the records of each such consent during the 
Term and for a period of twelve (12) months following the Term or until requested by Dominion Energy, 
whichever comes first. Agency agrees to provide copies of any received consents upon written request 
from Dominion Energy. Such consent shall be substantially similar to the following: 

For you to obtain assistance through the [Agency program name] program, it may be necesso,y 
for [Agency] to obtain information.fi'O!n Dominion Energy including your name, account number, 
service address, usage information, and billing information. Dominion Energy cannot share this 
information with [Agency]without your consent. {[you opt not to provide consent, it will not 
impact your ab;lity to receive natural gas service fi·om Dominion Energy, but it may impact your 
ability to receive aid through [Agency program name]. We will only use this information for the 
purposes of determining whether you qualify for [Agency program name] support and for 
providing any aid you may receive. We will not use your information for any other purpose. 
Please note that your consent applies only for this specific request. If in the fi1ture you seek 
additional fi111dingfi"0111 [Agency program name], you will be asked to provide consent for 
Dominion Energy to share similar information at that time. 

I hereby give my consent for Dominion Energy to provide [Agency] with my sen•ice address, 
account number, usage data, and billing data for the limited purpose described above. 

5. Confidentiality. 
(a) Confidential Information Defined. For purposes of this Agreement, "Confidential 

J11formatio11" means information Customer Information, the Portal, information and credentials needed to 
access the Pmial, and any other information relate to the Pmial which Dominion Energy designates as 
confidential or proprietary in writing or otherwise or which Agency knows or reasonably should know is 
confidential or proprietary at the time of disclosure due to the nature of the information or the manner of 
its disclosure. Confidential Information shall not include infonnation Agency can demonstrate by 
substantial evidence that: (i) at the time of disclosure by Dominion Energy, was in the public domain, or 
after disclosure by Dominion Energy is lawfully published or otherwise becomes part of the public 
domain; (ii) was already in the possession of Agency at the time of disclosure to Agency and was not 
acquired by Agency, directly or indirectly, under an obligation of confidence; (iii) after disclosure to 
Agency, is received by Agency from a third party who did not acquire it under an obligation of 
confidence; or (iv) is or was independently developed by Agency, Agency's Users, and/or Agency's 
directors, officers, employees, consultants, contractors, subcontractors, auditors, legal counsel, and/or 
agents (each a "Representative," collectively "Representatives") without reference to any Confidential 
Information disclosed by Dominion Energy. 

(b) Allowed Use. Agency shall use the Confidential Information exclusively to facilitate the 
Purpose. Customer Information may not be used for marketing products or services by Agency, 
Dominion Energy, or any affiliated or ancillary companies or organizations. 

( c) Protection of Confidential Information. Agency may disclose Confidential Information to 
its Representatives only to the extent necessary to accomplish the Purpose, provided Agency obligates 
each such Representative to protect the Confidential Information in a maimer as least as protective of the 
Confidential Information as the confidentiality and use obligations agreed to by Agency under this 
Agreement. Agency shall remain wholly responsible for the acts or omissions of its Representatives under 
this Agreement. Agency shall: (i) protect such Confidential Information with at least the same degree of 
care that Agency uses to protect its own Confidential Information, but in no case, less than a reasonable 
degree of care; (ii) not directly or indirectly use any Confidential Information for any purpose other than 
the Purpose; (iii) limit access to Confidential Infonnation to its Representatives who require the 
Confidential Information in furtherance of the Purpose; (iv) not submit for analysis, reverse engineer, 
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reverse compile, or create derivate works using Confidential Information; and (v) not copy or reproduce 
Confidential Information in any manner except in the ordinary course of business to facilitate the Purpose. 

(d) Ordered Disclosure. Should Agency be required to disclose Confidential Information 
pursuant to applicable law, or an order received from a court or governmental authority of competent 
jurisdiction, it shall, if and to the extent permitted by law, give Dominion Energy notice as soon as 
possible to afford Dominion Energy an opportunity to defend against such disclosure. If any disclosure is 
finally ordered, Agency shall disclose only such of the Confidential Information as is necessary to meet 
the requirements of such order as reasonably determined by Agency's legal counsel. 

(e) No Copies Retained. Except as reasonably necessary to fulfill the Purpose, Agency shall 
not make any copies of Confidential Information in any form or format, including but not limited to 
electronic or hard copies. Upon completion of the Purpose for a specific Dominion Energy customer, 
Agency shall destroy any copies of Confidential Information except to the extent necessary to comply 
with legal obligations and/or Agency requirements. The confidentiality obligations of this Agreement 
shall continue apply to all Confidential Information retained by Agency for any reason for so long as such 
Confidential Information remains in Agency's care, custody, or control. 

6. Breach of Security. A "Breach of Security" includes any unauthorized access to, acquisition of, 
or disclosure of Confidential Information, held in the custody or control of Agency or its Users or other 
Representatives, or a reasonable belief by Agency that such unauthorized access, acquisition, or 
disclosure has occurred. Notwithstanding any other provisions hereof and the requirements of applicable 
law, Agency shall notify Dominion Energy and Dominion Energy's Director Cyber Security within 
twenty-four (24) hours of Agency's discove1y of a Breach of Security (the "Breach Notification 
Window"). Such notice shall include the following, to the extent the information is then available: (a) date 
and time that Agency discovered the Breach of Security and the date and time when the Breach of 
Security occurred, if discoverable; (b) a detailed description of the Breach of Security; ( c) a list of the 
systems and Confidential Information at risk, including a list of affected individuals; and ( d) a description 
of actions taken after the Breach of Security was discovered. Thereafter, Agency shall provide to 
Dominion Energy weekly repo1ts and updates ( or more frequently, if requested by Agency) describing the 
investigation into the Breach of Security and all corrective or remedial actions taken or to be taken by 
Agency. Agency shall promptly provide any further information that Dominion Energy may reasonably 
request in connection with the Breach of Security. Agency shall provide subsequent updates as additional 
information becomes known to Agency. 

7. Portal Access. 
(a) Access Requirements. Only persons with valid Agency email addresses may be Users 

with access to the Po1tal and/or Customer Information. Access to the Portal will be by user ID (a valid 
email address) and a password established by each individual User. Passwords will expire at a minimum 
every sixty (60) days. Email addresses are needed for two-factor authentication to verify the identity of 
the User accessing the Portal. 

(b) Agency Obligations. Agency shall: 
(i) promptly notify Dominion Energy by email to conserv@dominionenergy.com 

whenever Agency needs to add one (1) or more new Users or edit existing User 
records; 

(ii) notify Dominion Energy within twenty-four (24) hours of when a User ceases to 
require access to the Portal for any reason; 

(iii) ensure Users do not share their individual passwords with any other person; and 
(iv) notify Dominion Energy immediately upon discovering that an unauthorized 

person has access to the Portal or has received information via the Portal. 
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8. Grant of Rights; Limitations on Use. 
(a) Other than Customer Information (which the Parties agree belongs to the person to whom 

the Customer Information applies), the contents of the Portal, such as text, graphics, images, and other 
content (the "Site MaleJ'iaf') are owned by or licensed to Dominion Energy or its affiliates and are 
protected by copyright under both United States and foreign laws. Dominion Energy hereby grants to 
Agency a limited, non-exclusive, non-transferable, non-sublicensable, revocable license to view the Site 
Material for Agency's internal business use to fulfill the Purpose. Agency and any Users shall not 
download copies or take screenshots of any Customer Information other than expressly allowed under this 
Agreement, excluding temporary copies required by a web browser to function properly. Unauthorized 
use of the Site Material may violate copyright, trademark, and other laws. Agency agrees to retain all 
copyright and other proprietary notices contained in the original Site Material on any copy Agency makes 
of such material. Unless specifically authorized by Dominion Energy or allowed by applicable laws and 
regulations, Agency may not sell or modify Site Material or reproduce, display, distribute or publish the 
Site Material except as expressly permitted herein. Agency agrees neither it nor its Users will access or 
use the Site Material for any public or commercial purpose, except for the Purpose or as expressly 
permitted herein. Use of the Site Material on any other web site or in a networked environment is 
prohibited. 

(b) Agency will not and will not allow its Users to do any of the following: 
(i) use spiders, robots, data mining techniques or other automated devices or 

programs to catalog, download or otherwise reproduce, store, or distribute 
content available on the P01ial; 

(ii) take any action to interfere with, or disrupt, the Portal, circumvent security 

(iii) 
(iv) 

(v) 
(vi) 

measures or attempt to exceed the limited authorization and access granted to 
Agency under this Agreement; 
probe, scan or test the vulnerability of the Portal or any system or network; 
forge headers or otherwise manipulate identifiers to disguise the origin of any 
information transmitted to or through the Potial; 
reverse engineer, decompile or modify the Portal, in whole or in part; 
use the Portal in any way that could interfere with, disrupt, or negatively affect 
the Portal or its servers or networks; or 

(vii) encourage or promote any activity that violates this Agreement. 

9. No Warranty. DOMINION ENERGY DOES NOT WARRANT THE PORTAL WILL 
OPERATE ERROR-FREE OR THE PORTAL AND ITS SERVER ARE FREE OF COMPUTER 
VIRUSES OR OTHER HARMFUL MATERIAL. THE PORTAL AND ITS INFORMATION ARE 
PROVIDED ON AN "AS IS," "AS AVAILABLE" BASIS WITHOUT ANY WARRANTIES OF ANY 
KIND, EXPRESS, STATUORY, OR IMPLIED. DOMINION ENERGY, TO THE FULLEST EXTENT 
PERMITTED BYLAW, DISCLAIMS ALL WARRANTIES, INCLUDING THE WARRANTY OF 
MERCHANTABILITY, NON-INFRINGEMENT OF THIRD PARTIES' RJGHTS, AND THE 
WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE. ALTHOUGH DOMINION ENERGY 
STRIVES TO PROVIDE THOROUGH AND ACCURATE INFORMATION ON THE PORTAL, 
DOMINION ENERGY MAKES NO WARRANTIES ABOUT THE ACCURACY, RELIABILITY, 
COMPLETENESS, OR TIMELINESS OF THE INFORMATION, SERVICES, SOFTWARE, TEXT, 
GRAPHICS, AND LINKS. 

10. Limitation of Liability. DOMINION ENERGY SHALL NOT BE LIABLE TO AGENCY, 
USERS, OR ANY OTHER PERSON FOR THE DECISIONS MADE BY AGENCY OR ITS USERS 
BY USE OF THE CUSTOMER INFORMATION. IF AGENCY'S USE OF THE PORTAL RESULTS 
IN ANY COSTS OR EXPENSES, INCLUDING, WITHOUT LIMITATION, THE NEED FOR 
SERVICING OR REPLACING EQUIPMENT OR DATA, DOMINION ENERGY SHALL NOT BE 
RESPONSIBLE FOR THOSE COSTS OR EXPENSES. EXCEPT TO THE EXTENT DIRECTLY 
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CAUSED BY THE ACTS OR OMISSIONS OF DOMINION ENERGY OR DOMINION ENERGY 
EMPLOYEES OR AGENTS, IN NO EVENT SHALL DOMINION ENERGY, ITS AFFILIATES, OR 
ANY OF ITS OR THEIR RESPECTIVE EMPLOYEES, OFFICERS, AGENTS OR 
REPRESENTATIVES BE LIABLE FOR ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL, OR 
PUNITIVE DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, LOST PROFITS, 
OR DAMAGES RESULTING FROM LOST DATA OR BUSINESS INTERRUPTION) ARISING OUT 
OF OR RELATING TO THIS AGREEMENT, THE USE OR INABILITY TO USE THE PORTAL OR 
INFORMATION ON THE PORTAL, WHETHER BASED ON WARRANTY, CONTRACT, TORT, 
OR ANY OTHER LEGAL THEORY, AND WHETHER OR NOT DOMINION ENERGY IS ADVISED 
OF THE POSSIBILITY OF SUCH DAMAGES. 

11, Defense and Indemnity. To the extent allowed by law, and to the extent arising from or caused 
by the negligent or willful acts or omissions of a Party or its Representatives, each Party ("Itulemnitor") 
agrees to defend the other Party, its affiliates, and each of their respective directors, officers, employees, 
contractors, and agents (each an "Imle11111itee") from and against any and all claims, demands, lawsuits, 
or other proceedings brought or threatened by any third party, including but not limited to any of 
Indemnitor's employees and/or Representatives (each a "Third Pllr(J' C/(tim"), whether at law, in equity, 
or administrative in nature, and to indemnify and hold harmless the Indemnitees from any judgment, 
amounts paid in settlement, fines, penalties, forfeitures, damages, losses, costs, and expenses (including 
reasonable attorneys' fees through final appeal) (collectively, "Losses"), arising from or related to the 
following: (i) a Breach of Security, or (ii) Jndemnitor's failure to comply with Data Protection Laws or 
the requirements of this Agreement, regardless of whether an Jndemnitee is required to take any action 
under any state or federal law. 

12. Miscellaneous. 
(a) Governing Law, Jurisdiction, and Venue. The Parties intend that this Agreement be 

governed by the laws of the State of Utah without giving effect to the Utah's choice of laws principles. 
The Parties agree that any litigation of or concerning this Agreement shall be adjudicated in Third District 
Court of Salt Lake City, Utah, or the United States District Court for the State of Utah and submit to their 
exclusive jurisdiction. Each Party hereto irrevocably waives, to the fullest extent permitted by applicable 
law, any objection which it may now or hereafter have to the laying of venue of any such proceeding 
brought in such courts, including that either is an inconvenient forum. 

(b) Non-Waiver of Rights: Remedies Cumulative. The failure of either Party to demand strict 
performance of the terms of or to exercise any right conferred by this Agreement is not intended by the 
Parties to be construed as a waiver or relinquishment of its right to assert or rely upon any term or right in 
the future, or as a consent to any continuing or subsequent failure or breach. All remedies set forth in this 
Agreement are distinct, separate, and cumulative, and are in addition to and not in lieu of any other rights 
and remedies given elsewhere in this Agreement or available at law or in equity. 

(c) Survival. Neither provision nor Acceptance of any Work, nor any termination, expiration, 
or cancellation of this Agreement, will be deemed to relieve either Pa11y of any obligations under it that 
by their nature survive termination, including but not limited to all warranties, guarantees, promises of 
indemnity, limitations of liability, and confidentiality obligations. 

( d) Successors and Assigns. This Agreement will be binding on the Parties and their 
directors, officers, agents, successors, and permitted assigns. 

( e) Integration, Entirety, and Amendment. This Agreement, together with all attachments and 
incorporated references, is the entire agreement between the Pat1ies with respect to the Work and 
supersedes any prior or contemporaneous agreement or understanding between the Parties regarding its 
subject matter. The Parties will not be bound by or be liable for any statement, representation, promise, 
inducement, acknowledgement, or understanding of any kind or nature not set forth or provided for in this 
Agreement. No prior course of dealing, usage of trade, or course of performance is intended by either 
Pai·ty to be used to supplement or explain any term, condition, or instruction used in this Agreement or to 
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effect any amendment to it. No revision or amendment to this Agreement will be effective unless it is 
signed by the Parties. 

(f) Notices. Notices to the Patties concerning this Agreement will be effective only if they 
are in writing and delivered personally, by fax, email, certified mail, or by overnight courier. All notices 
hereunder shall be sent to the person and at the mailing address, email address or fax number set forth 
below. Either Party may change the person to receive notice or the applicable contact information by 
providing notice to the other. Properly delivered notices will be deemed to have been received (i) in the 
case of fax or email, upon electronic confirmation ofreceipt and (ii) in the case of certified mail or 
overnight courier, on the second business day after being sent. 

{(to Dominion Energy: 

Dominion Energy Utah 
Attn: Ricky Macias 
333 South State Street (84111) 
P.O. Box 45360 
Salt Lake City, Utah 84145-0360 
Fax: 801-324-3594 
Ricky .Macias@Dominion.Energy.com 

{f to Agency: 

Bear River Assoication of Governments 
HEAT Office 

170 North Main St 
Logan, UT 84321 

Fax: 435-752-6962 
Email: HEAT@BRAG.UTAH.GOV 

INTENDING TO BE LEGALLY BOUND, the Parties have executed this Agreement by their duly 
authorized representatives effective as of the date first written above. 

DOMINION ENERGY UTAH [AGENCY] 

By: ___:./1~~ .:...._____i_.~ ~ -
Name: __ F_lo_re_n_c_e_P_re_s_la_r _______ _ 
Title: __ H_E_A_T_S_u_,_p_erv_is_or _ ______ _ 
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Portal Access and Confidentiality Agreement 
v013123 

This Portal Access Agreement ("Agl'eemenf') is by and between Questar Gas Company dba Dominion 
Energy Utah ("Dominion Enel'gy"), a Utah corporation, and FCAOG H.E.A.T. Program ("Agency"), a 

Non- Profit . Dominion Energy and Agency may be collectively referred to as the "Parties" and 
singularly as a "Party." 

WHEREAS, Agency administers a low-income assistance program known as [FCAOG HEAT Program] 
(the 
"Pl'ogram") which provides utility bill payment assistance to persons qualified under the terms of the 
Program; and 

WHEREAS, Agency requires the ability to confirm that a person is a Dominion Energy customer and 
the amounts then due to Dominion Energy for the purpose of administering funds to be distributed 
tluough the Program (the "Pul'pose"); and 

WHEREAS, Dominion Energy is willing to allow Agency personnel (each a "Usel'") to access limited 
customer information identified as "Utility Customer information" and "Customer Usage Data" in UTAH 
ADMIN. CODE§ R746-460-2(5), (6) (2022), including but not limited to names, addresses, Dominion 
Energy account numbers, billing information, natural gas usage, and/or account balances (collectively, 
"Customel' Infol'mation") to assist Agency in accomplishing the Purpose pursuant to the terms and 
conditions of this Agreement. 

THEREFORE, THE PARTIES AGREE AS FOLLOWS: 
1. Term. The term of this Agreement begins January 1, 2023 and continues for a period of one 
calendar year (the "Term") unless terminated earlier by written agreement of the Parties. 

2. Portal. Dominion Energy has prepared an internet-based p01tal (the "Pol'taf') to allow Users to 
access Customer Information as needed to fulfill the Purpose. Access to the Portal is at the following 
internet address: https://www.questargas.com/TPA. Subject to the terms and conditions of this 
Agreement, Dominion Energy grants to Agency and Agency's authorized Users the limited right to access 
and view Customer Information for the limited purpose of obtaining information about specific customers 
to accomplish the Purpose. The Patties understand and agree that access to and use of the P01tal and the 
provision of Customer Information using said P01tal is subject to the requirements of the Utah Public 
Service Commission's "Order Granting in Part and Denying in Part Motion for Waiver" dated November 
17, 2022. 

3. Customer Information and Personal Data. When a User accesses the P01tal, Dominion Energy 
may disclose Customer Information to such User which qualifies as "personal data" or "personal 
information" nnder applicable federal, state, and local laws, regulations, and orders governing the receipt, 
use, management, storage, handling, or deletion of Customer Information, including but not limited to the 
Utah Consumer Privacy Act (eff. 12/31/2023) and Utah Public Service Commission regulations and 
orders (collectively, "Data Protection Laws"). Agency shall require and be responsible for ensuring 
Users access and/or use Customer Information in compliance with Data Protection Laws and only to the 
extent necessary to accomplish the Purpose and only for so long as is necessary to accomplish the 
Purpose. Agency shall not, and shall not permit any User to: (a) collect, access, process, retain, use, or 
disclose Customer Information for any purpose other than as reasonably necessary to fulfill the Purpose 
and the terms of this Agreement; (b) collect more Customer Information than is reasonably necessary for 
performance of the Purpose; ( c) make Customer Information available to any other persons or entities 
except as required to satisfy the requirements of the Purpose under the terms of this Agreement; or (d) sell 
or permit any person or entity to sell Customer Information to any third party. 
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4. Express Consent Required. Prior to accessing the Portal on behalf of a specific Dominion 
Energy customer, Agency shall obtain written consent from the customer for Dominion Energy to provide 
the Customer Information to Agency. Agency shall retain the records of each such consent during the 
Tenn and for a period of twelve (12) months following the Term or until requested by Dominion Energy, 
whichever comes first. Agency agrees to provide copies of any received consents upon written request 
from Dominion Energy. Such consent shall be substantially similar to the following: 

For you to obtain assistance through the [Agency program name] program, it may be necessOIJ' 
for [Agency} to obtain informationji'Oln Dominion Energy including your name, account number, 
se111ice address, usage information, and billing i~formation. Dominion Energy cannot share this 
information with [Agency]withou/ your consent. Jfyou opt not to provide consent, it will not 
impact your ability to receive natural gas service fi·om Dominion Energy, but it may impact your 
ability to receive aid through [Agency program name}. We will only use this information/or the 
purposes of determining whether you qualijj1 for [Agency program name} support and for 
providing any aid you may receive. JiVe will not use your information for any other purpose. 
Please note that your consent applies only for this specific request. ff in the fi1ture you seek 
additional fi111dingji'Oln [Agency program name}, you will be asked to provide consent for 
Dominion Energy to share similar information at that time. 

I hereby give my consent for Dominion Energy to provide [Agency] with my se111ice address, 
account number, usage data, and billing data for the limited purpose described above. 

5. Confidentiality. 
(a) Confidential Information Defined. For purposes of this Agreement, "Co11fide11tial 

I11formatio11" means information Customer Information, the Portal, information and credentials needed to 
access the Portal, and any other information relate to the Portal which Dominion Energy designates as 
confidential or proprietary in writing or otherwise or which Agency knows or reasonably should know is 
confidential or proprietary at the time of disclosure due to the nature of the information or the manner of 
its disclosure. Confidential Information shall not include information Agency can demonstrate by 
substantial evidence that: (i) at the time of disclosure by Dominion Energy, was in the public domain, or 
after disclosure by Dominion Energy is lawfully published or otherwise becomes part of the public 
domain; (ii) was already in the possession of Agency at the time of disclosure to Agency and was not 
acquired by Agency, directly or indirectly, under an obligation of confidence; (iii) after disclosure to 
Agency, is received by Agency from a third party who did not acquire it under an obligation of 
confidence; or (iv) is or was independently developed by Agency, Agency's Users, and/or Agency's 
directors, officers, employees, consultants, contractors, subcontractors, auditors, legal counsel, and/or 
agents ( each a "Represe11tative," collectively "Representatives") without reference to any Confidential 
Information disclosed by Dominion Energy. 

(b) Allowed Use. Agency shall use the Confidential Information exclusively to facilitate the 
Purpose. Customer Information may not be used for marketing products or services by Agency, 
Dominion Energy, or any affiliated or ancillary companies or organizations. 

( c) Protection of Confidential Infonnation. Agency may disclose Confidential Information to 
its Representatives only to the extent necessary to accomplish the Purpose, provided Agency obligates 
each such Representative to protect the Confidential Information in a manner as least as protective of the 
Confidential Information as the confidentiality and use obligations agreed to by Agency under this 
Agreement. Agency shall remain wholly responsible for the acts or omissions of its Representatives under 
this Agreement. Agency shall: (i) protect such Confidential Information with at least the same degree of 
care that Agency uses to protect its own Confidential Information, but in no case, less than a reasonable 
degree of care; (ii) not directly or indirectly use any Confidential Information for any purpose other than 
the Purpose; (iii) limit access to Confidential Information to its Representatives who require the 
Confidential Information in furtherance of the Purpose; (iv) not submit for analysis, reverse engineer, 
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reverse compile, or create derivate works using Confidential Information; and (v) not copy or reproduce 
Confidential Information in any manner except in the ordinary course of business to facilitate the Purpose. 

( d) Ordered Disclosure. Should Agency be required to disclose Confidential Information 
pursuant to applicable law, or an order received from a couit or governmental authority of competent 
jurisdiction, it shall, if and to the extent permitted by law, give Dominion Energy notice as soon as 
possible to afford Dominion Energy an opportunity to defend against such disclosure. If any disclosure is 
finally ordered, Agency shall disclose only such of the Confidential Information as is necessary to meet 
the requirements of such order as reasonably determined by Agency's legal counsel. 

(e) No Copies Retained. Except as reasonably necessary to fulfill the Purpose, Agency shall 
not make any copies of Confidential Information in any form or format, including but not limited to 
electronic or hard copies. Upon completion of the Purpose for a specific Dominion Energy customer, 
Agency shall destroy any copies of Confidential Information except to the extent necessary to comply 
with legal obligations and/or Agency requirements. The confidentiality obligations of this Agreement 
shall continue apply to all Confidential Information retained by Agency for any reason for so long as such 
Confidential Information remains in Agency's care, custody, or control. 

6. Breach of Security. A "Breach of Security" includes any unauthorized access to, acquisition of, 
or disclosure of Confidential Information, held in the custody or control of Agency or its Users or other 
Representatives, or a reasonable belief by Agency that such unauthorized access, acquisition, or 
disclosure has occurred. Notwithstanding any other provisions hereof and the requirements of applicable 
law, Agency shall notify Dominion Energy and Dominion Energy's Director Cyber Security within 
twenty-four (24) hours of Agency's discovery of a Breach of Security (the "Breach Notification 
Window"). Such notice shall include the following, to the extent the information is then available: (a) date 
and time that Agency discovered the Breach of Security and the date and time when the Breach of 
Security occurred, if discoverable; (b) a detailed description of the Breach of Security; ( c) a I ist of the 
systems and Confidential Information at risk, including a list of affected individuals; and ( d) a description 
of actions taken after the Breach of Security was discovered. Thereafter, Agency shall provide to 
Dominion Energy weekly repo1ts and updates (or more frequently, ifrequested by Agency) describing the 
investigation into the Breach of Security and all corrective or remedial actions taken or to be taken by 
Agency. Agency shall promptly provide any further information that Dominion Energy may reasonably 
request in connection with the Breach of Security. Agency shall provide subsequent updates as additional 
information becomes known to Agency. 

7. Portal Access. 
(a) Access Requirements. Only persons with valid Agency email addresses may be Users 

with access to the Po1tal and/or Customer Information. Access to the Portal will be by user ID (a valid 
email address) and a password established by each individual User. Passwords will expire at a minimum 
every sixty (60) days. Email addresses are needed for two-factor authentication to verify the identity of 
the User accessing the Portal. 

(b) Agency Obligations. Agency shall: 
(i) promptly notify Dominion Energy by email to conserv@dominionenergy.com 

(ii) 

' (iii) 
(iv) 

whenever Agency needs to add one (1) or more new Users or edit existing User 
records; 
notify Dominion Energy within twenty-four (24) hours of when a User ceases to 
require access to the Portal for any reason; 
ensure Users do not share their individual passwords with any other person; and 
notify Dominion Energy immediately upon discovering that an unauthorized 
person has access to the Portal or has received information via the Po1tal. 
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8. Grant of Rights; Limitations on Use. 
(a) Other than Customer Information (which the Parties agree belongs to the person to whom 

the Customer Information applies), the contents of the Portal, such as text, graphics, images, and other 
content (the "Site M(tferi(tf') are owned by or licensed to Dominion Energy or its affiliates and are 
protected by copyright under both United States and foreign laws. Dominion Energy hereby grants to 
Agency a limited, non-exclusive, non-transferable, non-sublicensable, revocable license to view the Site 
Material for Agency's internal business use to fulfill the Purpose. Agency and any Users shall not 
download copies or take screenshots of any Customer Information other than expressly allowed under this 
Agreement, excluding temporary copies required by a web browser to function properly. Unauthorized 
use of the Site Material may violate copyright, trademark, and other laws. Agency agrees to retain all 
copyright and other proprietary notices contained in the original Site Material on any copy Agency makes 
of such material. Unless specifically authorized by Dominion Energy or allowed by applicable laws and 
regulations, Agency may not sell or modify Site Material or reproduce, display, distribute or publish the 
Site Material except as expressly permitted herein. Agency agrees neither it nor its Users will access or 
use the Site Material for any public or commercial purpose, except for the Purpose or as expressly 
permitted herein. Use of the Site Material on any other web site or in a networked environment is 
prohibited. 

(b) Agency will not and will not allow its Users to do any of the following: 
(i) use spiders, robots, data mining techniques or other automated devices or 

programs to catalog, download or otherwise reproduce, store, or distribute 
content available on the Portal; 

(ii) take any action to interfere with, or disrupt, the Po1ial, circumvent security 

(iii) 
(iv) 

(v) 
(vi) 

measures or attempt to exceed the limited authorization and access granted to 
Agency under this Agreement; 
probe, scan or test the vulnerability of the Portal or any system or network; 
forge headers or otherwise manipulate identifiers to disguise the origin of any 
information transmitted to or through the Portal; 
reverse engineer, decompile or modify the Portal, in whole or in part; 
use the Portal in any way that could interfere with, disrupt, or negatively affect 
the Portal or its servers or networks; or 

(vii) encourage or promote any activity that violates this Agreement. 

9. No Warranty. DOMINION ENERGY DOES NOT WARRANT THE PORTAL WILL 
OPERA TE ERROR-FREE OR THE PORTAL AND ITS SERVER ARE FREE OF COMPUTER 
VIRUSES OR OTHER HARMFUL MATERIAL. THE PORTAL AND ITS INFORMATION ARE 
PROVIDED ON AN "AS IS," "AS AVAILABLE" BASIS WITHOUT ANY WARRANTIES OF ANY 
KIND, EXPRESS, STATUORY, OR IMPLIED. DOMINION ENERGY, TO THE FULLEST EXTENT 
PERMITTED BY LAW, DISCLAIMS ALL WARRANTIES, INCLUDING THE WARRANTY OF 
MERCHANTABILITY, NON-INFRINGEMENT OF THIRD PARTIES' RIGHTS, AND THE 
WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE. ALTHOUGH DOMINION ENERGY 
STRIVES TO PROVIDE THOROUGH AND ACCURATE INFORMATION ON THE PORTAL, 
DOMINION ENERGY MAKES NO WARRANTIES ABOUT THE ACCURACY, RELIABILITY, 
COMPLETENESS, OR TIMELINESS OF THE INFORMATION, SERVICES, SOFTWARE, TEXT, 
GRAPHICS, AND LINKS. 

10. Limitation of Liability. DOMINION ENERGY SHALL NOT BE LIABLE TO AGENCY, 
USERS, OR ANY OTHER PERSON FOR THE DECISIONS MADE BY AGENCY OR ITS USERS 
BY USE OF THE CUSTOMER INFORMATION. IF AGENCY'S USE OF THE PORTAL RESULTS 
IN ANY COSTS OR EXPENSES, INCLUDING, WITHOUT LIMITATION, THE NEED FOR 
SERVICING OR REPLACING EQUIPMENT OR DA TA, DOMINION ENERGY SHALL NOT BE 
RESPONSIBLE FOR THOSE COSTS OR EXPENSES. EXCEPT TO THE EXTENT DIRECTLY 
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CAUSED BY THE ACTS OR OMISSIONS OF DOMINION ENERGY OR DOMINION ENERGY 
EMPLOYEES OR AGENTS, IN NO EVENT SHALL DOMINION ENERGY, ITS AFFILIATES, OR 
ANY OF ITS OR THEIR RESPECTIVE EMPLOYEES, OFFICERS, AGENTS OR 
REPRESENTATIVES BE LIABLE FOR ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL, OR 
PUNITIVE DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, LOST PROFITS, 
OR DAMAGES RESULTING FROM LOST DATA OR BUSINESS INTERRUPTION) ARISING OUT 
OF OR RELATING TO THIS AGREEMENT, THE USE OR INABILITY TO USE THE PORTAL OR 
INFORMATION ON THE PORTAL, WHETHER BASED ON WARRANTY, CONTRACT, TORT, 
OR ANY OTHER LEGAL THEORY, AND WHETHER OR NOT DOMINION ENERGY IS ADVISED 
OF THE POSSIBILITY OF SUCH DAMAGES. 

11. Defense and Indemnity. To the extent allowed by law, and to the extent arising from or caused 
by the negligent or willful acts or omissions of a Party or its Representatives, each Party ("Imlemnitor") 
agrees to defend the other Party, its affiliates, and each of their respective directors, officers, employees, 
contractors, and agents (each an "I11de11111itee") from and against any and all claims, demands, lawsuits, 
or other proceedings brought or threatened by any third party, including but not limited to any of 
Indemnitor's employees and/or Representatives (each a "Third Party Claim"), whether at law, in equity, 
or administrative in nature, and to indemnify and hold harmless the Indemnitees from any judgment, 
amounts paid in settlement, fines, penalties, forfeitures, damages, losses, costs, and expenses (including 
reasonable attorneys' fees through final appeal) (collectively, "Losses"), arising from or related to the 
following: (i) a Breach of Security, or (ii) Indemnitor's failure to comply with Data Protection Laws or 
the requirements of this Agreement, regardless of whether an Indemnitee is required to take any action 
under any state or federal law. 

12. Miscellaneous. 
(a) Governing Law, Jurisdiction, and Venue. The Parties intend that this Agreement be 

governed by the laws of the State of Utah without giving effect to the Utah's choice oflaws principles. 
The Parties agree that any litigation of or concerning this Agreement shall be adjudicated in Third District 
Court of Salt Lake City, Utah, or the United States District Court for the State of Utah and submit to their 
exclusive jurisdiction. Each Party hereto irrevocably waives, to the fullest extent permitted by applicable 
law, any objection which it may now or hereafter have to the laying of venue of any such proceeding 
brought in such courts, including that either is an inconvenient forum. 

(b) Non-Waiver of Rights: Remedies Cumulative. The failure of either Party to demand strict 
performance of the terms of or to exercise any right conferred by this Agreement is not intended by the 
Parties to be construed as a waiver or relinquislunent of its right to assert or rely upon any term or right in 
the future, or as a consent to any continuing or subsequent failure or breach. All remedies set forth in this 
Agreement are distinct, separate, and cumulative, and are in addition to and not in lieu of any other rights 
and remedies given elsewhere in this Agreement or available at law or in equity. 

( c) Survival. Neither provision nor Acceptance of any Work, nor any termination, expiration, 
or cancellation of this Agreement, will be deemed to relieve either Party of any obligations under it that 
by their nature survive termination, including but not limited to all warranties, guarantees, promises of 
indemnity, limitations of liability, and confidentiality obligations. 

( d) Successors and Assigns. This Agreement will be binding on the Parties and their 
directors, officers, agents, successors, and permitted assigns. 

( e) Integration, Entirety, and Amendment. This Agreement, together with all attaelunents and 
incorporated references, is the entire agreement between the Patties with respect to the Work and 
supersedes any prior or contemporaneous agreement or understanding between the Parties regarding its 
subject matter. The Parties will not be bound by or be liable for any statement, representation, promise, 
inducement, acknowledgement, or understanding of any kind or nature not set forth or provided for in this 
Agreement. No prior course of dealing, usage of trade, or eomse of performance is intended by either 
Party to be used to supplement or explain any term, condition, or instruction used in this Agreement or to 
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effect any amendment to it. No revision or amendment to this Agreement will be effective unless it is 
signed by the Patties. 

(f) Notices. Notices to the Parties concerning this Agreement will be effective only if they 
are in writing and delivered personally, by fax, email, certified mail, or by overnight courier. All notices 
hereunder shall be sent to the person and at the mailing address, email address or fax number set fo1th 
below. Either Party may change the person to receive notice or the applicable contact information by 
providing notice to the other. Properly delivered notices will be deemed to have been received (i) in the 
case of fax or email, upon electronic confirmation ofreceipt and (ii) in the case of certified mail or 
overnight courier, on the second business day after being sent. 

Jfto Dominion Energy: 

Dominion Energy Utah 
Attn: Ricky Macias 
333 South State Street (84111) 
P.O. Box 45360 
Salt Lake City, Utah 84145-0360 
Fax: 801-324-3594 
Ricky .Macias@DominionEnergy.com 

If to Agency: 

Five County Association Of Goverments 
Andrea Escobar 

1664 S Dixie Drive Unit L-104 

St George Utah 84770 

Fax: 435-652-8008 
Email: aescobar@fivecounty.utah.gov 

INTENDING TO BE LEGALLY BOUND, the Parties have executed this Agreement by their duly 
authorized representatives effective as of the date first written above. 

DOMINION ENERGY UTAH 

By: ----6,,,,C...---¥-;LL-¥--=...,...L.~~o<!c_- -

Name. _......,---41.--~;.='--'-'<-4-"--=--- ----,,,---- ~-
Title: _ ___..1..a.i_~:-:::.:_-=~=~-'----='--'--'....!..O=:-=-
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Portal Access and Confidentiality Agreement 
v013123 

WHEREAS, Agency administers a low-income assistance program known as [program name] (the 
"Progmm") which provides utility bill payment assistance to persons qualified under the terms of the 
Program; and 

WHEREAS, Agency requires the ability to confinn that a person is a Dominion Energy customer and the 
amounts then due to Dominion Energy for the purpose of administering funds to be distributed through 
the Program (the "Purpose"); and 

WHEREAS, Dominion Energy is willing to allow Agency personnel ( each a "User") to access limited 
customer infomiation identified as "Utility Customer info1mation" and "Customer Usage Data" in UTAH 
ADMIN. CODE§ R746-460-2(5), (6) (2022), including but not limited to names, addresses, Dominion 
Energy account numbers, billing infonnation, natural gas usage, and/or account balances (collectively, 
"Customer lllformatio11") to assist Agency in accomplishing the Purpose pursuant to the tenns and 
conditions of this Agreement. 

THEREFORE, THE PARTIES AGREE AS FOLLOWS: 

1. Term. The tenn of this Agreement begins Janua1y I, 2023 and continues for a period of one 
calendar year (the "Term") unless tenninated earlier by written agreement of the Parties. 

2. Portal. Dominion Energy has prepared an internet-based portal (the "Portaf') to allow Users to 
access Customer lnfmmation as needed to fulfill the Purpose. Access to the Portal is at the following 
internet address: https://www.questargas.com/TPA. Subject to the terms and conditions of this 
Agreement, Dominion Energy grants to Agency and Agency's authorized Users the limited right to access 
and view Customer lnforn1ation for the limited purpose of obtaining infonnation about specific customers 
to accomplish the Purpose. The Parties understand and agree that access to and use of the Portal and the 
provision of Customer lnfonnation using said Portal is subject to the requirements of the Utah Public 
Service Commission's "Order Granting in Part and Denying in Part Motion for Waiver" dated November 
l 7, 2022. 

3. Customer Information and Personal Data. When a User accesses the Portal, Dominion Energy 
may disclose Customer lnfonnation to such User which qualifies as "personal data" or "personal 
information" under applicable federal, state, and local laws, regulations, and orders governing the receipt, 
use, management, storage, handling, or deletion of Customer lnfonnation, including but not limited to the 
Utah Consumer Privacy Act (eff. 12/31/2023) and Utah Public Service Commission regulations and 
orders (collectively, "Data Protection Laws"). Agency shall require and be responsible for ensuring 
Users access and/or use Customer lnfonnation in compliance with Data Protection Laws and only to the 
extent necessaty to accomplish the Purpose and only for so long as is necessary to accomplish the 
Purpose. Agency shall not, and shall not permit any User to: (a) collect, access, process, retain, use, or 
disclose Customer Information for any pwpose other than as reasonably necessary to fulfill the Purpose 
and the terms of this Agreement; (b) collect more Customer lnforn,ation than is reasonably necessary for 
perforn1ance of the Purpose; (c) make Customer Information available to any other persons or entities 
except as required to satisfy the requirements of the Pwpose under the terms of this Agreement; or ( d) sell 
or permit any person or entity to sell Customer Information to any third party. 
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4. Express Consent Required. Prior to accessing the Portal on behalf of a specific Dominion 
Energy customer, Agency shall obtain written consent from the customer for Dominion Energy to provide 
the Customer Information to Agency. Agency shall retain the records of each such consent during the 
Term and for a period of twelve (12) months following the Tenn or until requested by Dominion Energy, 
whichever comes first. Agency agrees to provide copies of any received consents upon written request 
from Dominion Energy. Such consent shall be substantially similar to the following: 

For you to obtain assistance through the [Agency program name} program, it may be necessary 
for [Agency] to obtain infonnationfi'om Dominion Energy including your name, account 11wnbe1; 
service address, usage i,iformation, and billing i1iformation. Dominion Energy cannot share this 
iliformation with [Agency]without your consent. If you opt not to provide consent, it will not 
impact your ability to receive natural gas service from Dominion Energy, but it may impact your 
ability to receive aid through [Agency program name}. We will only use this i1iformationfor the 
pwposes of determining whether you qualify for [ Agency program name} support and for 
providing any aid you may receive. We will not use your biformationfor any other pwpose. 
Please note that your consent applies only for this specific request. If in the future you seek 
additionalfimdingj,'Dln [Agency program name], you will be asked to provide consent for 
Dominion Energy to share similar information at that time. 

I hereby give my consent for Dominion Energy to provide [Agency} with my service address, 
account number, usage data, and billing data for the limited pwpose described above. 

5. Confidentiality. 
(a) Confidential Infonnation Defined. For purposes of this Agreement, "C01ifide11tial 

J11for111atio11" means information Customer Infonnation, the Portal, information and credentials needed to 
access the Portal, and any other infonnation relate to the Portal which Dominion Energy designates as 
confidential or proprietary in writing or otherwise or which Agency knows or reasonably should know is 
confidential or proprietary at the time of disclosure due to the nature of the infomiation or the manner of 
its disclosure. Confidential Jnfonnation shall not include information Agency can demonstrate by 
substantial evidence that: (i) at the time of disclosure by Dominion Energy, was in the public domain, or 
after disclosure by Dominion Energy is lawfully published or otherwise becomes part of the public 
domain; (ii) was already in the possession of Agency at the time of disclosure to Agency and was not 
acquired by Agency, directly or indirectly, under an obligation of confidence; (iii) after disclosure to 
Agency, is received by Agency from a third party who did not acquire it under an obligation of 
confidence; or (iv) is or was independently developed by Agency, Agency's Users, and/or Agency's 
directors, officers, employees, consultants, contractors, subcontractors, auditors, legal counsel, and/or 
agents (each a "Representative," collectively "Representatives") without reference to any Confidential 
Info1mation disclosed by Dominion Energy. 

(b) Allowed Use. Agency shall use the Confidential Info1mation exclusively to facilitate the 
Purpose. Customer Infotmation may not be used for marketing products or services by Agency, 
Dominion Energy, or any affiliated or ancillary companies or organizations. 

( c) Protection of Confidential Jnfonnation. Agency may disclose Confidential Infomiation to 
its Representatives only to the extent necessary to accomplish the Purpose, provided Agency obligates 
each such Representative to protect the Confidential Information in a manner as least as protective of the 
Confidential Information as the confidentiality and use obligations agreed to by Agency under this 
Agreement. Agency shall remain wholly responsible for the acts or omissions of its Representatives under 
this Agreement. Agency shall: (i) protect such Confidential Information with at least the same degree of 
care that Agency uses to protect its own Confidential Information, but in no case, less than a reasonable 
degree of care; (ii) not directly or indirectly use any Confidential Information for any purpose other than 
the Pmpose; (iii) limit access to Confidential Infonnation to its Representatives who require the 
Confidential Info1mation in furtherance of the Purpose; (iv) not submit for analysis, reverse engineer, 
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reverse compile, or create derivate works using Confidential Infomiation; and (v) not copy or reproduce 
Confidential Information in any manner except in the ordinary course of business to facilitate the Pmpose. 

( d) Ordered Disclosure. Should Agency be required to disclose Confidential lnfonnation 
pursuant to applicable law, or an order received from a court or governmental authority of competent 
jurisdiction, it shall, if and to the extent pennitted by law, give Dominion Energy notice as soon as 
possible to afford Dominion Energy an opportunity to defend against such disclosure. If any disclosure is 
finally ordered, Agency shall disclose only such of the Confidential Information as is necessary to meet 
the requirements of such order as reasonably determined by Agency's legal counsel. 

(e) No Copies Retained. Except as reasonably necessary to fulfill the Purpose, Agency shall 
not make any copies of Confidential Infonnation in any form or fonnat, including but not limited to 
electronic or hard copies. Upon completion of the Purpose for a specific Dominion Energy customer, 
Agency shall destroy any copies of Confidential Info1mation except to the extent necessaiy to comply 
with legal obligations and/or Agency requirements. The confidentiality obligations of this Agreement 
shall continue apply to all Confidential Information retained by Agency for any reason for so long as such 
Confidential Information remains in Agency's care, custody, or control. 

6. Breach of Security. A "Breach of Sec11rity" includes any unauthorized access to, acquisition of, 
or disclosure of Confidential Info1mation, held in the custody or control of Agency or its Users or other 
Representatives, or a reasonable belief by Agency that such unauthorized access, acquisition, or 
disclosure has occun-ed. Notwithstanding any other provisions hereof and the requirements of applicable 
law, Agency shall notify Dominion Energy and Dominion Energy's Director Cyber Security within 
twenty-four (24) hours of Agency's discovery ofa Breach of Security (the "B1·eac/1 Notijicatio11 
Window"). Such notice shall include the following, to the extent the information is then available: (a) date 
and time that Agency discovered the Breach of Security and the date and time when the Breach of 
Security occurred, if discoverable; (b) a detailed description of the Breach of Security; ( c) a list of the 
systems and Confidential Info1mation at risk, including a list of affected individuals; and ( d) a description 
of actions taken after the Breach of Security was discovered. Thereafter, Agency shall provide to 
Dominion Energy weekly reports and updates (or more frequently, if requested by Agency) describing the 
investigation into the Breach of Security and all corrective or remedial actions taken or to be taken by 
Agency. Agency shall promptly provide any ftuther information that Dominion Energy may reasonably 
request in connection with the Breach of Security. Agency shall provide subsequent updates as additional 
information becomes known to Agency. 

7. Portal Access. 
(a) Access Requirements. Only persons with valid Agency email addresses may be Users 

with access to the Portal and/or Customer Infonnation. Access to the Portal will be by user ID (a valid 
email address) and a password established by each individual User. Passwords will expire at a minimum 
every sixty (60) days. Email addresses are needed for two-factor authentication to verify the identity of 
the User accessing the Portal. 

(b) Agency Obligations. Agency shall: 
(i) promptly notify Dominion Energy by email to conserv(al.dominionenergy.com 

whenever Agency needs to add one(!) or more new Users or edit existing User 
records; 

(ii) notify Dominion Energy within twenty-four (24) hours of when a User ceases to 
require access to the Portal for any reason; 

(iii) ensure Users do not share their individual passwords with any other person; and 
(iv) notify Dominion Energy immediately upon discovering that an unauthorized 

person has access to the Portal or has received information via the Portal. 
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8. Grant of Rights; Limitations on Use. 
(a) Other than Customer Infonnation (which the Parties agree belongs to the person to whom 

the Customer Infonnation applies), the contents of the Portal, such as text, graphics, images, and other 
content (the "Site Material') are owned by or licensed to Dominion Energy or its affiliates and are 
protected by copyright under both United States and foreign laws. Dominion Energy hereby grants to 
Agency a limited, non-exclusive, non-transferable, non-sublicensable, revocable license to view the Site 
Material for Agency's internal business use to fulfill the Pmpose. Agency and any Users shall not 
download copies or take screenshots of any Customer Information other than expressly allowed under this 
Agreement, excluding tempora1y copies required by a web browser to function properly. Unauthorized 
use of the Site Material may violate copyright, trademark, and other laws. Agency agrees to retain all 
copyright and other proprietaty notices contained in the original Site Material on any copy Agency makes 
of such material. Unless specifically authorized by Dominion Energy or allowed by applicable laws and 
regulations, Agency may not sell or modify Site Material or reproduce, display, distribute or publish the 
Site Material except as expressly permitted herein. Agency agrees neither it nor its Users will access or 
use the Site Material for any public or commercial pmpose, except for the Pmpose or as expressly 
pe1mitted herein. Use of the Site Material on any other web site or in a networked environment is 
prohibited. 

(b) Agency will not and will not allow its Users to do any of the following: 
(i) use spiders, robots, data mining techniques or other automated devices or 

programs to catalog, download or otherwise reproduce, store, or distribute 
content available on the Portal; 

(ii) take any action to interfere with, or disrnpt, the Portal, circumvent security 

(iii) 
(iv) 

(v) 
(vi) 

measures or attempt to exceed the limited authorization and access granted to 
Agency under this Agreement; 
probe, scan or test the vulnerability of the Portal or any system or network; 
forge headers or othe1wise manipulate identifiers to disguise the origin of any 
infonnation transmitted to or through the Portal; 
reverse engineer, decompile or modify the Portal, in whole or in part; 
use the Portal in any way that could interfere with, disrupt, or negatively affect 
the Portal or its servers or networks; or 

(vii) encomage or promote any activity that violates this Agreement. 

9. No Warranty. DOMINION ENERGY DOES NOT WARRANT THE PORTAL WILL 
OPERATE ERROR-FREE OR THE PORTAL AND ITS SERVER ARE FREE OF COMPUTER 
VIRUSES OR OTHER HARMFUL MATERIAL. THE PORTAL AND ITS INFORMATION ARE 
PROVIDED ON AN "AS IS," "AS AVAILABLE" BASIS WITHOUT ANY WARRANTIES OF ANY 
KIND, EXPRESS, STATUORY, OR IMPLIED. DOMINION ENERGY, TO THE FULLEST EXTENT 
PERMITTED BYLAW, DISCLAIMS ALL WARRANTIES, INCLUDING THE WARRANTY OF 
MERCHANTABILITY, NON-INFRINGEMENT OF THIRD PARTIES' RIGHTS, AND THE 
WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE. ALTHOUGH DOMINION ENERGY 
STRIVES TO PROVIDE THOROUGH AND ACCURATE INFORMATION ON THE PORTAL, 
DOMINION ENERGY MAKES NO WARRANTIES ABOUT THE ACCURACY, RELIABILITY, 
COMPLETENESS, OR TIMELINESS OF THE INFORMATION, SERVICES, SOFTWARE, TEXT, 
GRAPHICS, AND LINKS. 

10. Limitation of Liability. DOMINION ENERGY SHALL NOT BE LIABLE TO AGENCY, 
USERS, OR ANY OTHER PERSON FOR THE DECISIONS MADE BY AGENCY OR ITS USERS 
BY USE OF THE CUSTOMER INFORMATION. IF AGENCY'S USE OF THE PORTAL RESULTS 
IN ANY COSTS OR EXPENSES, INCLUDING, WITHOUT LIMITATION, THE NEED FOR 
SERVICING OR REPLACING EQUIPMENT OR DATA, DOMINION ENERGY SHALL NOT BE 
RESPONSIBLE FOR THOSE COSTS OR EXPENSES. EXCEPT TO THE EXTENT DIRECTLY 
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CAUSED BY THE ACTS OR OMISSIONS OF DOMINION ENERGY OR DOMINION ENERGY 
EMPLOYEES OR AGENTS, IN NO EVENT SHALL DOMINION ENERGY, ITS AFFILIATES, OR 
ANY OF ITS OR THEIR RESPECTIVE EMPLOYEES, OFFICERS, AGENTS OR 
REPRESENTATIVES BE LIABLE FOR ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL, OR 
PUNITIVE DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, LOST PROFITS, 
OR DAMAGES RESULTING FROM LOST DATA OR BUSINESS INTERRUPTION) ARISING OUT 
OF OR RELATING TO THIS AGREEMENT, THE USE OR INABILITY TO USE THE PORTAL OR 
INFORMATION ON THE PORTAL, WHETHER BASED ON WARRANTY, CONTRACT, TORT, 
OR ANY OTHER LEGAL THEORY, AND WHETHER OR NOT DOMINION ENERGY IS ADVISED 
OF THE POSSIBILITY OF SUCH DAMAGES. 

11. Defense and Indemnity. To the extent allowed by law, and to the extent arising from or caused 
by the negligent or willful acts or omissions of a Party or its Representatives, each Party ("b1de11111itor") 
agrees to defend the other Party, its affiliates, and each of their respective directors, officers, employees, 
contractors, and agents ( each an "l11de11111itee") from and against any and all claims, demands, lawsuits, 
or other proceedings brought or threatened by any third party, including but not limited to any of 
Indemnitor's employees and/or Representatives (each a "Third Party Claim"), whether at law, in equity, 
or administrative in nature, and to indemnify and hold harmless the lndemnitees from any judgment, 
amounts paid in settlement, fines, penalties, forfeitures, damages, losses, costs, and expenses (including 
reasonable attorneys' fees through final appeal) (collectively, "Losses"), arising from or related to the 
following: (i) a Breach of Security, or (ii) lndemnitor's failure to comply with Data Protection Laws or 
the requirements of this Agreement, regardless of whether an Indemnitee is required to take any action 
under any state or federal law. 

12. Miscellaneous. 
(a) Governing Law, Jurisdiction, and Venue. The Parties intend that this Agreement be 

governed by the laws of the State of Utah without giving effect to the Utah's choice oflaws principles. 
The Parties agree that any litigation of or concerning this Agreement shall be adjudicated in Third District 
Comt of Salt Lake City, Utah, or the United States District Court for the State of Utah and submit to their 
exclusive jurisdiction. Each Party hereto irrevocably waives, to the fullest extent permitted by applicable 
law, any objection which it may now or hereafter have to the laying of venue of any such proceeding 
brought in such courts, including that either is an inconvenient forum. 

(b) Non-Waiver of Rights; Remedies Cumulative. The failure of either Party to demand strict 
performance of the terms of or to exercise any right confe1Ted by this Agreement is not intended by the 
Parties to be construed as a waiver or relinquishment of its right to asse1t or rely upon any tenn or right in 
the future, or as a consent to any continuing or subsequent failure or breach. All remedies set forth in this 
Agreement are distinct, separate, and cumulative, and are in addition to and not in lieu of any other rights 
and remedies given elsewhere in this Agreement or available at law or in equity. 

(c) Survival. Neither provision nor Acceptance of any Work, nor any tennination, expiration, 
or cancellation of this Agreement, will be deemed to relieve either Pa1ty of any obligations under it that 
by their nature survive termination, including but not limited to all warranties, guarantees, promises of 
indemnity, limitations ofliability, and confidentiality obligations. 

( d) Successors and Assigns. This Agreement will be binding on the Parties and their 
directors, officers, agents, successors, and permitted assigns. 

( e) Integration. Entirety, and Amendment. This Agreement, together with all attaclunents and 
incorporated references, is the entire agreement between the Parties with respect to the Work and 
supersedes any prior or contemporaneous agreement or understanding between the Parties regarding its 
subject matter. The Parties will not be bound by or be liable for any statement, representation, promise, 
inducement, acknowledgement. or understanding of any kind or nature not set forth or provided for in this 
Agreement. No prior course of dealing, usage of trade, or course of perfonnance is intended by either 
Paity to be used to supplement or explain any term, condition, or instruction used in this Agreement or to 
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effect any amendment to it. No revision or amendment to this Agreement will be effective unless it is 
signed by the Parties. 

(t) Notices. Notices to the Parties concerning this Agreement will be effective only if they 
are in writing and delivered personally, by fax, email, certified mail, or by overnight courier. All notices 
hereunder shall be sent to the person and at the mailing address, email address or fax number set forth 
below. Either Party may change the person to receive notice or the applicable contact information by 
providing notice to the other. Properly delivered notices will be deemed to have been received (i) in the 
case of fax or email, upon electronic confirmation of receipt and (ii) in the case of certified mail or 
overnight comier, on the second business day after being sent. 

If to Dominion Energy: 

Dominion Energy Utah 
Attn: Ricky Macias 
333 South State Street (84111) 
P.O. Box 45360 
Salt Lake City, Utah 84145-0360 
Fax: 801-324-3594 
Ricky.Macias@DominionEnergy.com 

If to Agency: 

INTENDING TO BE LEGALLY BOUND, the Parties have executed this Agreement by their duly 
authorized representatives effective as of the date first written above. 

DOMINION ENERGY UTAH 

By: ----',~~:.LL.-':-'L--- -?-J.,--JL,,,.=-==---- 
N ame: -.-~<1.L..1!..l~----<.,;;;;,t..1-~- - ----==--

Title: - -=-'L.~t...::.!.. ......... ~ ..!.!...>,:CL~.....,,.,_.,._,_r -=-"-' c=--=e,_ 
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Portal Access and Confidentiality Agreement 
v013123 

This Portal Access Agreement ("Agreement") is by and between Questar Gas Company dha Dominion 
Energy Utah ("Dominion Energy"), a Utah corporation, and MAG HEAT Program ("Agency"), a 
energy assist prograrri Dominion Energy and Agency may be collectively referred to as the "Parties" and 
singularly as a "Party." 

WHEREAS, Agency administers a low-income assistance program known as [program name] (the 
"Program") which provides utility bill payment assistance to persons qualified under the terms of the 
Program; and 

WHEREAS, Agency requires the ability to confirm that a person is a Dominion Energy customer and the 
amounts then due to Dominion Energy for the purpose of administering funds to be distributed through 
the Program (the "Purpose"); and 

WHEREAS, Dominion Energy is willing to allow Agency personnel (each a "User") to access limited 
customer infonnation identified as "Utility Customer information" and "Customer Usage Data" in UTAH 
ADMIN. CODE~ R746-460-2(5), (6) (2022), including but not limited to names, addresses, Dominion 
Energy account numbers, billing information, natural gas usage, and/or account balances (collectively, 
"Customer lnformation ") to assist Agency in accomplishing the Purpose pursuant to the terms and 
conditions of this Agreement. 

THEREFORE, THE PARTIES AGREE AS FOLLOWS: 

1. Term. The term of this Agreement begins Janua1y 1, 2023 and continues for a period of one 
calendar year (the "Term") unless terminated earlier by written agreement of the Parties. 

2. Portal. Dominion Energy has prepared an internet-based portal (the "Portaf') to allow Users to 
access Customer Information as needed to fulfill the Purpose. Access to the Portal is at the following 
internet address: https://www.questargas.com/TPA. Subject to the terms and conditions of this 
Agreement, Dominion Energy grants to Agency and Agency's authorized Users the limited right to access 
and view Customer Information for the limited purpose of obtaining information about specific customers 
to accomplish the Purpose. The Parties understand and agree that access to and use of the Portal and the 
provision of Customer Info1mation using said Portal is subject to the requirements of the Utah Public 
Service Commission's "Order Granting in Part and Denying in Part Motion for Waiver" dated November 
17,2022. 

3. Customer Information and Personal Data. When a User accesses the Portal, Dominion Energy 
may disclose Customer Information to such User which qualifies as "personal data" or "personal 
information" under applicable federal, state, and local laws, regulations, and orders governing the receipt, 
use. management, storage, handling. or deletion of Customer lnfo1111ation, including but not limited to the 
Utah Consumer Privacy Act (eff. 12/31/2023) and Utah Public Service Commission regulations and 
orders (collectively, "Data Protection Laws"). Agency shall require and be responsible for ensuring 
Users access and/or use Customer Tnfonnation in compliance with Data Protection Laws and only to tl1e 
extent necessary to accomplish the Purpose and only for so long as is necessary to accomplish the 
Purpose. Agency shall not, and shall not permit any User to: (a) collect, access, process, retain, use, or 
disclose Customer Information for any purpose other tl1an as reasonably necessary to fulfill the Purpose 
and the terms of this Agreement; (b) collect more Customer Information than is reasonably necessary for 
performance of the Purpose; { c) make Customer Information available to any other persons or entities 
except as required to satisfy the requirements of the Purpose under the terms of this Agreement; or ( d) sell 
or permit any person or entity to sell Customer Information to any third pat1y. 
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4. Express Consent Required. Prior to accessing the Portal on behalf of a specific Dominion 
Energy customer, Agency shall obtain written consent from the customer for Dominion Energy to provide 
the Customer Infonnation to Agency. Agency shall retain the records of each such consent during the 
Term and for a period of twelve (12) months following the Term or until requested by Dominion Energy, 
whichever comes first. Agency agrees to provide copies of any received consents upon written request 
from Dominion Energy. Such consent shall be substantially similar to the following: 

For you to obtain assistance through the [Agency program name] program, it may be necessary 
for [Agency] to obtain information from Dominion Energy including your name, account number, 
service address, usage i,iformation, and billing i,iformation. Dominion Energy cannot share this 
information with [ Agency]without your consent. If you opt not to provide consent, it will not 
impact your ability to receive natural gas service from Dominion Energy, but it may impact your 
ability to receive aid through [Agency program name]. We will on(v use this information for the 
pwposes of determinblg whether you qual[[Y for [Agency program name] support and for 
providing any aid you may receive. We will not use your information for any other purpose. 
Please note that yow· consent applies only for this specific request. !fin the future you seek 
additional fundingfi-orn [Agency program name], you will be asked to provide consent for 
Dominion Energy to share similar irrformation at that time. 

I hereby give my consent/or Dominion Energy to provide [Agency} with my service add,·ess, 
account number, usage data, and billing data.for the limited pu1pose described above. 

5. Confidentiality. 
(a) Confidential Information Defined. For purposes of this Agreement, "Co11jideutial 

J11/ormatio11" means information Customer Information, the P011al, information and credentials needed to 
access the Portal, and any other information relate to the Portal which Dominion Energy designates as 
confidential or proprictaiy in writing or othe1wise or which Agency knows or reasonably should !mow is 
confidential or proprietary at the time of disclosure due to the nature of the information or the manner of 
its disclosure. Confidential Information shall not include infotmation Agency can demonstrate by 
substantial evidence that: (i) at the time of disclosure by Dominion Energy, was in the public domain, or 
after disclosure by Dominion Energy is lawfully published or otherwise becomes part of the public 
domain; (ii) was already in the possession of Agency at the time of disclosure to Agency and was not 
acquired by Agency, directly or indirectly, under an obligation of confidence; (iii) after disclosure to 
Agency, is received by Agency from a third party who did not acquire it under an obligation of 
confidence; or (iv) is or was independently developed by Agency, Agency's Users, and/or Agency' s 
directors, officers, employees, consultants, contractors, subcontractors, auditors, legal counsel, and/or 
agents (each a "Representative," collectively "RepresentatiJJej•") without reference to any Confidential 
Information disclosed by Dominion Energy. 

(b) Allowed Use. Agency shall use the Confidential Jntormation exclusively to facilitate the 
Purpose. Customer Information may not be used for marketing products or services by Agency, 
Dominion Energy, or any affiliated or ancillary companies or organizations. 

( c) Protection of Confidential Infonnation. Agency may disclose Confidential Information to 
its Representatives only to the extent necessary to accomplish the Purpose, provided Agency obligates 
each ~:uch Representative to protect the Confidential Information in a manner as least as protective of the 
Confidential Information as the confidentiality and use obligations agreed to by Agency under this 
Agreement. Agency shall remain wholly responsible for the acts or omissions of its Representatives under 
this Agreement. Agency shall: (i) protect such Confidential Information with at least the same degree of 
care that Agency uses to protect its own Confidential Information, but in no case, less than a reasonable 
degree of care; (ii) not directly or indirectly use any Confidential Information for any purpose other than 
the Purpose; (iii) limit access to Confidential Information to its Representatives who require the 
Confidential Information in furtherance of the Purpose; (iv) not submit for analysis, reverse engineer, 
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reverse compile, or create derivate works using Confidential Information; and (v) not copy or reproduce 
Confidential Information in any manner except in the ordinary course of business to facilitate the Purpose. 

(d) Ordered Disclosure. Should Agency be required to disclose Confidential Infonnation 
pursuant to applicable law, or an order received from a court or governmental authority of competent 
jurisdiction, it shall, if and to the extent permitted by law, give Dominion Energy notice as soon as 
possible to afford Dominion Energy an opportunity to defend against such disclosure. If any disclosure is 
finally ordered, Agency shall disclose only such of the Confidential Information as is necessary to meet 
the requirements of such order as reasonably determined by Agency's legal counsel. 

(e) No Copies Retained. Except as reasonably necessary to fulfill the Purpose, Agency shall 
not make any copies of Confidential Infomiation in any form or format, inc]uding but not limited to 
electronic or hard copies. Upon completion of the Purpose for a 1,pecific Dominion Energy customer, 
Agency shall destroy any copies of Confidential Information except to the extent necessary to comply 
with legal obligations and/or Agency requirements. The confidentiality obligations of this Agreement 
shall continue apply to all Confidential Information retained by Agency for any reason for so Jong as such 
Confidential Information remains in Agency's care, custody, or control. 

6. Breach of Security. A "Breach of Security" includes any unauthorized access to, acquisition ot: 
or disclosure of Confidential Information, held in the custody or control of Agency or its Users or other 
Representatives, or a reasonable belief by Agency that such unauthorized access, acquisition, or 
disclosure has occurred. Notwithstandit1g any other provisions hereof and the requirements of applicable 
law, Agency shall notify Dominion Energy and Dominion Energy's Director Cyber Security within 
twenty-four (24) hours of Agency's discovery ofa Breach of Security (the "Breach Notification 
Window"). Such notice shall include the following, to the extent the information is then available: (a) date 
and time that Agency discovered the Breach of Security and the date and time when the Breach of 
Security occun-ed, if discoverable; (b) a detailed description of the Breach of Security; ( c) a list of the 
systems and Confidential Tnformation at risk, including a list of affected. individuals; and ( d) a description 
of actions taken after the Breach of Security was discovered. Thereafter, Agency shall provide to 
Dominion Energy weekly reports and updates (or more frequently, if requested by Agency) describing the 
investigation into the Breach of Security and all corrective or remedial actions taken or to be taken by 
Agency. Agency shall promptly provide any further information that Dominion Energy may reasonably 
request in connection with the Breach of Security. Agency shall provide subsequent updates as additional 
information becomes known to Agency. 

7. Portal Access. 
(a) Access Requirements. Only persons with valid Agency email addresses may be Users 

with access to the Portal and/or Customer Information. Access to the Portal will be by user ID (a valid 
email address) and a password established by each individual User. Passwords will expire at a minimum 
every sixty (60) days. Email addresses are needed for two-factor authentication to verify the identity of 
the User accessing the Portal. 

(b) Agency Obligations. Agency shall: 
(i) promptly notify Dominion Energy by email to conserv@dominionenergy.com 

whenever Agency needs to add one (1) or more new Users or edit existing User 
records; 

(ii) notify Dominion Energy within twenty-four (24) hours of when a User ceases to 
require access to the Portal for any reason; 

(iii) ensure Users do not share their individual passwords with any other person; and 
(iv) notify Dominion Energy immediately upon discovering that an unauthorized 

person has access to the Portal or has received infonnation via the Portal. 
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8. Grant of Rights; Limitations on Use. 
(a) Other than Customer Infonnation (which the Parties agree belongs to the person to whom 

the Customer Infonnation applies), the contents of the Portal, such as text, graphics, images, and other 
content (the "Site Materiaf') are owned by or licensed to Dominion Energy or its affiliates and are 
protected by copyright under both United States and foreign laws. Dominion Energy hereby grants to 
Agency a limited, non-exclusive, non-transferable, 11011-sublicensable, revocable license to view the Site 
Material for Agency's internal business use to fulfill the Purpose. Agency and any Users shall not 
download copies or take screenshots of any Customer Information other than expressly allowed under this 
Agreement, excluding temporary copies required by a web browser to function properly. Unauthorized 
use of the Site Material may violate copyright, trademark, and other laws. Agency agrees to retain all 
copyright and other proprietary notices contained in the original Site Material on any copy Agency makes 
of such material. Unless specifically authorized by Dominion Energy or allowed by applicable laws and 
regulations, Agency may not sell or modify Site Material or reproduce, display, distribute or publish the 
Site Material except as expressly permitted hereiu. Agency agrees neitl1er it nor its Users will access or 
use the Site Material for any public or commercial purpose, except for the Purpose or as expressly 
pe1mitted herein. Use of the Site Material on any other web site or in a networked environment is 
prohibited. 

(b) Agency will not and will not allow its Users to do any of the following: 
(i) use spiders, robots, data mining techniques or other automated devices or 

programs to catalog, download or ot11erwise reproduce, store, or distribute 
content available on the Portal; 

(ii) take any action to interfere with, or disrupt, the P01tal, circumvent security 
measures or attempt to exceed the limited authorization and access granted to 
Agency under this Agreement; 

(iii) probe, scan or test the vulnerability of the Portal or any system or network; 
(iv) forge headers or otherwise manipulate identifiers to disguise the origin of any 

information transmitted to or through the Portal; 
(v) l'everse engineer, decompile or modify the Portal, in whole or in part; 

(vi) use the Po1tal in any way that could interfere with, dismpt, or negatively affect 
the Portal or its servers or networks; or 

(vii) encomage or promote any activity that violates this Agreement. 

9. No Warranty. DOMINION ENERGY DOES NOT WARRANT THE PORTAL WILL 
OPERATE ERROR-FREE OR THE PORTAL AND ITS SERVER ARE FREE OF COMPUTER 
VIRUSES OR OTHER HARMFUL MATERIAL. THE PORTAL AND ITS INFORMATION ARE 
PROVIDED ON AN "AS IS," "AS AVAILABLE" BASIS WITHOUT ANY WARRANTIES OF ANY 
KIND, EXPRESS, STATUORY, OR IMPLIED. DOMINION ENERGY, TO THE FULLEST EXTENT 
PERMITTED BYLAW, DISCLAIMS ALL WARRANTIES, INCLUDING THE WARRANTY OF 
MERCHANTABILITY, NON-INFRINGEMENT OF TH1KU PARTIES' RIGHTS, AND THE 
WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE. ALTHOUGH DOMINION ENERGY 
STRIVES TO PROVIDE THOROUGH AND ACCURATE INFORMATION ON THE PORTAL, 
DOMINION ENERGY MAKES NO WARRANTIES ABOUT THE ACCURACY, RELIABILITY, 
COMPLETENESS, OR TIMELINESS OF THE INFORMATION, SERVICES, SOFTWARE, TEXT, 
GRAPHICS, AND LINKS. 

10. Limitation of Liability. DOMINION ENERGY SHALL NOT BE LIABLE TO AGENCY, 
USERS, OR ANY OTHER PERSON FOR THE DECISIONS MADE BY AGENCY OR ITS USERS 
BY USE OF TI-IE CUSTOMER INFORMATION. IF AGENCY'S USE OF THE PORTAL RESULTS 
IN ANY COSTS OR EXPENSES, INCLUDING, WITHOUT LTMITA TJON, TI-IE NEED FOR 
SERVICING OR REPLACING EQUIPMENT OR DAT A, DOMINION ENERGY SHALL NOT BE 
RESPONSIBLE FOR THOSE COSTS OR EXPENSES. EXCEPT TO THE EXTENT DIRECTLY 
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CAUSED BY THE ACTS OR OMISSIONS OF DOMINION ENERGY OR DOMINION ENERGY 
EMPLOYEES OR AGENTS, IN NO EVENT SHALL DOMINION ENERGY, ITS AFFILIATES, OR 
ANY OF ITS OR THEIR RESPECTIVE EMPLOYEES, OFFICERS, AGENTS OR 
REPRESENTATIVES BE LIABLE FOR ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL, OR 
PUNITIVE DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, LOST PROFITS, 
OR DAMAGES RESULTING FROM LOST DATA OR BUSINESS INTERRUPTION) ARISING OUT 
OF OR RELATING TO THIS AGREEMENT, THE USE OR INABILITY TO USE THE PORTAL OR 
TNFORMA TION ON THE PORTAL, WHETHER BASED ON WARRANTY, CONTRACT, TORT, 
OR ANY OTHER LEGAL THEORY, AND WHETHER OR NOT DOMINION ENERGY IS ADVISED 
OF THE POSSIBILITY OF SUCH DAMAGES. 

11. Defense and Indemnity. To the extent allowed by law, and to the extent arising from or caused 
by the negligent or willful acts or omissions of a Party or its Representatives, each Party ("Indem11itor") 
agrees to defend the other Party, its affiliates, and each of their respective directors, officers, employees, 
contractors, and agent.<i (each an "lndemnitee") from and against any and all claims, demandi;, lawsuits, 
or other proceedings brought or threatened by any third party, including but not limited to any of 
Tndemnitor's employees and/or Representatives (each a "Third Party Claim"), whether at law, in equity, 
or administrative in nature, and to indemnify and hold harmless the Tndemnitees from any judgment, 
amounts paid in settlement, fines, penalties, forfeitures, damages, losses, costs, and expenses (including 
reasonable attorneys' fees through final appeal) (collectively, "Losses"), arising from or related to the 
following: (i) a Breach of Security, or (ii) lndemnitor's failure to comply with Data Protection Laws or 
the requirements of this Agreement, regardless of whether an Indemnitee is required to take any action 
under any state or federal law. 

12. Miscellaneous. 
(a) Governing Law. Jurisdiction. and Venue. The Parties intend that this Agreement be 

governed by the laws of the State of Utah without giving effect to the Utah's choice of laws principles. 
The Parties agree that any litigation of or concerning this Agreement shall be adjudicated in Third District 
Court of Salt Lake City, Utah, or the United States District Court for the State of Utah and submit to their 
exclusive jurisdiction. Each Party hereto irrevocably waives, to the fullest extent permitted by applicable 
law, any objection which it may now or hereafter have to the laying of venue of any such proceeding 
brought in such courts, including that either is an inconvenient forum. 

(b) Non-Waiver of Rights; Remedies Cumulative. The failure ofoither Pruty to demand strict 
performance of the terms of or to exercise any right conferred by this Agreement is not intended by the 
Parties to be construed as a waiver or relinquishment of its right to assert or rely upon any term or right in 
the future, or as a consent to any continuing or subsequent failure or breach. All remedies set forth in this 
Agreement are distinct, separate, and cumulative, and arc in addition to and not in lieu of any other rights 
and remedies given elsewhere in this Agreement or available at law or in equity. 

( c) Survival. Neither provision nor Acceptance of any Work, nor any tennination, expiration, 
or cancellation of this Agreement, will be deemed to relieve either Party of any obligations under it that 
by their nature survive tennination, including but not limited to all watTanties, guarantees, promises of 
indemnity, limitations ofliability, and confidentiality obligations. 

(d) Successors and Assi~ns. This Agreement will be binding on the Pai1ies and their 
directors, officers, agents, successors, and permitted assigns. 

( c) Integration. Entirety, and Amendment. This Agreement, together with all attachments ru1d 
incorporated references, is the entire agreement between the Parties with respect to the Work and 
supersedes any prior or contemporaneous agreement or understanding between the Parties regarding its 
subject matter. The Parties will not be bound by or be liable for any statement, representation, promise, 
inducement, acknowledgement, or understanding of any kind or nature not set forth or provided for in this 
Agreement. No prior course of dealing, usage of trade, or course of performance is intended by either 
Party to be used to supplement or explain any term, condition, or instruction used in this Agreement or lo 
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Pamela Giles
Director Customer Service

effect any amendment to it. No revision or amendment to this Agreement will be effective unless it is signed hy the Parties. 
(f) Notices. Notices to the Parties concerning this Agreement will be effective only if they are in writing and delivered personally, by fax, email, certified mail, or by overnight courieJ. All notices hereunder shall be sent to the person and at the mailing address, email address or fax number set fotth below. Either Party may change the person to receive notice or the applicable contact infonnation by providing notice to the other. Properly delivered notices will be deemed to have been received (i) in the case of fax or email, upon electronic confirmation of receipt and (ii) in the case of certified mail or overnight courier, on the second business day after being sent. 

Ifto Dominion Energy: 

Dominion Energy Utah 
Attn: Ricky Macias . 
333 South State Street (84111) 
P.O. Box 45360 
Salt Lake City, Utah 84145-0360 
Fax: 801-324-3594 
Ricky.Macias@DominionEnergy.com 

If to Agency: 

MAG HEAT Program 
Attn: Joan Stradling 
478 S Geneva Rd 
Vineyard, UT 84059 

Fax: 801-229-3670 
Email: heat@magutah.org 

INTENDING TO BE LEGALLY BOUND, the Patties have executed this Agreement by their duly authorized representatives effective as of the date first written above. 

DOMINION ENERGY UTAH 

By: f'a;,c,,&, fdu-

rq~;t,~ 
By: MAG HEAT Progam 

Name: _____________ _ Name: Joan Stradling 
Title: _____________ _ Title: Program Manager 
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Portal Access and Confidentiality Agreement 
v0 13123 

This Portal Access Agreement ("Agreement") is by and between Questar Gas Company dba Dominion 
Energy Utah ("Dominion Energy"), a Utah corporation, and Paiute Indian Tribe of Utah ("Agency"), a 
Federally Recognized Tribe. Dominion Energy and Agency may be collectively referred to as the "Parties" and 
singularly as a "Party." 

WHEREAS, Agency administers a low-income assistance program known as Pt TV L/11£1/> (the 
"Program") which provides utility bill payment assistance to persons qualified under the terms of the 
Program; and 

WHEREAS, Agency requires the ability to confirm that a person is a Dominion Energy customer and the 
amounts then due to Dominion Energy for the purpose of administering funds to be distributed through 
the Program (the "Purpose"); and 

WHEREAS, Dominion Energy is willing to al low Agency personnel (each a " User" ) to access limited 
customer information identified as "Utility Customer information" and "Customer Usage Data" in UTAH 
ADM1N. CODE§ R746-460-2(5), (6) (2022), including but not limited to names, addresses, Dominion 
Energy account numbers, billing information, natural gas usage, and/or account balances (collectively, 
"Customer Information") to assist Agency in accomplishing the Purpose pursuant to the tenns and 
conditions of this Agreement. 

THEREFORE, THE PARTIES AGREE AS FOLLOWS: 

1. Term. The term of this Agreement begins January I, 2023 and continues for a period of one 
calendar year (the "Term") unless terminated earl ier by written agreement of the Parties. 

2. Portal. Dominion Energy has prepared an internet-based po11al (the "Portaf') to allow Users to 
access Customer Information as needed to fulfill the Purpose. Access to the Portal is at the following 
internet address: https://www.questargas.com/TPA. Subject to the terms and conditions of this 
Agreement, Dominion Energy grants to Agency and Agency' s authorized Users the limited right to access 
and view Customer Information for the limited purpose of obtaining infonnation about specific customers 
to accomplish the Purpose. The Pa11ies understand and agree that access to and use of the Portal and the 
provision of Customer Information using said Portal is subject to the requirements of the Utah Public 
Service Commission' s "Order Granting in Part and Denying in Part Motion for Waiver" dated November 
17, 2022. 

3. Customer Information and Personal Data. When a User accesses the Portal, Dominion Energy 
may disclose Customer Information to such User which qualifies as "personal data" or "personal 
information" under applicable federal, state, and local laws, regulations, and orders governing the receipt, 
use, management, storage, handling, or deletion of Customer Information, including but not limited to the 
Utah Consumer Privacy Act ( eff. I 2/3 I /2023) and Utah Pub I ic Service Commission regulations and 
orders (collectively, "Data Protection Laws"). Agency sha ll require and be responsible for ensuring 
Users access and/or use Customer Information in compliance with Data Protection Laws and only to the 
extent necessary to accomplish the Purpose and only for so long as is necessary to accomplish the 
Purpose. Agency shall not, and shall not permit any User to: (a) collect, access, process, retain, use, or 
disclose Customer Information for any purpose other than as reasonably necessary to fulfill the Purpose 
and the tenns of this Agreement; (b) collect more Customer Information than is reasonably necessary for 
perfonnance of the Purpose; (c) make Customer Information avai lable to any other persons or entities 
except as required to satisfy the requirements of the Purpose under the terms of this Agreement; or (d) sell 
or permit any person or entity to sell Customer Information to any third party. 

Portal Access Agreement v0/ 0423 
Page 1 of6 



DEU Portal Access Agreement v013123 
2 

4. Express Consent Required. Prior to accessing the Portal on behalf of a specific Dominion 
Energy customer, Agency shall obtain written consent from the customer for Dominion Energy to provide 
the Customer Information to Agency. Agency shall retain the records of each such consent during the 
Term and for a period of twelve (12) months following the Term or until requested by Dominion Energy, 
whichever comes first. Agency agrees to provide copies of any received consents upon written request 
from Dominion Energy. Such consent shall be substantially similar to the following: 
 

For you to obtain assistance through the [Agency program name] program, it may be necessary 

for [Agency] to obtain information from Dominion Energy including your name, account number, 

service address, usage information, and billing information. Dominion Energy cannot share this 

information with [Agency]without your consent. If you opt not to provide consent, it will not 

impact your ability to receive natural gas service from Dominion Energy, but it may impact your 

ability to receive aid through [Agency program name]. We will only use this information for the 

purposes of determining whether you qualify for [Agency program name] support and for 

providing any aid you may receive. We will not use your information for any other purpose. 

Please note that your consent applies only for this specific request. If in the future you seek 

additional funding from [Agency program name], you will be asked to provide consent for 

Dominion Energy to share similar information at that time.  

 

I hereby give my consent for Dominion Energy to provide [Agency] with my service address, 

account number, usage data, and billing data for the limited purpose described above. 

5. Confidentiality. 
(a) Confidential Information Defined. For purposes of this Agreement, “Confidential 

Information” means information Customer Information, the Portal, information and credentials needed to 
access the Portal, and any other information relate to the Portal which Dominion Energy designates as 
confidential or proprietary in writing or otherwise or which Agency knows or reasonably should know is 
confidential or proprietary at the time of disclosure due to the nature of the information or the manner of 
its disclosure. Confidential Information shall not include information Agency can demonstrate by 
substantial evidence that: (i) at the time of disclosure by Dominion Energy, was in the public domain, or 
after disclosure by Dominion Energy is lawfully published or otherwise becomes part of the public 
domain; (ii) was already in the possession of Agency at the time of disclosure to Agency and was not 
acquired by Agency, directly or indirectly, under an obligation of confidence; (iii) after disclosure to 
Agency, is received by Agency from a third party who did not acquire it under an obligation of 
confidence; or (iv) is or was independently developed by Agency, Agency’s Users, and/or Agency’s 
directors, officers, employees, consultants, contractors, subcontractors, auditors, legal counsel, and/or 
agents (each a “Representative,” collectively “Representatives”) without reference to any Confidential 
Information disclosed by Dominion Energy. 

(b) Allowed Use. Agency shall use the Confidential Information exclusively to facilitate the 
Purpose. Customer Information may not be used for marketing products or services by Agency, 
Dominion Energy, or any affiliated or ancillary companies or organizations. 

(c) Protection of Confidential Information. Agency may disclose Confidential Information to 
its Representatives only to the extent necessary to accomplish the Purpose, provided Agency obligates 
each such Representative to protect the Confidential Information in a manner as least as protective of the 
Confidential Information as the confidentiality and use obligations agreed to by Agency under this 
Agreement. Agency shall remain wholly responsible for the acts or omissions of its Representatives under 
this Agreement. Agency shall: (i) protect such Confidential Information with at least the same degree of 
care that Agency uses to protect its own Confidential Information, but in no case, less than a reasonable 
degree of care; (ii) not directly or indirectly use any Confidential Information for any purpose other than 
the Purpose; (iii) limit access to Confidential Information to its Representatives who require the 
Confidential Information in furtherance of the Purpose; (iv) not submit for analysis, reverse engineer, 
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reverse compile, or create derivate works using Confidential Information; and (v) not copy or reproduce 
Confidential Information in any manner except in the ordinary course of business to facilitate the Purpose. 

(d) Ordered Disclosure. Should Agency be required to disclose Confidential Information 
pursuant to applicable law, or an order received from a court or governmental authority of competent 
jurisdiction, it shall, if and to the extent permitted by law, give Dominion Energy notice as soon as 
possible to afford Dominion Energy an opportunity to defend against such disclosure. If any disclosure is 
finally ordered, Agency shall disclose only such of the Confidential Information as is necessary to meet 
the requirements of such order as reasonably determined by Agency’s legal counsel. 

(e) No Copies Retained. Except as reasonably necessary to fulfill the Purpose, Agency shall 
not make any copies of Confidential Information in any form or format, including but not limited to 
electronic or hard copies. Upon completion of the Purpose for a specific Dominion Energy customer, 
Agency shall destroy any copies of Confidential Information except to the extent necessary to comply 
with legal obligations and/or Agency requirements. The confidentiality obligations of this Agreement 
shall continue apply to all Confidential Information retained by Agency for any reason for so long as such 
Confidential Information remains in Agency’s care, custody, or control. 

6. Breach of Security. A “Breach of Security” includes any unauthorized access to, acquisition of, 
or disclosure of Confidential Information, held in the custody or control of Agency or its Users or other 
Representatives, or a reasonable belief by Agency that such unauthorized access, acquisition, or 
disclosure has occurred. Notwithstanding any other provisions hereof and the requirements of applicable 
law, Agency shall notify Dominion Energy and Dominion Energy’s Director Cyber Security within 
twenty-four (24) hours of Agency’s discovery of a Breach of Security (the “Breach Notification 

Window”). Such notice shall include the following, to the extent the information is then available: (a) date 
and time that Agency discovered the Breach of Security and the date and time when the Breach of 
Security occurred, if discoverable; (b) a detailed description of the Breach of Security; (c) a list of the 
systems and Confidential Information at risk, including a list of affected individuals; and (d) a description 
of actions taken after the Breach of Security was discovered. Thereafter, Agency shall provide to 
Dominion Energy weekly reports and updates (or more frequently, if requested by Agency) describing the 
investigation into the Breach of Security and all corrective or remedial actions taken or to be taken by 
Agency. Agency shall promptly provide any further information that Dominion Energy may reasonably 
request in connection with the Breach of Security. Agency shall provide subsequent updates as additional 
information becomes known to Agency. 

7. Portal Access.  
(a) Access Requirements. Only persons with valid Agency email addresses may be Users 

with access to the Portal and/or Customer Information. Access to the Portal will be by user ID (a valid 
email address) and a password established by each individual User. Passwords will expire at a minimum 
every sixty (60) days. Email addresses are needed for two-factor authentication to verify the identity of 
the User accessing the Portal. 

(b) Agency Obligations. Agency shall: 
(i) promptly notify Dominion Energy by email to conserv@dominionenergy.com 

whenever Agency needs to add one (1) or more new Users or edit existing User 
records; 

(ii) notify Dominion Energy within twenty-four (24) hours of when a User ceases to 
require access to the Portal for any reason; 

(iii) ensure Users do not share their individual passwords with any other person; and 
(iv) notify Dominion Energy immediately upon discovering that an unauthorized 

person has access to the Portal or has received information via the Portal. 

mailto:conserv@dominionenergy.com


DEU Portal Access Agreement v013123 
4 

8. Grant of Rights; Limitations on Use.  

(a) Other than Customer Information (which the Parties agree belongs to the person to whom 
the Customer Information applies), the contents of the Portal, such as text, graphics, images, and other 
content (the “Site Material”) are owned by or licensed to Dominion Energy or its affiliates and are 
protected by copyright under both United States and foreign laws. Dominion Energy hereby grants to 
Agency a limited, non-exclusive, non-transferable, non-sublicensable, revocable license to view the Site 
Material for Agency’s internal business use to fulfill the Purpose. Agency and any Users shall not 
download copies or take screenshots of any Customer Information other than expressly allowed under this 
Agreement, excluding temporary copies required by a web browser to function properly. Unauthorized 
use of the Site Material may violate copyright, trademark, and other laws. Agency agrees to retain all 
copyright and other proprietary notices contained in the original Site Material on any copy Agency makes 
of such material. Unless specifically authorized by Dominion Energy or allowed by applicable laws and 
regulations, Agency may not sell or modify Site Material or reproduce, display, distribute or publish the 
Site Material except as expressly permitted herein. Agency agrees neither it nor its Users will access or 
use the Site Material for any public or commercial purpose, except for the Purpose or as expressly 
permitted herein. Use of the Site Material on any other web site or in a networked environment is 
prohibited.  

(b) Agency will not and will not allow its Users to do any of the following: 
(i) use spiders, robots, data mining techniques or other automated devices or 

programs to catalog, download or otherwise reproduce, store, or distribute 
content available on the Portal; 

(ii) take any action to interfere with, or disrupt, the Portal, circumvent security 
measures or attempt to exceed the limited authorization and access granted to 
Agency under this Agreement; 

(iii) probe, scan or test the vulnerability of the Portal or any system or network; 
(iv) forge headers or otherwise manipulate identifiers to disguise the origin of any 

information transmitted to or through the Portal; 
(v) reverse engineer, decompile or modify the Portal, in whole or in part; 

(vi) use the Portal in any way that could interfere with, disrupt, or negatively affect 
the Portal or its servers or networks; or 

(vii) encourage or promote any activity that violates this Agreement. 

9. No Warranty. DOMINION ENERGY DOES NOT WARRANT THE PORTAL WILL 
OPERATE ERROR-FREE OR THE PORTAL AND ITS SERVER ARE FREE OF COMPUTER 
VIRUSES OR OTHER HARMFUL MATERIAL. THE PORTAL AND ITS INFORMATION ARE 
PROVIDED ON AN “AS IS,” “AS AVAILABLE” BASIS WITHOUT ANY WARRANTIES OF ANY 
KIND, EXPRESS, STATUORY, OR IMPLIED. DOMINION ENERGY, TO THE FULLEST EXTENT 
PERMITTED BY LAW, DISCLAIMS ALL WARRANTIES, INCLUDING THE WARRANTY OF 
MERCHANTABILITY, NON-INFRINGEMENT OF THIRD PARTIES’ RIGHTS, AND THE 
WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE. ALTHOUGH DOMINION ENERGY 
STRIVES TO PROVIDE THOROUGH AND ACCURATE INFORMATION ON THE PORTAL, 
DOMINION ENERGY MAKES NO WARRANTIES ABOUT THE ACCURACY, RELIABILITY, 
COMPLETENESS, OR TIMELINESS OF THE INFORMATION, SERVICES, SOFTWARE, TEXT, 
GRAPHICS, AND LINKS. 

10. Limitation of Liability. DOMINION ENERGY SHALL NOT BE LIABLE TO AGENCY, 
USERS, OR ANY OTHER PERSON FOR THE DECISIONS MADE BY AGENCY OR ITS USERS 
BY USE OF THE CUSTOMER INFORMATION. IF AGENCY’S USE OF THE PORTAL RESULTS 
IN ANY COSTS OR EXPENSES, INCLUDING, WITHOUT LIMITATION, THE NEED FOR 
SERVICING OR REPLACING EQUIPMENT OR DATA, DOMINION ENERGY SHALL NOT BE 
RESPONSIBLE FOR THOSE COSTS OR EXPENSES. EXCEPT TO THE EXTENT DIRECTLY 
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CAUSED BY THE ACTS OR OMISSIONS OF DOMINION ENERGY OR DOMINION ENERGY 
EMPLOYEES OR AGENTS, IN NO EVENT SHALL DOMINION ENERGY, ITS AFFILIATES, OR 
ANY OF ITS OR THEIR RESPECTIVE EMPLOYEES, OFFICERS, AGENTS OR 
REPRESENTATIVES BE LIABLE FOR ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL, OR 
PUNITIVE DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, LOST PROFITS, 
OR DAMAGES RESULTING FROM LOST DATA OR BUSINESS INTERRUPTION) ARISING OUT 
OF OR RELATING TO THIS AGREEMENT, THE USE OR INABILITY TO USE THE PORTAL OR 
INFORMATION ON THE PORTAL, WHETHER BASED ON WARRANTY, CONTRACT, TORT, 
OR ANY OTHER LEGAL THEORY, AND WHETHER OR NOT DOMINION ENERGY IS ADVISED 
OF THE POSSIBILITY OF SUCH DAMAGES. 

11. Defense and Indemnity. To the extent allowed by law, and to the extent arising from or caused 
by the negligent or willful acts or omissions of a Party or its Representatives, each Party (“Indemnitor”) 
agrees to defend the other Party, its affiliates, and each of their respective directors, officers, employees, 
contractors, and agents (each an “Indemnitee”) from and against any and all claims, demands, lawsuits, 
or other proceedings brought or threatened by any third party, including but not limited to any of 
Indemnitor’s employees and/or Representatives (each a “Third Party Claim”), whether at law, in equity, 
or administrative in nature, and to indemnify and hold harmless the Indemnitees from any judgment, 
amounts paid in settlement, fines, penalties, forfeitures, damages, losses, costs, and expenses (including 
reasonable attorneys’ fees through final appeal) (collectively, “Losses”), arising from or related to the 
following: (i) a Breach of Security, or (ii) Indemnitor’s failure to comply with Data Protection Laws or 
the requirements of this Agreement, regardless of whether an Indemnitee is required to take any action 
under any state or federal law.  

12. Miscellaneous.  
(a) Governing Law, Jurisdiction, and Venue. The Parties intend that this Agreement be 

governed by the laws of the State of Utah without giving effect to the Utah’s choice of laws principles. 
The Parties agree that any litigation of or concerning this Agreement shall be adjudicated in Third District 
Court of Salt Lake City, Utah, or the United States District Court for the State of Utah and submit to their 
exclusive jurisdiction. Each Party hereto irrevocably waives, to the fullest extent permitted by applicable 
law, any objection which it may now or hereafter have to the laying of venue of any such proceeding 
brought in such courts, including that either is an inconvenient forum. 

(b) Non-Waiver of Rights; Remedies Cumulative. The failure of either Party to demand strict 
performance of the terms of or to exercise any right conferred by this Agreement is not intended by the 
Parties to be construed as a waiver or relinquishment of its right to assert or rely upon any term or right in 
the future, or as a consent to any continuing or subsequent failure or breach. All remedies set forth in this 
Agreement are distinct, separate, and cumulative, and are in addition to and not in lieu of any other rights 
and remedies given elsewhere in this Agreement or available at law or in equity. 

(c) Survival. Neither provision nor Acceptance of any Work, nor any termination, expiration, 
or cancellation of this Agreement, will be deemed to relieve either Party of any obligations under it that 
by their nature survive termination, including but not limited to all warranties, guarantees, promises of 
indemnity, limitations of liability, and confidentiality obligations. 

(d) Successors and Assigns. This Agreement will be binding on the Parties and their 
directors, officers, agents, successors, and permitted assigns. 

(e) Integration, Entirety, and Amendment. This Agreement, together with all attachments and 
incorporated references, is the entire agreement between the Parties with respect to the Work and 
supersedes any prior or contemporaneous agreement or understanding between the Parties regarding its 
subject matter. The Parties will not be bound by or be liable for any statement, representation, promise, 
inducement, acknowledgement, or understanding of any kind or nature not set forth or provided for in this 
Agreement. No prior course of dealing, usage of trade, or course of performance is intended by either 
Party to be used to supplement or explain any term, condition, or instruction used in this Agreement or to 
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effect any amendment to it. No revision or amendment to this Agreement will be effective unless it is 
signed by the Parties. 

(f) Notices. Notices to the Parties concerning this Agreement will be effective only if they
are in writing and delivered personally, by fax, email, certified mail, or by overnight courier. All notices 
hereunder shall be sent to the person and at the mailing address, email address or fax number set forth 
below. Either Party may change the person to receive notice or the applicable contact information by 
providing notice to the other. Properly delivered notices will be deemed to have been received (i) in the 
case of fax or email, upon electronic confirmation of receipt and (ii) in the case of certified mail or 
overnight courier, on the second business day after being sent. 

If to Dominion Energy: If to Agency: 

Dominion Energy Utah 
Attn: Ricky Macias 
333 South State Street (84111) 
P.O. Box 45360 
Salt Lake City, Utah 84145-0360 
Fax: 801-324-3594 
Ricky.Macias@DominionEnergy.com 

 
 
 
 

Fax: 
Email:  

INTENDING TO BE LEGALLY BOUND, the Parties have executed this Agreement by their duly 
authorized representatives effective as of the date first written above. 

DOMINION ENERGY UTAH [AGENCY] 

By: 
Name: 
Title: 

By: 
Name:  
Title:  

Paiute Indian Tribe of Utah
Attn: Sharon Johnson
440 N. Paiute Drive
Cedar City, UT 84721

435-238-4261
sjohnson@fourpointshealth.org

Corrina Bow
Tribal Chairwoman

Pamela Giles
Director Customer Service



Portal Access and Confidentiality Agreement 
v013123 

This Portal Access Agreement ("Agreement") is by and between Questar Gas Company dba Dominion 
Energy Utah ("Dominion Energy"), a Utah corporation, and _The Salvation Army("Agency"), a 
_ California Corporation operating in Salt Lake City, UT. Dominion Energy and Agency may be 
collectively referred to as the "Parties" and singularly as a "Party." 

WHEREAS, Agency administers a low-income assistance program known as [program name] (the 
"Progmm") which provides utility bill payment assistance to persons qualified under the terms of the 
Program; and 

WHEREAS, Agency requires the ability to confirm that a person is a Dominion Energy customer and the 
amounts then due to Dominion Energy for the purpose of administering funds to be distributed through 
the Program (the "Pmpose"); and 

WHEREAS, Dominion Energy is willing to allow Agency persmmel ( each a "User") to access limited 
customer information identified as "Utility Customer information" and "Customer Usage Data" in UTAH 
ADMIN. CODE§ R746-460-2(5), (6) (2022), including but not limited to names, addresses, Dominion 
Energy account numbers, billing information, natural gas usage, and/or account balances (collectively, 
"Customer Information") to assist Agency in accomplishing the Purpose pursuant to the terms and 
conditions of this Agreement. 

THEREFORE, THE PARTIES AGREE AS FOLLOWS: 

1. Term. The term of this Agreement begins January 1, 2023 and continues for a period of one 
calendar year (the "Term") unless terminated earlier by written agreement of the Parties. 

2. Portal. Dominion Energy has prepared an internet-based portal (the "Portaf') to allow Users to 
access Customer Information as needed to fulfill the Purpose. Access to the Portal is at the following 
internet address: https://www.questargas.com/TPA. Subject to the terms and conditions of this 
Agreement, Dominion Energy grants to Agency and Agency's authorized Users the limited right to access 
and view Customer Information for the limited purpose of obtaining information about specific customers 
to accomplish the Purpose. The Parties understand and agree that access to and use of the Pmtal and the 
provision of Customer Information using said Portal is subject to the requirements of the Utah Public 
Service Commission's "Order Granting in Part and Denying in Part Motion for Waiver" dated November 
17, 2022. 

3. Customer Information and Personal Data. When a User accesses the Pottal, Dominion Energy 
may disclose Customer Information to such User which qualifies as "personal data" or "personal 
information" under applicable federal, state, and local laws, regulations, and orders governing the receipt, 
use, management, storage, handling, or deletion of Customer Information, including but not limited to the 
Utah Consumer Privacy Act (eff. 12/31/2023) and Utah Public Service Commission regulations and 
orders (collectively, "Data Protection Laws"). Agency shall require and be responsible for ensuring 
Users access and/or use Customer Information in compliance with Data Protection Laws and only to the 
extent necessary to accomplish the Purpose and only for so long as is necessary to accomplish the 
Purpose. Agency shall not, and shall not permit any User to: (a) collect, access, process, retain, use, or 
disclose Customer Information for any purpose other than as reasonably necessary to fulfill the Purpose 
and the terms of this Agreement; (b) collect more Customer Information than is reasonably necessary for 
performance of the Pmpose; (c) make Customer Information available to any other persons or entities 
except as required to satisfy the requirements of the Purpose under the terms of this Agreement; or ( d) sell 
or permit any person or entity to sell Customer Information to any third party. 
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4. Express Consent Required. Prior to accessing the Portal on behalf of a specific Dominion 
Energy customer, Agency shall obtain written consent from the customer for Dominion Energy to provide 
the Customer Information to Agency. Agency shall retain the records of each such consent during the 
Term and for a period of twelve (12) months following the Term or until requested by Dominion Energy, 
whichever comes first. Agency agrees to provide copies of any received consents upon written request 
from Dominion Energy. Such consent shall be substantially similar to the following: 

For you to obtain assistance through the [Agency program name] program, it may be necessmy 
for [Agency] to obtain informationfi-mn Dominion Energy including your name, account number, 
sen•ice address, usage information, and billing information. Dominion Energy cannot share this 
information with [Agency]without your consent. If you opt not to provide consent, it will not 
impact your ability to receive natural gas service.fi'om Dominion Energy, but it may impact your 
ability to receive aid through [Agency program name]. We will only use this information for the 
purposes of determining whether you qual/fj,_for [Agency program name] support and for 
providing any aid you may receive. Tfle will not use your informalionfor any other purpose. 
Please note that your consent applies only for this specific request. Jfin the future you seek 
additional fundingji-0111 [Agency program name], you will be asked to provide consentfor 
Dominion Energy to share similar information at that time. 

I hereby give my consent for Dominion Energy to provide [Agency] with my sen•ice address, 
account number, usage data, and billing data for the limited purpose described above. 

5. Confidentiality. 
(a) Confidential Information Defined. For purposes of this Agreement, "Co11fitle11tial 

J11for111atio11" means information Customer Information, the Portal, information and credentials needed to 
access the Portal, and any other information relate to the Portal which Dominion Energy designates as 
confidential or proprietary in writing or otherwise or which Agency knows or reasonably should know is 
confidential or proprietary at the time of disclosure due to the nature of the information or the manner of 
its disclosure. Confidential lnfmmation shall not include information Agency can demonstrate by 
substantial evidence that: (i) at the time of disclosure by Dominion Energy, was in the public domain, or 
after disclosure by Dominion Energy is lawfully published or otherwise becomes part of the public 
domain; (ii) was already in the possession of Agency at the time of disclosure to Agency and was not 
acquired by Agency, directly or indirectly, under an obligation of confidence; (iii) after disclosure to 
Agency, is received by Agency from a third party who did not acquire it under an obligation of 
confidence; or (iv) is or was independently developed by Agency, Agency's Users, and/or Agency's 
directors, officers, employees, consultants, contractors, subcontractors, auditors, legal counsel, and/or 
agents (each a "Representutive," collectively "Representatives") without reference to any Confidential 
Information disclosed by Dominion Energy. 

(b) Allowed Use. Agency shall use the Confidential Information exclusively to facilitate the 
Purpose. Customer Information may not be used for marketing products or services by Agency, 
Dominion Energy, or any affiliated or ancillary companies or organizations. 

(c) Protection of Confidential Information. Agency may disclose Confidential Information to 
its Representatives only to the extent necessary to accomplish the Purpose, provided Agency obligates 
each such Representative to protect the Confidential Information in a manner as least as protective of the 
Confidential Information as the confidentiality and use obligations agreed to by Agency under this 
Agreement. Agency shall remain wholly responsible for the acts or omissions of its Representatives under 
this Agreement. Agency shall: (i) protect such Confidential Information with at least the same degree of 
care that Agency uses to protect its own Confidential Information, but in no case, less than a reasonable 
degree of care; (ii) not directly or indirectly use any Confidential Information for any purpose other than 
the Purpose; (iii) limit access to Confidential lnfonnation to its Representatives who require the 
Confidential Information in furtherance of the Purpose; (iv) not submit for analysis, reverse engineer, 
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reverse compile, or create derivate works using Confidential Information; and (v) not copy or reproduce 
Confidential Information in any manner except in the ordinary course of business to facilitate the Purpose. 

(d) Ordered Disclosure. Should Agency be required to disclose Confidential Information 
pursuant to applicable law, or an order received from a court or governmental authority of competent 
jurisdiction, it shall, if and to the extent permitted by law, give Dominion Energy notice as soon as 
possible to afford Dominion Energy an opportunity to defend against such disclosure. If any disclosure is 
finally ordered, Agency shall disclose only such of the Confidential Information as is necessary to meet 
the requirements of such order as reasonably determined by Agency's legal counsel. 

(e) No Copies Retained. Except as reasonably necessary to fulfill the Purpose, Agency shall 
not make any copies of Confidential Information in any form or format, including but not limited to 
electronic or hard copies. Upon completion of the Purpose for a specific Dominion Energy customer, 
Agency shall destroy any copies of Confidential Information except to the extent necessary to comply 
with legal obligations and/or Agency requirements. The confidentiality obligations oftl1is Agreement 
shall continue apply to all Confidential Information retained by Agency for any reason for so long as such 
Confidential Information remains in Agency's care, custody, or control. 

6. Breach of Security. A "Breach of Security" includes any unauthorized access to, acquisition of, 
or disclosure of Confidential Information, held in the custody or control of Agency or its Users or other 
Representatives, or a reasonable belief by Agency that such unauthorized access, acquisition, or 
disclosure has occurred. Notwithstanding any other provisions hereof and the requirements of applicable 
law, Agency shall notify Dominion Energy and Dominion Energy's Director Cyber Security within 
twenty-four (24) hours of Agency's discovery of a Breach of Security (the "Breach Notification 
Window"). Such notice shall include the following, to the extent the information is then available: (a) date 
and time that Agency discovered the Breach of Security and the date and time when the Breach of 
Security occurred, if discoverable; (b) a detailed description of the Breach of Security; ( c) a list of the 
systems and Confidential Information at risk, including a list of affected individuals; and ( d) a description 
of actions taken after the Breach of Security was discovered. Thereafter, Agency shall provide to 
Dominion Energy weekly reports and updates (or more frequently, ifrequested by Agency) describing the 
investigation into the Breach of Security and all corrective or remedial actions taken or to be taken by 
Agency. Agency shall promptly provide any fu1ther information that Dominion Energy may reasonably 
request in connection with the Breach of Security. Agency shall provide subsequent updates as additional 
information becomes known to Agency. 

7. Portal Access. 
(a) Access Requirements. Only persons with valid Agency email addresses may be Users 

with access to the Portal and/or Customer Information. Access to the Portal will be by user ID (a valid 
email address) and a password established by each individual User. Passwords will expire at a minimum 
every sixty (60) days. Email addresses are needed for two-factor authentication to verify the identity of 
the User accessing the Portal. 

(b) Agency Obligations. Agency shall: 
(i) promptly notify Dominion Energy by email to conserv@dominionenergy.com 

whenever Agency needs to add one (1) or more new Users or edit existing User 
records; 

(ii) notify Dominion Energy within twenty-four (24) hours of when a User ceases to 
require access to the Po1tal for any reason; 

(iii) ensme Users do not share their individual passwords with any other person; and 
(iv) notify Dominion Energy immediately upon discovering that an unauthorized 

person has access to the Po1tal or has received information via the Portal. 
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8. Grant of Rights; Limitations on Use. 
(a) Other than Cnstomer Information (which the Parties agree belongs to the person to whom 

the Customer Information applies), the contents of the Portal, such as text, graphics, images, and other 
content (the "Site Matedaf') are owned by or licensed to Dominion Energy or its affiliates and are 
protected by copyright under both United States and foreign laws. Dominion Energy hereby grants to 
Agency a limited, non-exclusive, non-transferable, non-sublicensable, revocable license to view the Site 
Material for Agency's internal business use to fulfill the Purpose. Agency and any Users shall not 
download copies or take screenshots of any Customer Information other than expressly allowed under this 
Agreement, excluding temporary copies required by a web browser to function properly. Unanthorized 
use of the Site Material may violate copyright, trademark, and other laws. Agency agrees to retain all 
copyright and other proprietary notices contained in the original Site Material on any copy Agency makes 
of such material. Unless specifically authorized by Dominion Energy or allowed by applicable laws and 
regulations, Agency may not sell or modify Site Material or reproduce, display, distribute or publish the 
Site Material except as expressly permitted herein. Agency agrees neither it nor its Users will access or 
use the Site Material for any public or commercial purpose, except for the Purpose or as expressly 
permitted herein. Use of the Site Material on any other web site or in a networked environment is 
prohibited. 

(b) Agency will not and will not allow its Users to do any ofthe following: 
(i) use spiders, robots, data mining techniques or other automated devices or 

programs to catalog, download or otherwise reproduce, store, or distribute 
content available on the Portal; 

(ii) take any action to interfere with, or disrupt, the Portal, circumvent security 

(iii) 
(iv) 

(v) 
(vi) 

measures or attempt to exceed the limited authorization and access granted to 
Agency under this Agreement; 
probe, scan or test the vulnerability of the Portal or any system or network; 
forge headers or otherwise manipulate identifiers to disguise the origin of any 
information transmitted to or through the Portal; 
reverse engineer, decompile or modify the Portal, in whole or in part; 
use the Portal in any way that could interfere with, disrupt, or negatively affect 
the Portal or its servers or networks; or 

(vii) encourage or promote any activity that violates this Agreement. 

9. No Warranty. DOMINION ENERGY DOES NOT WARRANT THE PORTAL WILL 
OPERATE ERROR-FREE OR THE PORTAL AND ITS SERVER ARE FREE OF COMPUTER 
VIRUSES OR OTHER HARMFUL MATERIAL. THE PORTAL AND ITS INFORMATION ARE 
PROVIDED ON AN "AS IS," "AS AVAILABLE" BASIS WITHOUT ANY WARRANTIES OF ANY 
KIND, EXPRESS, STATUORY, OR IMPLIED. DOMINION ENERGY, TO THE FULLEST EXTENT 
PERMITTED BYLAW, DISCLAIMS ALL WARRANTIES, INCLUDING THE WARRANTY OF 
MERCHANTABILITY, NON-INFRINGEMENT OF THIRD PARTIES' RIGHTS, AND THE 
WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE. ALTHOUGH DOMINION ENERGY 
STRIVES TO PROVIDE THOROUGH AND ACCURATE INFORMATION ON THE PORTAL, 
DOMINION ENERGY MAKES NO WARRANTIES ABOUT THE ACCURACY, RELIABILITY, 
COMPLETENESS, OR TIMELINESS OF THE INFORMATION, SERVICES, SOFTWARE, TEXT, 
GRAPHICS, AND LINKS. 

10. Limitation of Liability. DOMINION ENERGY SHALL NOT BE LIABLE TO AGENCY, 
USERS, OR ANY OTHER PERSON FOR THE DECISIONS MADE BY AGENCY OR ITS USERS 
BY USE OF TI-IE CUSTOMER INFORMATION. IF AGENCY'S USE OF THE PORTAL RESULTS 
IN ANY COSTS OR EXPENSES, INCLUDING, WITHOUT LIMITATION, TI-IE NEED FOR 
SERVICING OR REPLACING EQUIPMENT OR DATA, DOMINION ENERGY SHALL NOT BE 
RESPONSIBLE FOR THOSE COSTS OR EXPENSES. EXCEPT TO THE EXTENT DIRECTLY 
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CAUSED BY THE ACTS OR OMISSIONS OF DOMINION ENERGY OR DOMINION ENERGY 
EMPLOYEES OR AGENTS, IN NO EVENT SHALL DOMINION ENERGY, ITS AFFILIATES, OR 
ANY OF ITS OR THEIR RESPECTIVE EMPLOYEES, OFFICERS, AGENTS OR 
REPRESENTATIVES BE LIABLE FOR ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL, OR 
PUNITIVE DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, LOST PROFITS, 
OR DAMAGES RES UL TING FROM LOST DATA OR BUSINESS INTERRUPTION) ARISING OUT 
OF OR RELATING TO THIS AGREEMENT, THE USE OR INABILITY TO USE THE PORTAL OR 
INFORMATION ON THE PORTAL, WHETHER BASED ON WARRANTY, CONTRACT, TORT, 
OR ANY OTHER LEGAL THEORY, AND WHETHER OR NOT DOMINION ENERGY IS ADVISED 
OF THE POSSIBILITY OF SUCH DAMAGES. 

11. Defense and Indemnity. To the extent allowed by law, and to the extent arising from or caused 
by the negligent or willful acts or omissions of a Party or its Representatives, each Party ("bulenmitm·") 
agrees to defend the other Party, its affiliates, and each of their respective directors, officers, employees, 
contractors, and agents ( each an "I11dem11itee") from and against any and all claims, demands, lawsuits, 
or other proceedings brought or threatened by any third party, including but not limited to any of 
Indemnitor's employees and/or Representatives (each a "Third P(tr/y C/uim"), whether at law, in equity, 
or administrative in nature, and to indemnify and hold harmless the Indemnitees from any judgment, 
amounts paid in settlement, fines, penalties, forfeitures, damages, losses, costs, and expenses (including 
reasonable attorneys' fees through final appeal) (collectively, "Losses"), arising from or related to the 
following: (i) a Breach of Security, or (ii) Indemnitor's failure to comply with Data Protection Laws or 
the requirements of this Agreement, regardless of whether an Indemnitee is required to take any action 
under any state or federal law. 

12. Miscellaneous. 
(a) Governing Law, Jurisdiction, and Venue. The Pa1iies intend that this Agreement be 

governed by the laws of the State of Utah without giving effect to the Utah's choice oflaws principles. 
The Patiies agree that any litigation of or concerning this Agreement shall be adjudicated in Third District 
Court of Salt Lake City, Utah, or the United States District Cami for the State of Utah and submit to their 
exclusive jurisdiction. Each Party hereto irrevocably waives, to the fullest extent permitted by applicable 
law, any objection which it may now or hereafter have to the laying of venue of any such proceeding 
brought in such courts, including that either is an inconvenient forum. 

(b) Non-Waiver of Rights; Remedies Cumulative. The failure of either Party to demand strict 
performance of the terms of or to exercise any right conferred by this Agreement is not intended by the 
Parties to be construed as a waiver or relinquishment of its right to assert or rely upon any term or right in 
the future, or as a consent to any continuing or subsequent failure or breach. All remedies set forth in this 
Agreement are distinct, separate, and cumulative, and a1·e in addition to and not in lieu of any other rights 
and remedies given elsewhere in this Agreement or available at law or in equity. 

( c) Survival. Neither provision nor Acceptance of any Work, nor any termination, expiration, 
or cancellation of this Agreement, will be deemed to relieve either Patiy of any obligations under it that 
by their nature survive termination, including but not limited to all warranties, guarantees, promises of 
indemnity, limitations of liability, and confidentiality obligations. 

(d) Successors and Assigns. This Agreement will be binding on the Patiies and their 
directors, officers, agents, successors, and permitted assigns. 

(e) Integration, Entirety, and Amendment. This Agreement, together with all attaclunents and 
incorporated references, is the entire agreement between the Parties with respect to the Work and 
supersedes any prior or contemporaneous agreement or understanding between the Patiies regarding its 
subject matter. The Parties will not be bound by or be liable for any statement, representation, promise, 
inducement, acknowledgement, or understanding of any kind or nature not set forth or provided for in this 
Agreement. No prior course of dealing, usage of trade, or course of performance is intended by either 
Party to be used to supplement or explain any term, condition, or instruction used in this Agreement or to 

DEV Portal Access Agreement v013123 
5 



effect any amendment to it. No revision or amendment to this Agreement will be effective unless it is 
signed by the Parties. 

(f) Notices. Notices to the Parties concerning this Agreement will be effective only if they 
are in writing and delivered personally, by fax, email, certified mail, or by overnight courier. All notices 
hereunder shall be sent to the person and at the mailing address, email address or fax number set fo1th 
below. Either Party may change the person to receive notice or the applicable contact information by 
providing notice to the other. Properly delivered notices will be deemed to have been received (i) in the 
case of fax or email, upon electronic confirmation of receipt and (ii) in the case of certified mail or 
overnight courier, on the second business day after being sent. 

If to Dominion Energy: 

Dominion Energy Utah 
Attn: Ricky Macias 
333 South State Street (84111) 
P.O. Box 45360 
Salt Lake City, Utah 84145-0360 
Fax: 801-324-3594 
Ricky .Macias@D0111 inionEnergy .com 

{f to Agency: 

Major Richard Pease 

Divisional Secretary for Business 
1370 Pennsylvania Street 
Denver CO 80203 

Fax: _____________ _ 
Email: Richard.Pease@usw .salvationarmy .org 

INTENDING TO BE LEGALLY BOUND, the Parties have executed this Agreement by their duly 
authorized representatives effective as of the date first written above. 

DOMINION ENERGY UT AH [AGENCY] 

By: ~/J~ 
Name: Richard Pease 
Title: Divisional Secretary for Business 
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Portal Access and Confidentiality Agreement 
v013123 

This Portal Access Agreement ("Agreement') is by and between Questar Gas Company dba Dominion 
Energy Utah ("Domi11io11 Energy"), a Utah corporation, and ,::::> ,;: Z::C.A A ("Agency"), a 
____ _ ___ . Dominion Energy and Agency may be collectively ~cl'erred to as the "Parries" and 
singularly as a "Pal"ty." 

WHEREAS, Agency administers a low-income assistance program known as [program name] (the 
"Program") which provides utility bill payment assistance to persons qualified under the terms of the 
Program; and 

WHEREAS, Agency requires the ability to confirm that a person is a Dominion Energy customer and the 
amounts then due to Dominion Energy for the purpose of administering funds to be distributed through 
the Program (the "Purpose"); and • 

WHEREAS, Dominion Energy is willing to allow Agency personnel (each a "User") to access limited 
customer information identified as "Utility Customer infonnation" and "Customer Usage Data" in UTAH 
ADMIN. CODE§ R746-460-2(5), (6) (2022), including but not limited to names, addresses, Dominion 
Energy account numbers, billing infonnation, natural gas usage, and/or account balances (collectively, 
"Customer l11for111atio11") to assist Agency in accomplishing the Purpose pursuant to the tenns and 
conditions of this Agreement. 

THEREFORE, THE PARTIES AGREE AS FOLLOWS: 

1. Term. The term of this Agreement begins January 1, 2023 and continues for a period of one 
calendar year (the "Term") unless te1minated earlier by written agreement of the Parties. 

2. Portal. Dominion Energy has prepared an internet-based portal (the "Portaf') to allow Users to 
access Customer Information as needed to fulfill the Purpose. Access to the Portal is at the following 
internet address: https://www.questargas.com/TP A. Subject to the tenns and conditions of this 
Agreement, Dominion Energy grants to Agency and Agency's authorized Users the limited right to access 
and view Customer Infonnation for the limited purpose of obtaining information about specific customers 
to accomplish the Purpose. The Parties understand and agree that access to and use of the Portal and the 
provision of Customer Information using said Portal is subject to the requirements of the Utah Public 
Service Commission's "Order Granting in Part and Denying in Part Motion for Waiver" dated November 
17, 2022. 

3. Customer Information and Personal Data. When a User accesses the Portal, Dominion Energy 
may disclose Customer Infonnation to such User which qualifies as "personal data" or "personal 
information" under applicable federal, state, and local laws, regulations, and orders governing the receipt, 
use, management, storage, handling, or deletion of Customer Information, including but not limited to the 
Utah Consumer Privacy Act (eff. 12/31/2023) and Utah Public Service Commission regulations and 
orders (collectively, "Data Protection Laws"). Agency shall require and be responsible for ensuring 
Users access and/or use Customer Information in compliance with Data Protection Laws and only to the 
extent necessary to accomplish the Purpose and only for so long as is necessary to accomplish the 
Purpose. Agency shall not, and shall not permit any User to: (a) collect, access, process, retain, use, or 
disclose Customer Information for any purpose other than as reasonably necessary to fulfill the Pu1pose 
and the terms of this Agreement; (b) collect more Customer Information than is reasonably necessary for 
perfonnance of the Purpose; (c) make Customer Infoimation available to any other persons or entities 
except as required to satisfy the requirements of the Purpose under the terms of this Agreement; or ( d) sell 
or permit any person or entity to sell Customer Information to any third party. 
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4. Express Consent Required. Prior to accessing the Portal on behalf of a specific Dominion 
Energy customer, Agency shall obtain written consent from the customer for Dominion Energy to provide 
the Customer Information to Agency. Agency shall retain the records of each such consent during the 
Term and for a period of twelve {12) months following the Tenn or until requested by Dominion Energy, 
whichever comes first. Agency agrees to provide copies of any received consents upon written request 
from Dominion Energy. Such consent shall be substantially similar to the following: 

For you to obtain assistance through the [Agency program name} program, it may be necessa,y 
for {Agency} to obtain information from Dominion Energy including your name, account number, 
service address, usage information, and billing information. Dominion Energy cannot share this 
information with {Agency}without your consent. If you opt not to provide consent, it will not 
impact your ability to receive natural gas service Ji-om Dominion Energy, but it may impact your 
ability to receive aid through {Agency program name]. We will only use this information for the 
purposes of determining whether you qualify for [Agency program name} support and for 
providing any aid you may receive. We will not use your information for any other purpose. 
Please note that your consent applies only for this specific request. If in the future you seek 
additional funding Ji-om [Agency program name}. you will be asked to provide consent for 
Dominion Energy to share similar information at that time. 

I hereby give my consent for Dominion Energy to provide [Agency] with my se1vice address, 
account number, usage data, and billing data for the limited pwpose described above. 

5. Confidentiality. 
(a) Confidential Infonnation Defined. For purposes of this Agreement, "Confidential 

I1ifonnatio11" means infonnation Customer Inf01mation, the Portal, infonnation and credentials needed to 
access the Portal, and any other infonnation relate to the Portal which Dominion Energy designates as 
confidential or proprietary in writing or otherwise or which Agency knows or reasonably should know is 
confidential or proprietary at the time of disclosure due to the nature of the infonnation or the manner of 
its disclosure. Confidential Infonnation shall not include infonnation Agency can demonstrate by 
substantial evidence that: (i) at the time of disclosure by Dominion Energy, was in the public domain, or 
after disclosure by Dominion Energy is lawfully published or otherwise becomes part of the public 
domain; (ii) was already in the possession of Agency at the time of disclosure to Agency and was not 
acquired by Agency, directly or indirectly, under an obligation of confidence; (iii) after disclosure to 
Agency, is received by Agency from a third party who did not acquire it under an obligation of 
confidence; or (iv) is or was independently developed by Agency, Agency's Users, and/or Agency's 
directors, officers, employees, consultants, contractors, subcontractors, auditors, legal counsel, and/or 
agents (each a "Rep1·esentative," collectively "Representatives") without reference to any Confidential 
Information disclosed by Dominion Energy. 

(b) Allowed Use. Agency shall use the Confidential Infonnation exclusively to facilitate the 
Purpose. Customer Infonnation may not be used for marketing products or services by Agency, 
Dominion Energy, or any affiliated or ancillary companies or organizations. 

(c) Protection of Confidential Infonnation. Agency may disclose Confidential Infonnation to 
its Representatives only to the extent necessary to accomplish the Purpose, provided Agency obligates 
each such Representative to protect the Confidential Infonnation in a manner as least as protective of the 
Confidential Information as the confidentiality and use obligations agreed to by Agency under this 
Agreement. Agency shall remain wholly responsible for the acts or omissions of its Representatives under 
this Agreement. Agency shall: (i) protect such Confidential Information with at least the same degree of 
care that Agency uses to protect its own Confidential Infonnation, but in no case, Jess than a reasonable 
degree of care; (ii) not directly or indirectly use any Confidential Infonnation for any purpose other than 
the Purpose; (iii) limit access to Confidential Info1mation to its Representatives who require the 
Confidential Infonnation in furtherance of the Purpose; (iv) not submit for analysis, reverse engineer, 
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reverse compile, or create derivate works using Confidential Infonnation; and (v) not copy or reproduce 
Confidential Information in any manner except in the ordinary course of business to facilitate the Purpose. 

(d) Ordered Disclosure. Should Agency be required to disclose Confidential Infonnation 
pursuant to applicable law, or an order received from a court or governmental authority of competent 
jurisdiction, it shall, if and to the extent pem1itted by law, give Dominion Energy notice as soon as 
possible to afford Dominion Energy an opportunity to defend against such disclosure. If any disclosure is 
finally ordered, Agency shall disclose only such of the Confidential Information as is necessaiy to meet 
the requirements of such order as reasonably determined by Agency's legal counsel. 

(e) No Copies Retained. Except as reasonably necessary to fulfill the Purpose, Agency shall 
not make any copies of Confidential Infonnation in any form or format, including but not limited to 
electronic or hard copies. Upon completion of the Purpose for a specific Dominion Energy customer, 
Agency shall destroy any copies of Confidential Information except to the extent necessaty to comply 
with legal obligations and/or Agency requirements. The confidentiality obligations of this Agreement 
shall continue apply to all Confidential Information retained by Agency for any reason for so long as such 
Confidential Infonnation remains in Agency's care, custody, or control. 

6. Breach of Security. A "Breach of Security" includes any unauthorized access to, acquisition of, 
or disclosure of Confidential Infom1ation, held in the custody or control of Agency or its Users or other 
Representatives, or a reasonable belief by Agency that such unauthorized access, acquisition, or 
disclosure has occtll1'ed. Notwithstanding any other provisions hereof and the requirements of applicable 
law, Agency shall notify Dominion Energy and Dominion Energy's Director Cyber Security within 
twenty-four (24) hours of Agency's discovery of a Breach of Secw-ity (the "Breach Notification 
Window"). Such notice shall include the following, to the extent the inf01mation is then available: ( a) date 
and time that Agency discovered the Breach of Security and the date and time when the Breach of 
Security occurred, if discoverable; (b) a detailed description of the Breach of Security; ( c) a list of the 
systems and Confidential Infonnation at risk, including a list of affected individuals; and ( d) a description 
of actions taken after the Breach of Security was discovered. Thereafter, Agency shall provide to 
Dominion Energy weekly reports and updates (or more frequently, ifrequested by Agency) describing the 
investigation into the Breach of Security and all corrective or remedial actions taken or to be taken by 
Agency. Agency shall promptly provide any further information that Dominion Energy may reasonably 
request in connection with the Breach of Security. Agency shall provide subsequent updates as additional 
information becomes known to Agency. 

7. Portal Access. 
(a) Access Requirements. Only persons with valid Agency email addresses may be Users 

with access to the Portal and/or Customer Information. Access to the Portal will be by user ID (a valid 
email address) and a password established by ·each individual User. Passwords will expire at a minimum 
every sixty (60) days. Email addresses are needed for two-factor authentication to verify the identity of 
the User accessing the Portal. 

(b) Agency Obligations. Agency shall: 
(i) promptly notify Dominion Energy by email to conserv@dominionenergy.com 

whenever Agency needs to add one (1) or more new Users or edit existing User 
records; 

(ii) notify Dominion Energy within twenty-four (24) hours of when a User ceases to 
require access to the Portal for any reason; 

(iii) ensure Users do not share their individual passwords with any other person; and 
(iv) notify Dominion Energy immediately upon discovering that an unauthorized 

person has access to the Portal or has received information via the Portal. 
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8. Grant of Rights; Limitations on Use. 
(a) Other than Cnstomer Infonnation (which the Parties agree belongs to the person to whom 

the Customer Infonnation applies), the contents of the Portal, such as text, graphics, images, and other 
content (the "Site Materiaf') are owned by or licensed to Dominion Energy or its affiliates and are 
protected by copyright under both United States and foreign laws. Dominion Energy hereby grants to 
Agency a limited, non-exclusive, non-transferable, non-sublicensable, revocable license to view the Site 
Material for Agency's internal business use to fulfill the Purpose. Agency and any Users shall not 
download copies or take screenshots of any Customer Infonnation other than expressly allowed under this 
Agreement, excluding temporary copies required by a web browser to function properly. Unauthorized 
use of the Site Material may violate copyright, trademark, and other laws. Agency agrees to retain all 
copyright and other proprietary notices contained in the original Site Material on any copy Agency makes 
of such material. Unless specifically authorized by Dominion Energy or allowed by applicable laws and 
regulations, Agency may not sell or modify Site Material or reproduce, display, distribute or publish the 
Site Material except as expressly permitted herein. Agency agrees neither it nor its Users will access or 
use the Site Material for any public or commercial purpose, except for the Purpose or as expressly 
pennitted herein. Use of the Site Material on any other web site or in a networked environment is 
prohibited. 

(b) Agency will not and will not allow its Users to do any of the following: 
(i) use spiders, robots, data mining techniques or other automated devices or 

programs to catalog, download or otherwise reproduce, store, or distribute 
content available on the Portal; 

(ii) take any action to interfere with, or disrupt, the Portal, circumvent security 

(iii) 
(iv) 

(v) 
(vi) 

measures or attempt to exceed the limited authorization and access granted to 
Agency under this Agreement; 
probe, scan or test the vulnerability of the Portal or any system or network; 
forge headers or otherwise manipulate identifiers to disguise the origin of any 
infonnation transmitted to or through the Portal; 
reverse engineer, decompile or modify the Portal, in whole or in part; 
use the Portal in any way that could interfere with, disrupt, or negatively affect 
the Portal or its se1vers or networks; or 

(vii) encourage or promote any activity that violates this Agreement. 

9. No Warranty. DOMINION ENERGY DOES NOT WARRANT THE PORTAL WILL 
OPERATE ERROR-FREE OR THE PORTAL AND ITS SERVER ARE FREE OF COMPUTER 
VIRUSES OR OTHER HARMFUL MATERIAL. THE PORTAL AND ITS INFORMATION ARE 
PROVIDED ON AN "AS IS," "AS AVAILABLE" BASIS WITHOUT ANY WARRANTIES OF ANY 
KIND, EXPRESS, STATUORY, OR IMPLIED. DOMINION ENERGY, TO THE FULLEST EXTENT 
PERMITTED BYLAW, DISCLAIMS ALL WARRANTIES, INCLUDING THE WARRANTY OF 
MERCHANTABILITY, NON-INFRINGEMENT OF THIRD PARTIES' RIGHTS, AND THE 
WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE. ALTHOUGH DOMINION ENERGY 
STRIVES TO PROVIDE THOROUGH AND ACCURATE INFORMATION ON THE PORTAL, 
DOMINION ENERGY MAKES NOW ARRANTIES ABOUT THE ACCURACY, RELIABILITY, 
COMPLETENESS, OR TIMELINESS OF THE INFORMATION, SERVICES, SOFTWARE, TEXT, 
GRAPHICS, AND LINKS. 

10. Limitation of Liability. DOMINION ENERGY SHALL NOT BE LIABLE TO AGENCY, 
USERS, OR ANY OTHER PERSON FOR THE DECISIONS MADE BY AGENCY OR ITS USERS 
BY USE OF THE CUSTOMER INFORMATION. IF AGENCY'S USE OF THE PORTAL RESULTS 
IN ANY COSTS OR EXPENSES, INCLUDING, WITHOUT LIMITATION, THE NEED FOR 
SERVICING OR REPLACING EQUIPMENT OR DATA, DOMINION ENERGY SHALL NOT BE 
RESPONSIBLE FOR THOSE COSTS OR EXPENSES. EXCEPT TO THE EXTENT DIRECTLY 

DEU Portal Access Agreement v013123 
4 



CAUSED BY THE ACTS OR OMISSIONS OF DOMINION ENERGY OR DOMINION ENERGY 
EMPLOYEES OR AGENTS, IN NO EVENT SHALL DOMINION ENERGY, ITS AFFILIATES, OR 
ANY OF ITS OR THEIR RESPECTIVE EMPLOYEES, OFFICERS, AGENTS OR 
REPRESENTATIVES BE LIABLE FOR ANY INDIRECT, INCIDENT AL, CONSEQUENTIAL, OR 
PUNITIVE DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, LOST PRO FITS, 
OR DAMAGES RESULTING FROM LOST DATA OR BUSINESS INTERRUPTION) ARISING OUT 
OF OR RELATING TO THIS AGREEMENT, THE USE OR INABILITY TO USE THE PORTAL OR 
INFORMATION ON THE PORTAL, WHETHER BASED ON WARRANTY, CONTRACT, TORT, 
OR ANY OTHER LEGAL THEORY, AND WHETHER OR NOT DOMINION ENERGY rs ADVISED 
OF THE POSSIBILITY OF SUCH DAMAGES. 

11. Defense and Indemnity. To the extent allowed by law, and to the extent arising from or caused 
by the negligent or willful acts or omissions of a Party or its Representatives, each Party ("lndemnitor") 
agrees to defend the other Party, its affiliates, and each of their respective directors, officers, employees, 
contractors, and agents ( each an "I11de111nitee") from and against any and all claims, demands, lawsuits, 
or other proceedings brought or threatened by any third party, including but not limited to any of 
Indemnitor's employees and/or Representatives (each a "Third Party Claim"), whether at law, in equity, 
or administrative in nature, and to indemnify and hold harmless the Indemnitees from any judgment, 
amounts paid in settlement, fines, penalties, forfeitures, damages, losses, costs, and expenses (including 
reasonable attorneys' fees through final appeal) (collectively, "Losses"), arising from or related to the 
following: (i) a Breach of Security, or (ii) Indemnitor's failure to comply with Data Protection Laws or 
the requirements of this Agreement, regardless of whether an Indemnitee is required to take any action 
under any state or federal law. 

12. Miscellaneous. 
(a) Governing Law, Jurisdiction, and Venue. The Parties intend that this Agreement be 

governed by the laws of the State of Utah without giving effect to the Utah's choice of laws principles. 
The Parties agree that any litigation of or concerning this Agreement shall be adjudicated in Third District 
Court of Salt Lake City, Utah, or the United States District Court for the State of Utah and submit to their 
exclusive jurisdiction. Each Party hereto irrevocably waives, to the fullest extent permitted by applicable 
law, any objection which it may now or hereafter have to the laying of venue of any such proceeding 
brought in such courts, including that either is an inconvenient forum. 

(b) Non-Waiver of Rights: Remedies Cumulative. The failure of either Party to demand strict 
performance of the terms of or to exercise any right conferred by this Agreement is not intended by the 
Parties to be construed as a waiver or relinquishment of its right to assert or rely upon any term or right in 
the future, or as a consent to any continuing or subsequent failure or breach. All remedies set forth in this 
Agreement are distinct, separate, and cumulative, and are in addition to and not in lieu of any other rights 
and remedies given elsewhere in this Agreement or available at law or in equity. 

( c) Survival. Neither provision nor Acceptance of any Work, nor any termination, expiration, 
or cancellation of this Agreement, will be deemed to relieve either Party of any obligations under it that 
by their nature survive termination, including but not limited to all warranties, guarantees, promises of 
indemnity, limitations of liability, and confidentiality obligations. 

(d) Successors and Assigns. This Agreement will be binding on the Parties and their 
directors, officers, agents, successors, and permitted assigns. 

(e) Integration, Entirety, and Amendment. This Agreement, together with all attachments and 
incorporated references, is the entire agreement between the Parties with respect to the Work and 
supersedes any prior or contemporaneous agreement or understanding between the Parties regarding its 
subject matter. The Parties will not be bound by or be liable for any statement, representation, promise, 
inducement, acknowledgement, or understanding of any kind or nature not set forth or provided for in this 
Agreement. No prior course of dealing, usage of trade, or course of performance is intended by either 
Party to be used to supplement or explain any te1m, condition, or instruction used in this Agreement or to 
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effect any amendment to it. No revision or amendment to this Agreement will be effective unless it is 
signed by the Parties. 

( f) Notices. Notices to the Parties concerning this Agreement will be effective only if they 
are in writing and delivered personally, by fax, email, certified mail, or by overnight courier. All notices 
hereunder shall be sent to the person and at the mailing address, email address or fax number set forth 
below. Either Party may change the person to receive notice or the applicable contact information by 
providing notice to the other. Properly delivered notices will be deemed to have been received (i) i11 the 
case of fax or email, upon electronic confirmation of receipt and (ii) in the case of certified mail or 
overnight courier, on the second business day after being sent. 

Ifto Dominion Energy: 

Dominion Energy Utah 
Attn: Ricky Macias 
333 South State Street (8411 l) 
P.O. Box 45360 
Salt Lake City, Utah 84145-0360 
Fax: 801-324-3594 
Ricky.Macias@DominionEnergy.com 

If to Agency: 

k? 'iL 111 6 __,, A ia-

Fax: d 08 - d3c2 - Sid :Z 
Email: c/h o c, <' b (??.,...,. e-1 <!d:A:: . d I< <; 

INTENDING TO BE LEGALLY BOUND, the Parties have executed this Agreement by their duly 
authorized representatives effective as of the date first written above. 

DOMINION ENERGY UTAH (AGENCY) 
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Portal Access and Confidentiality Agreement 
v0 13123 

This Portal Access Agreement ("Agreement") is by and between uestar Gas Company dba Dominion 
Energy Utah ("Dominion Energy"), a Utah corporation, and r LI 0 ("Agency"), a 
________ . Dominion Energy and Agency may be collectively refe1Ted to as the "Parties" and 
singularly as a "Party." 

WHEREAS, Agency administers a low-income assistance program known as [program name] (the 
"Program") which provides utility bill payment assistance to persons qualified under the terms of the 
Program; and 

WHEREAS, Agency requires the abi lity to confim1 that a person is a Dominion Energy customer and the 
amounts then due to Dominion Energy for the purpose of administering funds to be distributed through 
the Program (the "Purpose"); and 

WHEREAS, Dominion Energy is wi lling to allow Agency personnel (each a "User") to access limited 
customer infonnation identified as "Utility Customer infonnation" and "Customer Usage Data" in UTAH 
ADM IN. CODE § R 746-460-2(5), (6) (2022), including but not limited to names, addresses, Dominion 
Energy account numbers, billing info1mation, natural gas usage, and/or account balances (collectively, 
"Customer l11formatio11") to assist Agency in accomplishing the Purpose pursuant to the terms and 
conditions of this Agreement. 

THEREFORE, THE PART1E$ AGREE AS FOLLOWS: 

1. Term. The tenn of this Agreement begins January 1, 2023 and continues for a period of one 
calendar year (the "Term") unless terminated earlier by written agreement of the Parties. 

2. Portal. Dominion Energy has pTepared an internet-based porral (the "Portaf') to allow Users to 
access Customer lnfonnation as needed to fulfill the Purpose. Access to the Portal is at the foll owing 
intemet address: https://www.questargas.com/TPA. Subject to the tenns and conditions of this 
Agreement, Dominion Energy grants to Agency and Agency's authorized Users the limited right to access 
and view Customer Information for the limited purpose of obtaining information about specific customers 
to accomplish the Purpose. The Pa1ties understand and agree that access to and use of the Po,tal and the 
provision of Customer Information using said P01tal is subject to the requirements of the Utah Public 
Service Commission's "Order Granting in Part and Denying in Part Motion for Waiver" dated November 
17, 2022. 

3. Customer Information and Personal Data. When a User accesses the Portal, Dominion Energy 
may disclose Customer lnfo1mation to such User which qualifies as " personal data" or "personal 
information" under applicable federal, state, and local laws, regulations, and orders governing the receipt, 
use, management, storage, handling, or deletion of Customer Information, including but not limited to the 
Utah Consumer Privacy Act (eff. 12/31/2023) and Utah Public Service Commission regulations and 
orders (collectively, "Data Protection Laws"). Agency shall require and be responsible for ensuring 
Users access and/or use Customer lnfo1111ation in compliance with Data Protection Laws and only to the 
extent necessary to accomplish the Purpose and only for so long as is necessary to accomplish the 
Purpose. Agency shall not, and shall not permit any User to: (a) collect, access, process, retain, use, or 
disclose Customer Information for any pmpose other than as reasonably necessary to fulfill the Pmpose 
and the terms of this Agreement; (b) collect more Customer Info1mation than is reasonably necessary for 
performance of the Purpose; (c) make Customer Info1mation available to any other persons or entities 
except as required to satisfy the requirements of the Purpose under the terms of this Agreement; or ( d) sell 
or permit any person or entity to sell Customer Information to any third party. 
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4. Express Consent Required. Prior to accessing the Portal on behalf of a specific Dominion 
Energy customer, Agency shall obtain written consent from the customer for Dominion Energy to provide 
the Customer Information to Agency. Agency shall retain the records of each such consent during the 
Term and for a period of twelve (12) months following the Term or until requested by Dominion Energy, 
whichever comes first. Agency agrees to provide copies of any received consents upon written request 
from Dominion Energy. Such consent shall be substantially similar to the following: 

For you to obtain assistance through the [Agency program name} program, it may be necessaty 
for [Agency} to obtain information.from Dominion Energy including your name, account number, 
service address, usage information, and billing information. Dominion Energy cannot share this 
information with [ Agency}without your consent. ff you opt not to provide consent, it will not 
impact your ability to receive natural gas service from Dominion Energv, but it may impact your 
ability to receive aid through [Agency program name}. We will only use this information for the 
pwposes of determining whether you qualify for [ Agency program name} support and for 
providing any aid you may receive. We will not use your information for any other pwpose. 
Please note that your consent applies only for this specific request. If in thefillure you seek 
additionalfundingfi·om [Agency program name}, you will be asked to provide consent/or 
Dominion Energy to share similar information at that time. 

I hereby give my consent/or Dominion Energy to provide [Agency] with my service address, 
account number, usage data, and bzllrng data]or the /muted pwpose descnbed above. 

5. Confidentiality. 
(a) Confidential Inform ation Defined. For purposes of this Agreement, "Confidential 

J11formatio11" means infonnation Customer Infonnation, the Po1tal, inf01111ation and credentials needed to 
access fhe-Po1tal , and any otl1er information re ate to the Portal which Dominion Energy designates as 
confidential or proprietary in writing or otherwise or which Agency knows or reasonably should know is 
confidential or proprietary at the time of disclosure due to the nah1re of the info1111ation or the manner of 
its disclosure. Confidential Information shall not include information Agency can demonstrate by 
substantial evidence that: ( i) at the time of disclosure by Dominion Energy, was in the public domain, or 
after disclosure by Dominion Energy is lawfully published or otherwise becomes patt of the public 
domain; (ii) was already in the possession of Agency at the time of disclosure to Agency and was not 
acquired by Agency, directly or indirectly, under an obligation of confidence; (iii) after disclosure to 
Agency, is received by Agency from a third party who did not acquire it under an obligation of 
confidence; or (iv) is or was independently developed by Agency, Agency's Users, and/or Agency's 
directors, officers, employees, consultants, contractors, subcontractors, auditors, legal counsel, and/or 
agents (each a "Representative," collectively "Representatives") without reference to any Confidential 
Inf01111ation disclosed by Dominion Energy. 

(b) Allowed Use. Agency shall use the Confidential lnfonnation exclusively to facilitate the 
Purpose. Customer Information may not be used for marketing products or services by Agency, 
Dominion Energy, or any affiliated or ancillary companies or organizations. 

( c) Protection of Confidential Information. Agency may disclose Confidential lnfo1111ation to 
its Representatives only to the extent necessary to accomplish the Purpose, provided Agency obligates 
each such Representative to protect the Confidential Information in a manner as least as protective of the 
Confidential Information as the confidentiality and use obligations agreed to by Agency under this 
Agreement. Agency shall remain wholly responsible for the acts or omissions of its Representatives under 
this Agreement. Agency shall : (i) protect such Confidential Information with at least the same degree of 
care that Agency uses to protect its own Confidential Information, but in no case, less than a reasonable 
degree of care; (ii) not directly or indirectly use any Confidential Information for any pmpose other than 
the Purpose; (iii) limit access to Confidential Info1111ation to its Representatives who require the 
Confidential Infomrntion in furtherance of the Purpose; (iv) not submit for analysis, reverse engineer, 
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reverse compile, or create derivate works using Confidential Information; and (v) not copy or reproduce 
Confidential Infonnation in any manner except in the ordinary course of business to facilitate the Purpose. 

(d) Ordered Disclosure. Should Agency be required to disclose Confidential Information 
pursuant to applicable law, or an order received from a court or govenunental authority of competent 
j urisdiction, it shall, if and to the extent permitted by law, give Dominion Energy notice as soon as 
possible to afford Dominion Energy an opportunity to defend against such disclosure. If any disclosure is 
finally ordered, Agency shall disclose only such of the Confidential Information as is necessary to meet 
the requirements of such order as reasonably detennined by Agency 's legal counsel. 

(e) No Copies Retained. Except as reasonably necessary to fulfill the Purpose, Agency sha ll 
not make any copies of Confidential Information in any form or format, including but not limited to 
electronic or hard copies. Upon completion of the Purpose for a specific Dominion Energy customer, 
Agency shall destroy any copies of Confidential Infomrntion except to the extent necessary to comply 
with legal obligations and/or Agency requ irements. The confidentiality obligations of this Agreement 
shall continue apply to all Confidential Information retained by Agency for any reason for so long as such 
Confidential Information remains in Agency's care, custody, or control. 

6. Breach of Security. A "Breach of Security" includes any unauthorized access to, acquisition of, 
or disclosure of Confidential Information, held in the custody or control of Agency or its Users or other 
Representatives, or a reasonable belief by Agency that such unauthorized access, acquisition, or 
disclosure has occuned. Notwithstanding any other provisions hereof and the requirements of applicable 
law, Agency shall notify Domm1on Energy and Domm1on Energy's Director Cyber Secunty w1th111 
twenty-four (24) hours of Agency's discove1y of a Breach of Security (the "Breach Notification 
Window"). Such notice shall include the following, to the extent the information is then available: (a) date 
and time that Agency discovered the Breach of Secmity and the date and time when the Breach of 
Security occtmed, if discoverable; (b) a detailed description of the Breach of Securi ty; (c) a list of the 
sysfems an Confidential nfo1mation at risk, including a list of affected individuals; and ( d) a description 
of actions taken after the Breach of Security was discovered. Thereafter, Agency shall provide to 
Dominion Energy weekly reports and updates (or more frequently, ifrequested by Agency) describing the 
investigation into the Breach of Secmity and all conective or remedial actions taken or to be taken by 
Agency. Agency shall promptly provide any further infonnation that Dominion Energy may reasonably 
request in com1ection with the Breach of Security. Agency shall provide subsequent updates as additional 
information becomes known to Agency. 

7. Porta] Access. 
(a) Access Requirements. Only persons with valid Agency email addresses may be Users 

with access to the Portal and/or Customer Information. Access to the Portal will be by user ID (a valid 
email address) and a password established by each individual User. Passwords will expire at a minimum 
every sixty (60) days. Email addresses are needed for two-factor authentication to verify the identity of 
the User accessing the Portal. 

(b) Agency Obligations. Agency shall: 
(i) promptly notify Dominion Energy by email to conserv@dominionenergy.com 

whenever Agency needs to add one (l ) or more new Users or edit existing User 
records; 

(ii) notify Dominion Energy within twenty-four (24) hours of when a User ceases to 
require access to the Portal for any reason; 

(iii) ensure Users do not share their individual passwords with any other person; and 
(iv) notify Dominion Energy immediately upon discovering that an unauthorized 

person bas access to the Portal or has received infom1ation via the Portal. 
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8. Grant of Rights; Limitations on Use. 
(a) Other than Customer Information (which the Parties agree belongs to the person to whom 

the Customer Information applies), the contents of the Portal, such as text, graphics, images, and other 
content (the "Site Materiaf') are owned by or licensed to Dominion Energy or its affiliates and are 
protected by copyright under both United States and fore ign laws. Dominion Energy hereby grants to 
Agency a limited, non-exclusive, non-transferable, non-sublicensable, revocable license to view the Site 
Material for Agency's internal business use to fulfi ll the Purpose. Agency and any Users shall not 
download copies or take screenshots of any Customer Information other than expressly allowed under this 
Agreement, excluding temporary copies required by a web browser to function properly. Unauthorized 
use of the Site Material may violate copyright, trademark, and other laws. Agency agrees to retain all 
copyright and other proprietary notices contained in the original Site Material on any copy Agency makes 
of such material. Unless specifically authorized by Dominion Energy or allowed by applicable laws and 
regulations, Agency may not sell or modify Site Material or reproduce, display, distribute or publish the 
Site Material except as expressly permitted herein. Agency agrees neither it nor its Users will access or 
use the Site Material for any publ ic or commercial purpose, except for the Purpose or as expressly 
pennitted herein. Use of the Site Material on any other web site or in a networked environment is 
prohibited. 

(b) Agency will not and wi ll not allow its Users to do any of the following: 
(i) use spiders, robots, data mining techniques or other automated devices or 

programs to catalog, download or otherwise reproduce, store, or distribute 
content available on the Portal; 

(ii) take any action to interfere with, or disrupt, the Portal, circumvent security 
measures or attempt to exceed the limited authorization and access granted to 
Agency under this Agreement; 

(iii) probe, scan or test the vulnerabili ty of the Portal or any system or network; 
(iv) forge headers or otherwise manipulate identifiers to disguise the origin of any 

information transmitted to or through the Po1tal; 
(v) reverse engineer, decompile or modify the Portal, in whole or in part; 

(vi) use the P01tal in any way that could interfere with, disrupt, or negatively affect 
the Portal or its servers or networks; or 

(vii) encourage or promote any activity that violates this Agreement. 

9. No Warranty. DOMINION ENERGY DOES NOT WARRANT THE PORTAL WILL 
OPERATE ERROR-FREE OR THE PORTAL AND ITS SERVER ARE FREE OF COMPUTER 
VIRUSES OR OTHER HARMFUL MATERIAL. THE PORTAL AND ITS INFORMATION ARE 
PROVIDED ON AN "AS IS," "AS AVAILABLE" BASIS WITHOUT ANY WARRANTIES OF ANY 
KIND, EXPRESS, STATUORY, OR IMPLIED. DOMINION ENERGY, TO THE FULLEST EXTENT 
PERMITTED BY LAW, DISCLAIMS ALL WARRANTIES, INCLUDING THE WARRANTY OF 
MERCHANTABILITY, NON-INFRINGEMENT OF THIRD PARTIES ' RIGHTS, AND THE 
WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE. AL THOUGH DOMINION ENERGY 
STRIVES TO PROVIDE THOROUGH AND ACCURATE INFORMATION ON THE PORTAL, 
DOMINION ENERGY MAKES NO WARRANTIES ABOUT THE ACCURACY, RELIABILITY, 
COMPLETENESS, OR TIMELINESS OF THE INFORMATION, SERVICES, SOFTWARE, TEXT, 
GRAPHICS, AND LINKS. 

10. Limitation of Liability. DOMINION ENERGY SHALL NOT BE LIABLE TO AGENCY, 
USERS, OR ANY OTHER PERSON FOR THE DECISIONS MADE BY AGENCY OR ITS USERS 
BY USE OF THE CUSTOMER INFORMATION. IF AGENCY'S USE OF THE PORTAL RESULTS 
IN ANY COSTS OR EXPENSES, INCLUDING, WITHOUT LIMITATION, THE NEED FOR 
SERVICING OR REPLACING EQUIPMENT OR DAT A, DOMINION ENERGY SHALL NOT BE 
RESPONSIBLE FOR THOSE COSTS OR EXPENSES. EXCEPT TO THE EXTENT DIRECTLY 
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CAUSED BY THE ACTS OR OMISSIONS OF DOMINION ENERGY OR DOMINION ENERGY 
EMPLOYEES OR AGENTS, TN NO EVENT SHALL DOMTNION ENERGY, ITS AFFILIATES, OR 
ANY OF ITS OR THEIR RESPECTIVE EMPLOYEES, OFFICERS, AGENTS OR 
REPRESENTATIVES BE LIABLE FOR ANY TNDIRECT, TNCIDENTAL, CONSEQUENTIAL, OR 
PUNITIVE DAMAGES WHATSOEVER (TNCLUDING, WITHOUT LIMITATION, LOST PROFITS, 
OR DAMAGES RESULTING FROM LOST DATA OR BUSINESS INTERRUPTION) ARISING OUT 
OF OR RELATING TO THIS AGREEMENT, THE USE OR INABILITY TO USE THE PORT AL OR 
TNFORMA TION ON THE PORT AL, WHETHER BASED ON WARRANTY, CONTRACT, TORT, 
OR ANY OTHER LEGAL THEORY, AND WHETHER OR NOT DOMINION ENERGY rs ADVISED 
OF THE POSSIBILITY OF SUCH DAMAGES. 

I I. Defense and Indemnity. To the extent allowed by law, and to the extent arising from or caused 
by the negligent or wi llful acts or omissions of a Party or its Representatives, each Party ("lndemnitor") 
agrees to defend the other Party, its affiliates, and each of their respective directors, officers, employees, 
contractors, and agents (each an "lndemnitee") from and against any and all claims, demands, lawsuits, 
or other proceedings brought or threatened by any third party, inc luding but not limited to any of 
Lndemnitor' s employees and/or Representatives (each a "Third Party Claim"), whether at law, in equity, 
or administrative in nature, and to indemnify and hold harmless the lndemnitees from any judgment, 
amounts paid in settlement, fines, penalties, fo rfeitures, damages, losses, costs, and expenses (including 
reasonable attorneys' fees tlu·ough final appeal) (collectively, "Losses"), arising from or related to the 
followmg: (1) a Breach of Security, or (u) lndemrntor's failure to comply with Data Protection Laws or 
the requirements of this Agreement, regardless of whether an Jndemnitee is required to take any action 
under any state or federal law. 

12. Miscellaneous. 
(a) Governing Law. Jurisdiction, and Venue. The Parties intend that this Agreement be 

governed by the laws of the State of Utah without giving effect to the Utah's choice of laws principles. 
The Parties agree that any litigation of or concerning this Agreement shall be adjudicated in Third District 
Cornt of Salt Lake City, Utah, or the United States District Comt for the State of Utah and submit to their 
exclusive jurisdiction. Each Pa11y hereto irrevocably waives, to the fullest extent permitted by applicable 
law, any objection which it may now or hereafter have to the laying of venue of any such proceeding 
brought in such courts, including that either is an inconvenient forum. 

(b) Non-Waiver of Rights: Remedies Cumulative. The failure of either Party to demand strict 
performance of the terms of or to exercise any right conferred by this Agreement is not intended by the 
Parties to be construed as a waiver or relinquishment of its right to assett or rely upon any term or right in 
the future, or as a consent to any continuing or subsequent failure or breach. All remedies set forth in this 
Agreement are distinct, separate, and cumulative, and are in addition to and not in lieu of any other rights 
and remedies given elsewhere in this Agreement or available at law or in equity. 

(c) Survival. Neither provision nor Acceptance of any Work, nor any tennination, expiration, 
or cancellation of this Agreement, will be deemed to relieve either Party of any obligations under it that 
by their nature survive termination, including but not limited to all warranties, guarantees, promises of 
indemnity, limitations of liability, and confidentiality obligations. 

(d) Successors and Assigns. This Agreement will be binding on the Patties and their 
directors, officers, agents, successors, and permitted assigns. 

(e) Integration, Entirety. and Amendment. This Agreement, together with all attachments and 
incorporated references, is the entire agreement between the Pa1ties with respect to the Work and 
supersedes any prior or contemporaneous agreement or understanding between the Pa1ties regarding its 
subject matter. The Parties will not be bound by or be liable for any statement, representation, promise, 
inducement, acknowledgement, or understanding of any kind or nature not set forth or provided for in this 
Agreement. No prior course of dealing, usage of trade, or course of petformance is intended by either 
Pa1ty to be used to supplement or explain any tern1, condition, or instruction used in this Agreement or to 
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Pamela Giles
Director Customer Service

effect any amendment to it. No revision or amendment to this Agreement will be effective unless it is 
signed by the Parties. 

(f) Notices. Notices to the Parties concerning this Agreement will be effective only if they 
are in writing and delivered personally, by fax, email, cetiified mail, or by overnight courier. All notices 
hereunder shall be sent to the person and at the mailing address, email address or fax number set forth 
below. Either Party may change the person to receive notice or the applicable contact inforn1ation by 
providing notice to the other. Properly delivered notices will be deemed to have been received (i) in the 
case of fax or email, upon electronic confirmation of receipt and (ii) in the case of certified mail or 
overnight courier, on the second business day after being sent. 

If to Dominion Energy: 

Dominion Energy U tah 
Attn: Ricky Macias 
333 South State Street (841 11) 
P.O. Box 45360 
Salt Lake City, Utah 84145-0360 
Fax: 801-324-3594 
Ricky.Macias@ DominionEnergy.com 

ff to Agency: 

31s s. Car tun f\ue 
Qt. B,O~ \l 0(t7 

fNTEN DING TO BE LEGALLY BOUND, the Parties have executed this Agreement by their duly 
authorized representatives effective as of the date first written above. 

DOMTNTON ENERGYUTAH [AGENCY] 

j?a,,,,.,/4 ~ 
By: _ _ ______ _ _ __ _ 
Name: _____________ _ 
Title: ______________ _ 
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Portal Access and Confidentiality Agreement 
v013123 

This Portal Access Agreement ("Agreement") is by and between Questar Gas Company dba Dominion 
Energy Utah ("Dominion Energy"), a Utah corporation, and Six County AOG ("Agency"), a 
________ . Dominion Energy and Agency may be collectively referred to as the "Parties" and 
singularly as a "Party." 

WHEREAS, Agency administers a low-income assistance program known as [program name] (the 
"Program") which provides utility bill payment assistance to persons qualified under the terms of the 
Program; and 

WHEREAS, Agency requires the ability to confirm that a person is a Dominion Energy customer and the 
amounts then due to Dominion Energy for the purpose of administering funds to be distributed through 
the Program (the "Purpose"); and 

WHEREAS, Dominion Energy is willing to allow Agency personnel (each a "User") to access limited 
customer information identified as "Utility Customer information" and "Customer Usage Data" in UTAH 
ADMIN. CODE§ R746-460-2(5), (6) (2022), including but not limited to names, addresses, Dominion 
Energy account numbers, billing information, natural gas usage, and/or account balances (collectively, 
"Customer Information") to assist Agency in accomplishing the Purpose pursuant to the terms and 
conditions of th is Agreement. 

THEREFORE, THE PARTIES AGREE AS FOLLOWS: 

1. Term. The term of this Agreement begins January 1, 2023 and continues for a period of one 
calendar year (the "Term") unless terminated earlier by written agreement of the Parties. 

2. Portal. Dominion Energy has prepared an internet-based portal (the "Portaf') to allow Users to 
access Customer Information as needed to fulfill the Purpose. Access to the Portal is at the following 
internet address: https://www.questargas.com/TPA. Subject to the terms and conditions of this 
Agreement, Dominion Energy grants to Agency and Agency's authorized Users the limited right to access 
and view Customer Information for the limited purpose of obtaining information about specific customers 
to accomplish the Purpose. The Parties understand and agree that access to and use of the Portal and the 
provision of Customer Information using said Portal is subject to the requirements of the Utah Public 
Service Commission's "Order Granting in Part and Denying in Part Motion for Waiver" dated November 
17, 2022. 

3. Customer Information and Personal Data. When a User accesses the Portal, Dominion Energy 
may disclose Customer Information to such User which qualifies as "personal data" or "personal 
information" under applicable federal, state, and local laws, regulations, and orders governing the receipt, 
use, management, storage, handling, or deletion of Customer Information, including but not limited to the 
Utah Consumer Privacy Act (eff. 12/31/2023) and Utah Public Service Commission regulations and 
orders (collectively, "Data Protection Laws"). Agency shall require and be responsible for ensuring 
Users access and/or use Customer Information in compliance with Data Protection Laws and only to the 
extent necessary to accomplish the Purpose and only for so long as is necessary to accomplish the 
Purpose. Agency shall not, and shall not permit any User to: (a) collect, access, process, retain, use, or 
disclose Customer Information for any purpose other than as reasonably necessary to fulfill the Purpose 
and the terms of this Agreement; (b) collect more Customer Information than is reasonably necessary for 
performance of the Purpose; (c) make Customer Information available to any other persons or entities 
except as required to satisfy the requirements of the Purpose under the terms of this Agreement; or (d) sell 
or permit any person or entity to sell Customer Information to any third party. 
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4. Express Consent Required. Prior to accessing the Portal on behalf of a specific Dominion 
Energy customer, Agency shall obtain written consent from the customer for Dominion Energy to provide 
the Customer Information to Agency. Agency shall retain the records of each such consent during the 
Term and for a period of twelve (12) months following the Term or until requested by Dominion Energy, 
whichever comes first. Agency agrees to provide copies of any received consents upon written request 
from Dominion Energy. Such consent shall be substantially similar to the following: 

For you to obtain assistance through the [Agency program name] program, it may be necessary 
for [ Agency] to obtain information from Dominion Energy including your name, account number, 
service address, usage information, and billing information. Dominion Energy cannot share this 
information with {Agency]without your consent. If you opt not to provide consent, it will not 
impact your ability to receive natural gas service from Dominion Energy, but it may impact your 
ability to receive aid through [Agency program name]. We will only use this information/or the 
purposes of determining whether you qualify for [Agency program name] support and for 
providing any aid you may receive. We will not use your information for any other purpose. 
Please note that your consent applies only for this specific request. If in the future you seek 
additionalfundingfrom [Agency program name], you will be asked to provide consent/or 
Dominion Energy to share similar information at that time. 

I hereby give my consent for Dominion Energy to provide [ Agency] with my service address, 
account number, usage data, and billing data for the limited purpose described above. 

S. Confidentiality. 
(a) Confidential Information Defined. For purposes of this Agreement, "Confidential 

Information" means information Customer Information, the Portal, information and credentials needed to 
access the Portal, and any other information relate to the Portal which Dominion Energy designates as 
confidential or proprietary in writing or otherwise or which Agency knows or reasonably should know is 
confidential or proprietary at the time of disclosure due to the nature of the information or the manner of 
its disclosure. Confidential Information shall not include information Agency can demonstrate by 
substantial evidence that: (i) at the time of disclosure by Dominion Energy, was in the public domain, or 
after disclosure by Dominion Energy is lawfully published or otherwise becomes part of the public 
domain; (ii) was already in the possession of Agency at the time of disclosure to Agency and was not 
acquired by Agency, directly or indirectly, under an obligation of confidence; (iii) after disclosure to 
Agency, is received by Agency from a third party who did not acquire it under an obligation of 
confidence; or (iv) is or was independently developed by Agency, Agency's Users, and/or Agency's 
directors, officers, employees, consultants, contractors, subcontractors, auditors, legal counsel, and/or 
agents ( each a "Representative," collectively "Representatives") without reference to any Confidential 
Information disclosed by Dominion Energy. 

(b) Allowed Use. Agency shall use the Confidential Information exclusively to facilitate the 
Purpose. Customer Information may not be used for marketing products or services by Agency, 
Dominion Energy, or any affiliated or ancillary companies or organizations. 

( c) Protection of Confidential Information. Agency may disclose Confidential Information to 
its Representatives only to the extent necessary to accomplish the Purpose, provided Agency obligates 
each such Representative to protect the Confidential Information in a manner as least as protective of the 
Confidential Information as the confidentiality and use obligations agreed to by Agency under this 
Agreement. Agency shall remain wholly responsible for the acts or omissions of its Representatives under 
this Agreement. Agency shall: (i) protect such Confidential lnformation·with at least the same degree of 
care that Agency uses to protect its own Confidential Information, but in no case, less than a reasonable 
degree of care; (ii) not directly or indirectly use any Confidential Information for any purpose other than 
the Purpose; (iii) limit access to Confidential Information to its Representatives who require the 
Confidential Information in furtherance of the Purpose; (iv) not submit for analysis, reverse engineer, 
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reverse compile, or create derivate works using Confidential Information; and (v) not copy or reproduce 
Confidential Information in any manner except in the ordinary course of business to facilitate the Purpose. 

( d) Ordered Disclosure. Should Agency be required to disclose Confidential Information 
pursuant to applicable law, or an order received from a court or governmental authority of competent 
jurisdiction, it shall, if and to the extent permitted by law, give Dominion Energy notice as soon as 
possible to afford Dominion Energy an opportunity to defend against such disclosure. If any disclosure is 
finally ordered, Agency shall disclose only such of the Confidential Information as is necessary to meet 
the requirements of such order as reasonably determined by Agency's legal counsel. 

( e) No Copies Retained. Except as reasonably necessary to fulfill the Purpose, Agency shall 
not make any copies of Confidential Information in any form or format, including but not limited to 
electronic or hard copies. Upon completion of the Purpose for a specific Dominion Energy customer, 
Agency shall destroy any copies of Confidential Information except to the extent necessary to comply 
with legal obligations and/or Agency requirements. The confidentiality obligations of this Agreement 
shall continue apply to all Confidential Information retained by Agency for any reason for so long as such 
Confidential Information remains in Agency's care, custody, or control. 

6. Breach of Security. A "Breach of Security" includes any unauthorized access to, acquisition of, 
or disclosure of Confidential Information, held in the custody or control of Agency or its Users or other 
Representatives, or a reasonable belief by Agency that such unauthorized access, acquisition, or 
disclosure has occurred. Notwithstanding any other provisions hereof and the requirements of applicable 
law, Agency shall notify Dominion Energy and Dominion Energy's Director Cyber Security within 
twenty-four (24) hours of Agency's discovery of a Breach of Security (the "Breach Notification 
Window"). Such notice shall include the following, to the extent the information is then available: (a) date 
and time that Agency discovered the Breach of Security and the date and time when the Breach of 
Security occurred, if discoverable; (b) a detailed description of the Breach of Security; ( c) a list of the 
systems and Confidential Information at risk, including a list of affected individuals; and ( d) a description 
of actions taken after the Breach of Security was discovered. Thereafter, Agency shall provide to 
Dominion Energy weekly reports and updates (or more frequently, if requested by Agency) describing the 
investigation into the Breach of Security and all corrective or remedial actions taken or to be taken by 
Agency. Agency shall promptly provide any further information that Dominion Energy may reasonably 
request in connection with the Breach of Security. Agency shall provide subsequent updates as additional 
information becomes known to Agency. 

7. Portal Access. 
(a) Access Requirements. Only persons with valid Agency email addresses may be Users 

with access to the Portal and/or Customer Information. Access to the Portal will be by user ID (a valid 
email address) and a password established by each individual User. Passwords will expire at a minimum 
every sixty (60) days. Email addresses are needed for two-factor authentication to verify the identity of 
the User accessing the Portal. 

(b) Agency Obligations. Agency shall: 
(i) promptly notify Dominion Energy by email to conserv@dominionenergy.com 

whenever Agency needs to add one (1) or more new Users or edit existing User 
records; 

(ii) notify Dominion Energy within twenty-four (24) hours of when a User ceases to 
require access to the Portal for any reason; 

(iii) ensure Users do not share their individual passwords with any other person; and 
(iv) notify Dominion Energy immediately upon discovering that an unauthorized 

person has access to the Portal or has received information via the Portal. 
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8. Grant of Rights; Limitations on Use. 
(a) Other than Customer Information ( which the Parties agree belongs to the person to whom 

the Customer Information applies), the contents of the Portal, such as text, graphics, images, and other 
content (the "Site Material') are owned by or licensed to Dominion Energy or its affiliates and are 
protected by copyright under both United States and foreign laws. Dominion Energy hereby grants to 
Agency a limited, non-exclusive, non-transferable, non-sublicensable, revocable license to view the Site 
Material for Agency's internal business use to fulfill the Purpose. Agency and any Users shall not 
download copies or take screenshots of any Customer Information other than expressly allowed under this 
Agreement, excluding temporary copies required by a web browser to function properly. Unauthorized 
use of the Site Material may violate copyright, trademark, and other laws. Agency agrees to retain all 
copyright and other proprietary notices contained in the original Site Material on any copy Agency makes 
of such material. Unless specifically authorized by Dominion Energy or allowed by applicable laws and 
regulations, Agency may not sell or modify Site Material or reproduce, display, distribute or publish the 
Site Material except as expressly permitted herein. Agency agrees neither it nor its Users will access or 
use the Site Material for any public or commercial purpose, except for the Purpose or as expressly 
permitted herein. Use of the Site Material on any other web site or in a networked environment is 
prohibited. 

(b) Agency will not and will not allow its Users to do any of the following: 
(i) use spiders, robots, data mining techniques or other automated devices or 

programs to catalog, download or otherwise reproduce, store, or distribute 
content available on the Portal; 

(ii) take any action to interfere with, or disrupt, the Portal, circumvent security 
measures or attempt to exceed the limited authorization and access granted to 
Agency under this Agreement; 

(iii) probe, scan or test the vulnerability of the Portal or any system or network; 
(iv) forge headers or otherwise manipulate identifiers to disguise the origin of any 

information transmitted to or through the Portal; 
(v) reverse engineer, decompile or modify the Portal, in whole or in part; 

(vi) use the Portal in any way that could interfere with, disrupt, or negatively affect 
the Portal or its servers or networks; or 

(vii) encourage or promote any activity that violates this Agreement. 

9. No Warranty. DOMINION ENERGY DOES NOT WARRANT THE PORTAL WILL 
OPERATE ERROR-FREE OR THE PORTAL AND ITS SERVER ARE FREE OF COMPUTER 
VIRUSES OR OTHER HARMFUL MATERIAL. THE PORTAL AND ITS INFORMATION ARE 
PROVIDED ON AN "AS IS," "AS AVAILABLE" BASIS WITHOUT ANY WARRANTIES OF ANY 
KIND, EXPRESS, STATUORY, OR IMPLIED. DOMINION ENERGY, TO THE FULLEST EXTENT 
PERMITTED BYLAW, DISCLAIMS ALL WARRANTIES, INCLUDING THEW ARRANTY OF 
MERCHANTABILITY, NON-INFRINGEMENT OF THIRD PARTIES' RIGHTS, AND THE 
WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE. ALTHOUGH DOMINION ENERGY 
STRIVES TO PROVIDE THOROUGH AND ACCURATE INFORMATION ON THE PORTAL, 
DOMINION ENERGY MAKES NOW ARRANTIES ABOUT THE ACCURACY, RELIABILITY, 
COMPLETENESS, OR TIMELINESS OF THE INFORMATION, SERVICES, SOFTWARE, TEXT, 
GRAPHICS, AND LINKS. 

10. Limitation of Liability. DOMINION ENERGY SHALL NOT BE LIABLE TO AGENCY, 
USERS, OR ANY OTHER PERSON FOR THE DECISIONS MADE BY AGENCY OR ITS USERS 
BY USE OF THE CUSTOMER INFORMATION. IF AGENCY'S USE OF THE PORTAL RESULTS 
IN ANY COSTS OR EXPENSES, INCLUDING, WITHOUT LIMITATION, THE NEED FOR 
SERVICING OR REPLACING EQUIPMENT OR DATA, DOMINION ENERGY SHALL NOT BE 
RESPONSIBLE FOR THOSE COSTS OR EXPENSES. EXCEPT TO THE EXTENT DIRECTLY 
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CAUSED BY THE ACTS OR OMISSIONS OF DOMINION ENERGY OR DOMINION ENERGY 
EMPLOYEES OR AGENTS, IN NO EVENT SHALL DOMINION ENERGY, ITS AFFILIATES, OR 
ANY OF ITS OR THEIR RESPECTIVE EMPLOYEES, OFFICERS, AGENTS OR 
REPRESENTATIVES BE LIABLE FOR ANY INDIRECT, INCIDENT AL, CONSEQUENTIAL, OR 
PUNITIVE DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, LOST PROFITS, 
OR DAMAGES RESULTING FROM LOST DATA OR BUSINESS INTERRUPTION) ARISING OUT 
OF OR RELATING TO TIDS AGREEMENT, THE USE OR INABILITY TO USE THE PORTAL OR 
INFORMATION ON THE PORTAL, WHETHER BASED ON WARRANTY, CONTRACT, TORT, 
OR ANY OTHER LEGAL THEORY, AND WHETHER OR NOT DOMINION ENERGY IS ADVISED 
OF THE POSSIBILITY OF SUCH DAMAGES. 

11. Defense and Indemnity. To the extent allowed by law, and to the extent arising from or caused 
by the negligent or willful acts or omissions of a Party or its Representatives, each Party ("lndemnitor") 
agrees to defend the other Party, its affiliates, and each of their respective directors, officers, employees, 
contractors, and agents ( each an "lndemnitee'') from and against any and all claims, demands, lawsuits, 
or other proceedings brought or threatened by any third party, including but not limited to any of 
Indemnitor's employees and/or Representatives (each a "Third Party Claim"), whether at law, in equity, 
or administrative in nature, and to indemnify and hold hannless the lndemnitees from any judgment, 
amounts paid in settlement, fines, penalties, forfeitures, damages, losses, costs, and expenses (including 
reasonable attorneys' fees through final appeal) (collectively, "Losses"), arising from or related to the 
following: (i) a Breach of Security, or (ii) Indemnitor's failure to comply with Data Protection Laws or 
the requirements of this Agreement, regardless of whether an lndemnitee is required to take any action 
under any state or federal law. 

12. Miscellaneous. 
(a) Governing Law, Jurisdiction, and Venue. The Parties intend that this Agreement be 

governed by the laws of the State of Utah without giving effect to the Utah's choice oflaws principles. 
The Parties agree that any litigation of or concerning this Agreement shall be adjudicated in Third District 
Court of Salt Lake City, Utah, or the United States District Court for the State of Utah and submit to their 
exclusive jurisdiction. Each Party hereto irrevocably waives, to the fullest extent permitted by applicable 
law, any objection which it may now or hereafter have to the laying of venue of any such proceeding 
brought in such courts, including that either is an inconvenient forum. 

(b) Non-Waiver of Rights; Remedies Cumulative. The failure of either Party to demand strict 
performance of the terms of or to exercise any right conferred by this Agreement is not intended by the 
Parties to be construed as a waiver or relinquishment of its right to assert or rely upon any term or right in 
the future, or as a consent to any continuing or subsequent failure or breach. All remedies set forth in this 
Agreement are distinct, separate, and cumulative, and are in addition to and not in lieu of any other rights 
and remedies given elsewhere in this Agreement or available at law or in equity. 

(c) Survival. Neither provision nor Acceptance of any Work, nor any termination, expiration, 
or cancellation of this Agreement, will be deemed to relieve either Party of any obligations under it that 
by their nature survive termination, including but not limited to all warranties, guarantees, promises of 
indemnity, limitations ofliability, and confidentiality obligations. 

( d) Successors and Assigns. This Agreement will be binding on the Parties and their 
directors, officers, agents, successors, and permitted assigns. 

( e) Integration. Entirety, and Amendment. This Agreement, together with all attachments and 
incorporated references, is the entire agreement between the Parties with respect to the Work and 
supersedes any prior or contemporaneous agreement or understanding between the Parties regarding its 
subject matter. The Parties will not be bound by or be liable for any statement, representation, promise, 
inducement, acknowledgement, or understanding of any kind or nature not set forth or provided for in this 
Agreement. No prior course of dealing, usage of trade, or course of performance is intended by either 
Party to be used to supplement or explain any term, condition, or instruction used in this Agreement or to 
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Pamela Giles
Director Customer Service

effect any amendment to it. No revision or amendment to this Agreement will be effective unless it is 
signed by the Parties. 

(t) Notices. Notices to the Parties concerning this Agreement will be effective only if they 
are in writing and delivered personally, by fax, email, certified mail, or by overnight courier. All notices 
hereunder shall be sent to the person and at the mailing address, email address or fax number set forth 
below. Either Party may change the person to receive notice or the applicable contact information by 
providing notice to the other. Properly delivered notices will be deemed to have been received (i) in the 
case of fax or email, upon electronic confirmation of receipt and (ii) in the case of certified mail or 
overnight courier, on the second business day after being sent. 

If to Dominion Energy: 

Dominion Energy Utah 
Attn: Ricky Macias 
333 South State Street (84111) 
P.O. Box 45360 
Salt Lake City, Utah 84145-0360 
Fax: 801-324-3594 
Ricky.Macias@DominionEnergy.com 

lfto Agency: 

Six County AOG 
250 N Main 
Richfield, UT 84701 

Fax: 435-893-0750 
Email: mcallred@sixcounty.com 

INTENDING TO BE LEGALLY BOUND, the Parties have executed this Agreement by their duly 
authorized representatives effective as of the date first written above. 

DOMINION ENERGY UTAH [AGENCY] 

By: fJ~/1~ 
Name: _____________ _ 

By: / 
Name: travis Kyhl 

Title: _____________ _ Title: Executive Director 
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Portal Access and Confidentiality Agreement 
v013123 

This Portal Access Agreement ("Agreement") is by and between Questar Gas Company dba Dominion 
Energy Utah ("Dominion Energy"), a Utah corporation, and Uintah Basin Association of Governments 
HEAT Program ("Agency"), a Government non-profit LIHEAP Program. Dominion Energy and 
Agency may be collectively referred to as the "Parties" and singularly as a "Party." 

WHEREAS, Agency administers a low-income assistance program known as [Uintah Basin Association 
of Governments HEAT Program] (the "Program") which provides utility bill payment assistance to 
persons qualified under the terms of the Program; and 

WHEREAS, Agency requires the ability to confirn1 that a person is a Dominion Energy customer and the 
amounts then due to Dominion Energy for the purpose of administering funds to be distributed through 
the Program (the "Pu1pose"); and 

WHEREAS, Dominion Energy is willing to allow Agency personnel (each a "User") to access limited 
customer infonnation identified as "Utility Customer information" and "Customer Usage Data" in UTAH 
ADMIN. CODE§ R746-460-2(5), (6) (2022), including but not limited to names, addresses, Dominion 
Energy account numbers, billing infonnation, natural gas usage, and/or account balances (collectively, 
"Customer Information") to assist Agency in accomplishing the Purpose pursuant to the terms and 
conditions of this Agreement. 

THEREFORE, THE PARTlES AGREE AS FOLLOWS: 

1. Term. The term of this Agreement begins January 1, 2023 and continues for a period of one 
calendar year (the "Term") unless terminated earlier by written agreement of the Parties. 

2. Portal. Dominion Energy has prepared an internet-based portal (the "Portaf') to allow Users to 
access Customer Information as needed to fulfill the Purpose. Access to the Portal is at the following 
internet address: https://www.questargas.com/TPA. Subject to the terms and conditions of this 
Agreement, Dominion Energy grants to Agency and Agency's authorized Users the limited right to access 
and view Customer lnfom1ation for the limited purpose of obtaining information about specific customers 
to accomplish the Purpose. The Parties understand and agree that access to and use of the Portal and the 
provision of Customer lnforn1ation using said Portal is subject to the requirements of the Utah Public 
Service Commission's "Order Granting in Part and Denying in Part Motion for Waiver" dated November 
17, 2022. 

3. Customer Information and Personal Data. When a User accesses the Portal, Dominion Energy 
may disclose Customer Information to such User which qualifies as "personal data" or "personal 
information" under applicable federal, state, and local laws, regulations, and orders governing the receipt, 
use, management, storage, handling, or deletion of Customer Infonnation, including but not limited to the 
Utah Consumer Privacy Act (eff. 12/31/2023) and Utah Public Service Commission regulations and 
orders (collectively, "Data Protection Laws"). Agency shall require and be responsible for ensuring 
Users access and/or use Customer Infonnation in compliance with Data Protection Laws and only to the 
extent necessary to accomplish the Purpose and only for so long as is nccessaiy to accomplish the 
Purpose. Agency shall not, and shall not permit any User to: (a) collect, access, process, retain, use, or 
disclose Customer Information for any purpose other than as reasonably necessary to fulfill the Purpose 
and the terms of this Agreement; (b) collect more Customer Information than is reasonably necessary for 
performance of the Purpose; (c) make Customer Info1mation available to any other persons or entities 
except as required to satisfy the requirements of the Purpose under the terms of this Agreement; or (d) sell 
or permit any person or entity to sell Customer Information to any third party. 
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4. Express Consent Required. Prior to accessing the Portal on behalf of a specific Dominion 
Energy customer, Agency shall obtain written consent from the customer for Dominion Energy to provide 
the Customer Information to Agency. Agency shall retain the records of each such consent during the 
Tenn and for a pe1;od of twelve (12) months following the Term or until requested by Dominion Energy, 
whichever comes first. Agency agrees to provide copies of any received consents upon written request 
from Dominion Energy. Such consent shall be substantially similar to the following: 

For you to obtain assistance through the [Agency program name} program, it may be necessmy 
for [Agency] to obtain information from Dominion Energy including your name, account number, 
service address, usage information, and billing information. Dominion Energy C(lnnot share this 
information with [Agency]without your consent. If you opt not to provide consent, it will not 
impact your ability to receive natural gas service Ji'om Dominion Energy, but it may impact your 
ability to receive aid through [Agency program name}. We will only use this information for the 
purposes of determining whether you qualify for [ Agency program name J support and for 
providing any aid you may receive. We will not use your information for any other purpose. 
Please note that your consent applies only for this specific request. If in the ji,ture you seek 
additionalfundingfrom [Agency program name], you will be asked to provide consent for 
Dominion Energy to share similar information at that time. 

I hereby give my consent for Dominion Energy to provide [Agency} with my service address, 
account number, usage data, and billing data for the limited purpose described above. 

5. Confidentiality. 
(a) Confidential lnfom1ation Defined. For purposes of this Agreement, "Confidential 

Information" means infonnation Customer Information, the Portal, information and credentials needed to 
access the Portal, and any other infonnation relate to the Portal which Dominion Energy designates as 
confidential or proprietary in writing or otherwise or which Agency knows or reasonably should know is 
confidential or proprietary at the time of disclosure due to the nature of the infonnation or the manner of 
its disclosure. Confidential Information shall not include information Agency can demonstrate by 
substantial evidence that: (i) at the time of disclosure by Dominion Energy, was in the public domain, or 
after disclosure by Dominion Energy is lawfully published or otherwise becomes part of the public 
domain; (ii) was already in the possession of Agency at the time of disclosure to Agency and was not 
acquired by Agency, directly or indirectly, under an obligation of confidence; (iii) after disclosure to 
Agency, is received by Agency from a third party who did not acquire it under an obligation of 
confidence; or (iv) is or was independently developed by Agency, Agency's Users, and/or Agency's 
directors, officers, employees, consultants, contractors, subcontractors, auditors, legal counsel, and/or 
agents ( each a "Representative," collectively "Representatives") without reference to any Confidential 
lnf01m ation disclosed by Dominion Energy. 

(b) Allowed Use. Agency shall use the Confidential Inf01mation exclusively to facilitate the 
Purpose. Customer Information may not be used for marketing products or services by Agency, 
Dominion Energy, or any affiliated or ancillary companies or organizations. 

( c) Protection of Confidential lnfonnation. Agency may disclose Confidential Infonnation to 
its Representatives only to the extent neccssa1y to accomplish the Purpose, provided Agency obligates 
each such Representative to protect the Confidential Information in a manner as least as protective of the 
Confidential Information as the confidentiality and use obligations agreed to by Agency under this 
Agreement. Agency shall remain wholly responsible for the acts or omissions of its Representatives under 
this Agreement. Agency shall: (i) protect such Confidential Information with at least the same degree of 
care that Agency uses to protect its own Confidential Information, but in no case, less than a reasonable 
degree of care; (ii) not directly or indirectly use any Confidential Information for any purpose other than 
the Purpose; (iii) limit access to Confidential Information to its Representatives who require the 
Confidential Information in furtherance of the Purpose; (iv) not submit for analysis, reverse engineer, 
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reverse compile, or create derivate works using Confidential Information; and (v) not copy or reproduce 
Confidential Information in any manner except in the ordinary course of business to facilitate the Purpose. 

( d) Ordered Disclosure. Should Agency be required to disclose Confidential Information 
pursuant to applicable law, or an order received from a court or governmental authority of competent 
jurisdiction, it shall, if and to the extent permitted by law, give Dominion Energy notice as soon as 
possible to afford Dominion Energy an opportunity to defend against such disclosure. If any disclosure is 
finally ordered, Agency shall disclose only such of the Confidential Information as is necessary to meet 
the requirements of such order as reasonably determined by Agency's legal counsel. 

(e) No Copies Retained. Except as reasonably necessary to fulfill the Purpose, Agency shall 
not make any copies of Confidential Information in any fonn or format, including but not limited to 
electronic or hard copies. Upon completion of the Purpose for a specific Dominion Energy customer, 
Agency shall destroy any copies of Confidential Tnfonnation except to the extent necessary to comply 
with legal obligations and/or Agency requirements. The confidentiality obligations of this Agreement 
shall continue apply to all Confidential Information retained by Agency for any reason for so long as such 
Confidential Information remains in Agency's care, custody, or control. 

6. Breach of Security. A "Breach of Security" includes any unauthorized access to, acquisition of, 
or disclosure of Confidential Info1mation, held in the custody or control of Agency or its Users or other 
Representatives, or a reasonable belief by Agency that such unauthorized access, acquisition, or 
disclosure has occurred. Notwithstanding any other provisions hereof and the requirements of applicable 
law, Agency shall notify Dominion Energy and Dominion Energy's Director Cyber Security within 
twenty-four (24) hours of Agency's discovery of a Breach of Security (the ·'Breach Notification 
Window"). Such notice shall include the following, to the extent the infonnation is then available: (a) date 
and time that Agency discovered the Breach of Security and the date and time when the Breach of 
Security occurred, if discoverable; (b) a detailed description of the Breach of Security; ( c) a list of the 
systems and Confidential Information at risk, including a list of affected individuals; and ( d) a description 
of actions taken after the Breach of Security was discovered. Thereafter, Agency shall provide to 
Dominion Energy weekly reports and updates ( or more frequently, if requested by Agency) describing the 
investigation into the Breach of Security and all corrective or remedial actions taken or to be taken by 
Agency. Agency shall promptly provide any further infonnation that Dominion Energy may reasonably 
request in connection with the Breach of Security. Agency shall provide subsequent updates as additional 
information becomes known to Agency. 

7. Portal Access. 
(a) Access Requirements. Only persons with valid Agency email addresses may be Users 

with access to the Portal and/or Customer Information. Access to the Portal will be by user ID (a valid 
email address) and a password established by each individual User. Passwords will expire at a minimum 
every sixty (60) days. Email addresses are needed for two-factor authentication to verify the identity of 
the User accessing the Portal. 

(b) Agency Obligations. Agency shall: 
(i) promptly notify Dominion Energy by email to conserv@dominionenergy.com 

whenever Agency needs to add one (1) or more new Users or edit existing User 
records; 

(ii) notify Dominion Energy within twenty-four (24) hours of when a User ceases to 
require access to the Portal for any reason; 

(iii) ensure Users do not share their individual passwords with any other person; and 
(iv) notify Dominion Energy immediately upon discovering that an unauthorized 

person has access to the Portal or has received information via the Po1tal. 
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8. Grant of Rights; Limitations on Use. 
(a) Other than Customer Information (which the Parties agree belongs to the person to whom 

the Customer Information applies), the contents of the Po11al, such as text, graphics, images, and other 
content (the "Site Materiaf') are owned by or licensed to Dominion Energy or its affiliates and are 
protected by copyright under both United States and foreign laws. Dominion Energy hereby grants to 
Agency a limited, non-exclusive, non-transferable, non-sublicensable, revocable license to view the Site 
Material for Agency's internal business use to fulfill the Purpose. Agency and any Users shall not 
download copies or take screenshots of any Customer Information other than expressly allowed under this 
Agreement, excluding temporary copies required by a web browser to function properly. Unauthorized 
use of the Site Material may violate copyright, trademark, and other laws. Agency agrees to retain all 
copyright and other proprietary notices contained in the original Site Material on any copy Agency makes 
of such material. Unless specifically authorized by Dominion Energy or allowed by applicable laws and 
regulations, Agency may not sell or modify Site Material or reproduce, display, distribute or publish the 
Site Material except as expressly permitted herein. Agency agrees neither it nor its Users will access or 
use the Site Material for any public or commercial purpose, except for the Purpose or as expressly 
permitted herein. Use of the Site Material on any other web site or in a networked environment is 
prohibited. 

(b) Agency will not and will not allow its Users to do any of the following: 
(i) use spiders, robots, data mining techniques or other automated devices or 

programs to catalog, download or otherwise reproduce, store, or distribute 
content available on the Portal; 

(ii) take any action to interfere with, or disrupt, the Portal, circumvent security 
measures or attempt to exceed the limited authorization and access granted to 
Agency under this Agreement; 

(iii) probe, scan or test the vulnerability of the Portal or any system or network; 
(iv) forge headers or otherwise manipulate identifiers to disguise the origin of any 

information transmitted to or through the Po11al; 
(v) reverse engineer, decompile or modify the Po11al, in whole or in part; 

(vi) use the Po11al in any way that could interfere with, disrupt, or negatively affect 
the Portal or its servers or networks; or 

(vii) encourage or promote any activity that violates this Agreement. 

9. No Warranty. DOMINION ENERGY DOES NOT WARRANT THE PORTAL WILL 
OPERATE ERROR-FREE OR THE PORTAL AND ITS SERVER ARE f<REE OF COMPUTER 
VIRUSES OR OTHER HARMFUL MATERJAL. THE PORT AL AND ITS INFORMATION ARE 
PROVIDED ON AN "AS IS," "AS AVAILABLE" BASIS WITHOUT ANY WARRANTIES OF ANY 
KIND, EXPRESS, STATUORY, OR IMPLIED. DOMINION ENERGY, TO THE FULLEST EXTENT 
PERMITTED BYLAW, DISCLAIMS ALL WARRANTIES, INCLUDING THE WARRANTY OF 
MERCHANTABILITY, NON-INFRINGEMENT OF TI-IIRD PARTIES' RIGHTS, AND THE 
WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE. ALTHOUGH DOMINION ENERGY 
STRIVES TO PROVIDE THOROUGH AND ACCURATE INFORMATION ON THE PORTAL, 
DOMINION ENERGY MAKES NOW ARRANTIES ABOUT THE ACCURACY, RELIABILITY, 
COMPLETENESS, OR TIMELINESS Of THE INFORMATION, SERVICES, SOFTWARE, TEXT, 
GRAPHICS, AND LINKS. 

10. Limitation of Liability. DOMINION ENERGY SHALL NOT BE LIABLE TO AGENCY, 
USERS, OR ANY OTHER PERSON FOR THE DECISIONS MADE BY AGENCY OR ITS USERS 
BY USE OF Tf-IE CUSTOMER INFORMATION. IF AGENCY'S USE OF THE PORT AL RESULTS 
IN ANY COSTS OR EXPENSES, INCLUDING, WITHOUT LIMITATION, THE NEED FOR 
SERVICING OR REPLACING EQUIPMENT OR DAT A, DOMINION ENERGY SHALL NOT BE 
RESPONSIBLE FOR THOSE COSTS OR EXPENSES. EXCEPT TO THE EXTENT DIRECTLY 
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CAUSED BY THE ACTS OR OMISSIONS OF DOMINION ENERGY OR DOMINION ENERGY 
EMPLOYEES OR AGENTS, IN NO EVENT SHALL DOMINION ENERGY, ITS AFFILIATES, OR 
ANY OF ITS OR THEIR RESPECTIVE EMPLOYEES, OFFICERS, AGENTS OR 
REPRESENTATIVES BE LIABLE FOR ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL, OR 
PUNITIVE DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, LOST PROFITS, 
OR DAMAGES RESULTING FROM LOST DATA OR BUSINESS INTERRUPTION) ARISING OUT 
OF OR RELATING TO THIS AGREEMENT, THE USE OR INABILITY TO USE THE PORTAL OR 
INFORMATION ON THE PORTAL, WHETHER BASED ON WARRANTY, CONTRACT, TORT, 
OR ANY OTHER LEGAL THEORY, AND WHETHER OR NOT DOMINION ENERGY IS ADVISED 
OF THE POSSIBILITY OF SUCH DAMAGES. 

11. Defense and Indemnity. To the extent allowed by law, and to the extent arising from or caused 
by the negligent or willful acts or omissions of a Party or its Representatives, each Party ("lndemnitor") 
agrees to defend the other Party, its affiliates, and each of their respective directors, officers, employees, 
contractors, and agents (each an "Jndemnitee") from and against any and all claims, demands, lawsuits, 
or other proceedings brought or threatened by any third party, including but not limited to any of 
lndemnitor's employees and/or Representatives (each a "Third Party Claim"), whether at law, in equity, 
or administrative in nature, and to indemnify and hold han11less the Indernnitees from any judgment, 
amounts paid in settlement, fines, penalties, forfeitures, damages, losses, costs, and expenses (including 
reasonable attorneys' fees through final appeal) (collectively, "Losses"), arising from or related to the 
following: (i) a Breach of Security, or (ii) Indemnitor's fai lure to comply with Data Protection Laws or 
the requirements of this Agreement, regardless of whether an Indenmitee is required to take any action 
under any state or federal law. 

12. Miscellaneous. 
(a) Governing Law, Jurisdiction, and Venue. The Parties intend that this Agreement be 

governed by the laws of the State ofUtah without giving effect to the Utah's choice of laws principles. 
The Parties agree that any litigation of or concerning this Agreement shall be adjudicated in Third District 
Court of Salt Lake City, Utah, or the United States District Court for the State of Utah and submit to their 
exclusive jurisdiction. Each Party hereto irrevocably waives, to the fullest extent permitted by applicable 
law, any objection which it may now or hereafter have to the laying of venue of any such proceeding 
brought in such courts, including that either is an inconvenient f01um. 

(b) Non-Waiver of Rights; Remedies Cumulative. The failure of either Party to demand strict 
performance of the terms of or to exercise any right confened by this Agreement is not intended by the 
Parties to be construed as a waiver or relinquishment of its right to assert or rely upon any term or right in 
the future, or as a consent to any continuing or subsequent failure or breach. All remedies set forth in this 
Agreement are distinct, separate, and cumulative, and are in addition to and not in lieu of any other rights 
and remedies given elsewhere in this Agreement or available at law or in equity. 

( c) Survival. Neither provision nor Acceptance of any Work, nor any termination, expiration, 
or cancellation of this Agreement, will be deemed to relieve either Paity of any obligations under it that 
by their nature survive tennination, including but not limited to all wainnties, guarantees, promises of 
indemnity, limitations ofliability, and confidentiality obligations. 

(d) Successors and Assigns. This Agreement will be binding on the Parties and their 
directors, officers, agents, successors, and permitted assigns. 

( e) Integration, Entirety, and Amendment. This Agreement, together with all attachments and 
incorporated references, is the entire agreement between the Parties with respect to the Work and 
supersedes any prior or contemporaneous agreement or understanding between the Pai-ties regarding its 
subject matter. The Parties will not be bound by or be liable for any statement, representation, promise, 
inducement, acknowledgement, or understanding of any kind or nature not set forth or provided for in this 
Agreement. No prior course of dealing, usage of trade, or course of performance is intended by either 
Party to be used to supplement or explain any term, condition, or instruction used in this Agreement or to 
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Pamela Giles
Director Customer Service

effect any amendment to it. No revision or amendment to this Agreement will be effective unless it is 
signed by the Parties. 

(t) Notices. Notices to the Parties concerning this Agreement will be effective only if they 
are in writing and delivered personally, by fax , email, ce11ified mail, or by overnight courier. All notices 
hereunder shall be sent to the person and at the mailing address, email address or fax number set forth 
below. Either Party may change the person to receive notice or the applicable contact information by 
providing notice to the other. Properly delivered notices will be deemed to have been received (i) in the 
case of fax or email, upon electronic confirmation ofreceipt and (ii) in the case of certified mail or 
overnight courier, on the second business day after being sent. 

Ifto Dominion Energy: 

Dominion Energy Utah 
Ath1: Ricky Macias 
333 South State Street (84111) 
P.O. Box 45360 
Salt Lake City, Utah 84145-0360 
Fax: 801-324-3594 
Ricky.Macias@DominionEnergy.com 

If to Agency: 

Uintah Basin Association of Governments 
REA T Program 
330 East l 00 South 
Roosevelt, UT 84066 
Phone: 435-722-4518 435-722-5218 
Fax: 435-722-4890 
Email: ubaogheat@ubaog.org 

INTENDING TO BE LEGALLY BOUND, the Parties have executed this Agreement by their duly 
authorized representatives effective as of the date first written above. 

DOMINION ENERGY UTAH Uintah Basin Association of Governments HEAT Program 

By: /Ja,,,.,/4, fk 
Name: ______________ _ 

By~ 
Name: Tv1e Phillips 

Title: ______________ _ Title: HEAT Program Manager 
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Portal Access and Confidentiality Agreement 
v0l3123 

This Portal Access Agreement ("Agreement') is by and between Questar Gas Company dba Dominion 
Energy Utah "Dominion Energy"), a Utah corporation, and .SL t fJ-p ("Agency"), a 

D • • lit' Dominion Energy and Agency may be collectively referred to as the "Parties" and 
singularly as a " m·(J. ' 

WHEREAS, Agency administers a low-income assistance program known as [program name] (the 
"Program") which provides utility bi II payment assistance to persons qua Ii fled under the terms of the 
Program; and 

WHEREAS, Agency requires the ability to confirm that a person is a Dominion Energy customer and the 
amounts then due to Dominion Energy for the purpose of administering funds to be distributed through 
the Program (the "Purpose"); and 

WHEREAS, Dominion Energy is willing to allow Agency personnel (each a "User") to access limited 
customer information identified as "Utility Customer information" and "Customer Usage Data" in UTAH 
ADMJN. CODE § R746-460-2(5), (6) (2022), including but not limited to names, addresses, Dominion 
Energy account numbers, billing information, natural gas usage, and/or account balances (collectively, 
"Customer J11for111atio11") to assist Agency in accomplishing the Purpose pursuant to the terms and 
conditions of this Agreement. 

THEREFORE, THE PARTIES AGREE AS FOLLOWS: 

1. Tenn. The term of this Agreement begins January 1, 2023 and continues for a period of one 
calendar year (the " Term") unless terminated earlier by written agreement of the Parties. 

2. Portal. Dominion Energy has prepared an internet-based portal (the "Portnf') to allow Users to 
access Customer Information as needed to fulfill the Purpose. Access to the Po11al is at the following 
internet address: https://www.questargas.com/TPA. Subject to the tenns and conditions of this 
Agreement, Dominion Energy grants to Agency and Agency's authorized Users the limited right to access 
and view Customer Information for the limited purpose of obtaining information about specific customers 
to accomplish the Purpose. The Parties understand and agree that access to and use of the Portal and the 
provision of Customer Information using said Portal is subject to the requirements of the Utah Public 
Service Commission's "Order Granting in Part and Denying in Part Motion for Waiver" dated November 
17, 2022. 

3. Customer Information and Personal Data. When a User accesses the Portal, Dominion Energy 
may disclose Customer Information to such User which qualifies as "personal data" or " personal 
information" under applicable federal, state, and local laws, regulations, and orders governing the receipt, 
use, management, storage, handling, or deletion of Customer Information, including but not limited to the 
Utah Consumer Privacy Act (eff. 12/31/2023) and Utah Public Service Commission regulations and 
orders (collectively, "Data Protectiou Laws"). Agency shall require and be responsible for ensuring 
Users access and/or use Customer Information in compliance with Data Protection Laws and only to the 
extent necessary to accomplish the Purpose and only for so long as is necessary to accomplish the 
Purpose. Agency shall not, and shall not permit any User to: (a) collect, access, process, retain, use, or 
disclose Customer Information for any purpose other than as reasonably necessary to fulfill the Purpose 
and the terms of this Agreement; (b) collect more Customer Information than is reasonably necessary for 
performance of the Purpose; (c) make Customer Information available to any other persons or entities 
except as required to satisfy the requirements of the Purpose under the terms of this Agreement; or (d) sell 
or permit any person or entity to sell Customer Information to any third party. 
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4. Expl'ess Consent Required. Prior lo accessing the Portal on behalf of a specific Dominion 
Energy customer, Agency shall obtain written consent from the customer for Dominion Energy to provide 
the Customer Information to Agency, Agency shall retain the records of each such consent during the 
Term and for a period of twelve (12) months following the Term or until requested by Dominion Energy, 
whichever comes first. Agency agrees to provide copies of any received <\onsents upon written request 
from Dominion Energy. Such consent shall be substantially similar to the following: 

For you to obtain assistance through the [Agency program name} program, it may be necessa,y 
for [Agency] to obtain lnfonnationfrom Dominion Energy including your name, account number, 
service address, usage information, and billing information. Dominion Energy cannot share this 
information with [Agency]without your consent. Jfyou opt not to provide consent, it will not 
impact your ability to receive natural gas se11•ice ji·om Dominion Energy, but it may Impact your 
ability to receive aid through [Agency program name]. We will only use this information for the 
purposes of determining whether you qualify for [Agency program name} support and for 
providing any aid you may receive. We will not use your information for any other pwpose. 
Please note that your consent applies only for this spec/fie request. Jfin the future you seek 
additionalfundingji·om [Agency program name], you will be asked to provide consent for 
Dominion Energy to share similar ieformatlon al that time. 

I hereby give my consent for Dominion Energy to provide [ Agency J with my service address, 
account number, usage data, and billing data for the limited purpose described above. 

5. Confidentiality. 
(a) Confide11tiaI Inf01mation Defined. For purposes of this Agreement, "Co11jltlential 

lt(fonnali1m" means information Customer Information, the Portal, information and credentials needed to 
access the Portal, and any other information relate to the Portal which Dominion Ene1·gy designates as 
confidential or proprietaty i11 writing or otherwise 01· which Agency knows or reasonably should know is 
confidential or proprieta1·y at the time of disclosme due to the natnre of the information or the manner of 
its disclosure. Confidential Information shall not include information Agency can demonstrate by 
substantial evidence that: (i) at the time of disclosure by Dominion Energy, was in the public domain, m· 
after disclosure by Dominion Energy is lawfully published or otherwise becomes part of the public 
domain; (ii) was already in the possession of Agency at the time of disclosure to Agency and was not 
acquired by Agency, directly or indirectly, under an obligation of confidence; (iii) after disclosure to 
Agency, is received by Agency from a third party who did not acquire it under an obligation of 
confidence; or (iv) is or was independently developed by Agency, Agency's Users, and/or Agency's 
directorn, officers, employees, consultants, contractors, subcontractors, auditors, legal counsel, and/or 
agents (each a "Rep1·ese11/11tive," collectively "Representatives") without reference to any Confidential 
Information disclosed by Dominion Energy. 

(b) Allowed Use. Agency shall use the Confidential Information exclusively to facilitate the 
Purpose, Customer Information may not be used for marketing products or services by Agency, 
Dominion Energy, or ,my affiliated or ancillary companies or organizations. 

(c) Protection of Confidential Information. Agency may disclose Confidential Information to 
its Representatives only to the extent necessary to accomplish the Purpose, provided Agency obligates 
each such Representative to protect the Confidential Information in a manner as least as protective of the 
Confidential Information as the confidentiality and use obligations agt·eed to by Agency under this 
Agreement. Agency shall remain wholly responsible for the acts or omissions of its Representatives under 
this Agreement. Agency shall: (i) protect such Confidential Information with at least the same degree of 
care that Agency uses to protect its own Confidential Information, but in no case, less than a reasonable 
degree of care; (ii) not directly or indirectly use any Confidential Information for any pmpose other than 
the Purpose; (iii) limit access to Confidential Infonnation to its Representatives who require the 
Confidential Information in furtherance of the Purpose; (iv) not submit for analysis, reverse engineer, 
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!'everse compile, or create derivate wo!'ks using Confidential Information; and (v) not copy or reproduce 
Confidential Information in any manner except in the ordinary course of business to facilitate the Pmpose. 

(d) Ordered Disclosure. Should Agency be required to disclose Confidential Information 
pursuant to applicable law, or an order received from a court 01· governmental authotity of competent 
jurisdiction, it shall, if and to the extent permitted by law, give Dominion Ene1·gy notice as soon as 
possible to afford Dominion Energy an opportunity to defend against such disclosure. If any disclosure is 
finally orde1·ed, Agency shall disclose 011ly such of the Confidential Information as is necessary to meet 
the requirements of such order as 1·easonably determined by Agency's legal counsel. 

(e) No Copies Retained. Except as reasonably necessary to fulfill the Purpose, Agency shall 
not make any copies of Confidential Information in any form or format, including but not limited to 
electronic or hard copies. Upon completion of the Purpose for a specific Dominion Energy customer, 
Agency shall destroy any copies of Confidential Information except to the extent necessary to comply 
with legal obligations and/or Agency requirements. The confidentiality obligations of this Agreement 
shall continue apply to all Confidential Information retained by Agency for any reason for so Jong as such 
Confidential Information remains in Agency's care, custody, or control. 

6. B.-eaclt of Security. A "Bl'e«clt of Secu,-ity" includes any unauthorized access to, acquisition of, 
or disclosure of Confidential Information, held in the custody or control of Agency or its Users or other 
Representatives, or a reasonable belief by Agency that such unauthorized access, acquisition, or 
disclosure has occurred. Notwithstanding any other provisions hereof and the requirements of applicable 
law, Agency shall notify Dominion Energy and Dominion Energy's Directot· Cybe1· Security within 
twenty-four (24) hours of Agency's discovery of a Breach ofSecurity (the "B,-eacltNotification 
Window"). Such notice shall it10lude the following, to the extent the information is then available: (a) date 
and time that Agency discovered the Breach of Security and the date and time when the Breach of 
Security occurred, if discoverable; (b) a detailed description of the Breach of Security; ( c) a list of the 
systems and Confidential Information at risk, including a list of affected individuals; and ( d) a description 
of actions taken after the Breach of Security was cliscovered. ThereafteJ\ Agency shall provide to 
Dominion Energy weekly reports and updates ( or more frequently, ifrequested by Agency) describing the 
investigation into the Breach of Security and all conective or remedial actions taken or to be taken by 
Agency. Agency shall promptly provide any further information that Dominion Energy may reasonably 
request in connection with the Breach of Security. Agency shall provide subsequent updates as additional 
information becomes known to Agency. 

7. Portal Access. 
(a) Access Requirements. Only persons with valid Agency email addresses may be Users 

with access to the Portal and/or Customer Information. Access to the Portal will be by user ID (a valid 
email address) and a password established by each individual User. Passwords will expire at a minimum 
every sixty (60) days. Email addresses are needed for two-factor authentication to verify the identity of 
the User accessing the Portal. 

(b) Agency Obligations. Agency shall: 
(i) promptly notify Dominion Energy by email to conserv@.dominionenergy.com 

whenever Agency needs to add one(!) or more new Users or edit existing User 
records; 

(ii) notify Dominion Energy within twenty-four (24) hours of when a User ceases to 
require access to the Portal for any reason; 

(iii) ensure Users do not share their individual passwords with any other person; and 
(iv) notify Dominion Energy immediately upo11 discovering that an unauthorized 

person has access to the Portal or has received info1mation via the Portal. 
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8. G1·ant of Rigl1ts; Limitations on Use. 
(a) Other than Customer Information (which the Parties agree belongs to the person to whom 

the Customer Information applies), the contents of the Po1tal, such as text, graphics, images, and other 
content (the "Site Materiaf') are owned by or licensed to Dominion Energy 01· its affiliates and are 
protected by copyright under both United States and foreign laws. Dominion Energy hereby grants to 
Agency a limited, non-exclusive, 11011-transferable, no11-sublicensable, revocable license to view the Site 
Material for Agency's intemal business use to fulfill the Pm·pose, Agency and any Users shall not 
download copies or take scrccnshots of any Customer Information other than expressly allowed under this 
Agreement, excluding temporaty copies required by a web browser to f1mction properly. Unauthorized 
use of the Site Material may violate copyright, trademark, and other laws. Agency agrees to retain all 
copyright and other proprietary notices contained in the original Site Material on any copy Agency makes 
of such material. Unless specifically authorized by Dominion Energy or allowed by applicable laws and 
regulations, Agency may not sell or modify Site Material or reproduce, display, distribute or publish the 
Site Material except as expressly permitted herein. Agency agrees neither it nor its Users will access or 
use the Site Material for any public or commercial purpose, except for the Purpose or as expressly 
permitted herein. Use of the Site Material on any other web site 01· in a networked enviromnent is 
prohibited. 

(b) Agency will not and will not allow its Users to do any of the following: 
(i) use spiders, robots, data mining techniques or other automated devices 01· 

programs to catalog, download or otherwise reproduce, store, or distribute 
content available 011 the Portal; 

(ii) take any action to interfere with, or disrupt, the Po1tal, circumvent security 

(iii) 
(iv) 

(v) 
(vi) 

measures or attempt to exceed the limited authorization and access granted to 
Agency under this Agreement; 
probe, scan or test the vulnerability of the Portal or any system or network; 
forge headers or otherwise manipulate identifiers to disguise the origin of any 
information tl'ansmitted to or through the Portal; 
reverse engineer, decompile or modify the Portal, in whole or in part; 
use the Portal in any way that could interfere with, disrupt, or negatively affect 
the Portal or its servers or networks; 01· 

(vii) encourage or promote any activity that violates this Agreement. 

9. No Warranty. DOMINION ENERGY DOES NOT WARRANT THE PORTAL WILL 
OPERA TE ERROR-FREE OR THE PORTAL AND ITS SERVER ARE FREE 01_1 COMPUTER 
VIRUSES OR OTHER HARMFUL MATERIAL. THE PORTAL AND ITS INFORMATION ARE 
PROVIDED ON AN "AS IS," "AS AVAILABLE" BASIS WITHOUT ANY WARRANTIES OF ANY 
KIND, EXPRESS, STA TUORY, OR IMPLIED. DOMINION ENERGY, TO THE FULLEST EXTENT 
PERMITrED BY LAW, DISCLAIMS ALL W AJ<RANTIES, INCLUDING THE WARRANTY OF 
MERCHANTABILITY, NON-INFRINGEMENT OF THIRD PARTIES' RIGHTS, AND THE 
WARRANT¥ OF FITNESS I_IOR A PARTICULAR PURPOSE. AL THOUGH DOMINION ENERGY 
STRIVES TO PROVIDE THOROUGH AND ACCURATE INFORMATION ON THE PORTAL, 
DOMINION ENERGY MAKES NO WARRANTIES ABOUT THE ACCURACY, RELIABILITY, 
COMPLETENESS, OR TIMELINESS 01_1 TilE INFORMATION, SERVICES, SOFTWARE, TEXT, 
GRAPHICS, AND LINKS. 

10. Limitation of Liability. DOMINION ENERGY SHALL NOT BE LIABLE TO AGENCY, 
USERS, OR ANY OTHER PERSON FOR TI-IE DECISIONS MADE BY AGENCY OR ITS USERS 
BY USE OF THE CUSTOMER INFORMATION. IF AGENCY'S USE OF THE PORTAL RESULTS 
IN ANY COSTS OR EXPENSES, INCLUDING, WITHOUT LIMITATION, THE NEED FOR 
SERVICING OR REPLACING EQUIPMENT OR DATA, DOMINION ENERGY SHALL NOT BE 
RESPONSIBLE FOR THOSE COSTS OR EXPENSES. EXCEPT TO THE EXTENT DIRECTLY 
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CAUSED BY THE ACTS OR OMISSIONS OF DOMINION ENERGY OR DOMINION ENERGY 
EMPLOYEES OR AGENTS, IN NO EVENT SHALL DOMINION ENERGY, ITS AFFILIATES, OR 
ANY OF ITS OR THEIR RESPECTIVE EMPLOYEES, OFFICERS, AGENTS OR 
REPRESENTATIVES BE LIABLE FOR ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL, OR 
PUNITIVE DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, LOST PROFITS, 
OR DAMAGES RESULTING \/ROM LOST DATA OR BUSINESS INTERRUPTION) ARISING OUT 
OF OR RELATING TO TIDS AGREEMENT, THE USE OR INABILITY TO USE THE PORTAL OR 
INFORMATION ON THE PORTAL, WHETHER BASED ON WARRANTY, CONTRACT, TORT, 
OR ANY OTHER LEGAL THEORY, AND WHETHER OR NOT DOMINION ENERGY IS ADVISED 
OF THE POSSIBILITY OF SUCH DAMAGES. 

11, Defense and Indemnity. To the extent allowed by law, and to the extent arising from or caused 
by the negligent or willful acts or omissions of a Party or its ReJ)resentatives, each Party ("lnrlemnit01·") 
agrees to defend the other Paiiy, its affiliates, and each of their respective directors, officers, employees, 
contmcto1·s, and agents ( each an "lnrle11111itee") from and against any and all claims, demands, lawsuits, 
or other proceedings brought or threatened by any third party, including but not limited to any of 
Indemnitor's employees and/or Representatives (each a "Third P{lr/y C/{l/,n"), whether at law, in equity, 
or administrative in nature, and to indemnify and hold harmless the Indemnitees from any judgment, 
amounts paid in settlement, fines, penalties, fol'feitul'es, damages, losses, costs, and expenses (including 
reasonable attorneys' fees through final appeal) (collectively, "Losses"), arising from or related to the 
following: (i) a Breach of Security, or (ii) Indemnitor's failure to comply with Data Protection Laws or 
the requirements of this Agreement, regardless of whether an Indemnitee is required to take any action 
under any state or fedeml law. 

12. Miscellaneous, 
(a) Governing Law Jurisdiction, and Venue. The Parties intend that this Agreement be 

govemed by the laws of the State of Utah without giving effect to the Utah's choice oflaws principles. 
The Parlies agree that any litigation of or conceming this Agreement shall be adjudicated in Third District 
Court of Salt Lake City, Utah, or the United States District Cowt for the State of Utah and submit to their 
exclusive jurisdiction. Each Patiy hereto irrevocably waives, to the fullest extent permitted by applicable 
law, any objection which it may now or hereafte1· have to the laying of venue of atty snch proceeding 
brought in such courts, including that either is an inconvenient forum. 

(b) Non~Y{aiver of Rights; Remedies Cumulative. The failure of either Party to demand strict 
performance of the terms ofor to exercise any right conferred by this Agreement is not intended by the 
Parties to be construed as a waiver or relinquishment of its right to assert or rely upon any term or right in 
the future, 01· as a consent to any continuing or subsequent failure or breach. All remedies set forth in this 
Agreement are distinct, separate, and C11mulative, atid are in addition to and not in lieu of any other rights 
and remedies given elsewhere in this Agreement or available al law or in equity. 

(c) Survival. Neither provision nor Acceptance of any Work, nor any termination, expiration, 
01· cancellation of this Agreement, will be deemed to relieve either Party of any obligations under it that 
by their nature survive termination, including but not limited to alJ warranties, guarantees, promises of 
indemnity, limitations ofliability, and confidentiality obligations. 

( d) Successors and Assigns. This Agreement will be binding on the Parties and their 
directors, officers, agents, successors, and permitted assigns. 

(e) lntegmtion, Entirety, and Amendment. This Agreement, together with all attachments and 
incorporated references, is the entire agreement between the Patiies witl1 respect to the Work and 
supersedes any prior or contemporaneous agreement or understanding between the Parties regarding its 
subject matter. The Parties will not be bound by or be liable for any statement, representation, promise, 
inducement, acknowledgement, or understanding of any kind or nature not set forth or provided for in this 
Agreement. No prior course of dealing, usage of trade, or course ofperfonnance is intended by either 
Patty to be used to supplement or explain any term, condition, or instmction used in this Agreement or to 
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effect any amendment to it. No revision or amendment to this Agreement will be effective unless it is 
signed by the Patties. 

(t) Notices. Notices to the Parties concerning this Agreement will be effective only if they 
are in writing and delivered personally, by fax, email, certified mail, or by overnight courier. All notices 
hereunder shall be sent to the person and at the mailing address, email address or fax number set forth 
below. Either Party may change the person to receive notice or the applicable contact information by 
providing notice to the other. Properly delivered notices will be deemed to have been received (i) in the 
case of fax or email, upon electronic confirmation of receipt and (ii) in the case of certified mail or 
overnight courier, on the second business day after being sent. 

If to Do111i11ion Energy: 

Dominion Energy Utah 
Attn: Ricky Macias 
333 South State Street (84111) 
P.O. Box 45360 
Salt Lake City, Utah 84145-0360 
Fax: 801-324-3594 
Ricky .Macias@DominionEnergy.com 

lf lo Agency: 

JLC , /A,1 f4IDY 

INTENDING TO BE LEGALLY BOUND, the Parties have executed this Agreement by their duly 
authorized representatives effective as of the date first written above. 

DOMINION ENERGY UTAH (AGENCY] 
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23-DWS-E0l 1 

Portal Access and Confidentiality Agreement 
v013123 

This Portal Access Agreement ("Agreement") is by and between Questar Gas Company dba Dominion 
Energy Utah ("Dominion Energy"), a Utah corporation, and the Utah Department of Workforce Services 
("Department" or "Agency"). Dominion Energy and Agency may be collectively referred to as the 
"Parties" and singularly as a "Party." 

WHEREAS, Agency administers a low-income assistance program known as Home Energy Assistance 
Target (HEAT) Program (the "Program") which provides utility bill payment assistance to persons 
qualified under the terms of the Program; and 

WHEREAS, Agency requires the ability to confirm that a person is a Dominion Energy customer and the 
amounts then due to Dominion Ener for the lll' ose of administerin funds to be distributed through 
the Program (the "Purpose"); and 

WHEREAS, Dominion Energy is willing to allow Agency personnel (each a "User") to access limited 
customer information identified as "Utility Customer information" and "Customer Usage Data" in UTAH 
ADMlN. CODE§ R746-460-2(5), (6) (2022), including but not limited to names, addresses, Dominion 
Energy account numbers, billing information, natural gas usage, and/or account balances (collectively, 
"Customer l11for111atio11") to assist Agency in accomplishing the Purpose pursuant to the terms and 
conditions of this Agreement. 

THEREFORE, THE PARTIES AGREE AS FOLLOWS: 

1. Tenn. The term of this Agreement begins January I, 2023 and continues for a period of one 
calendar year (the "Term") unless terminated earlier by written agreement of the Parties. 

2. Portal. Dominion Energy has prepared an internet-based portal (the "Portaf') to allow Users to 
access Customer Information as needed to fulfill the Purpose. Access to the Portal is at the following 
internet address: https://www.questargas.com/TPA. Subject to the terms and conditions of this 
Agreement, Dominion Energy grants to Agency and Agency's authorized Users the limited right to access 
and view Customer Information for the limited purpose of obtaining information about specific customers 
to accomplish the Purpose. The Parties understand and agree that access to and use of the Portal and the 
provision of Customer Information using said Po1ial is subject to the requirements of the Utah Public 
Service Commission's "Order Granting in Part and Denying in Part Motion for Waiver" dated November 
17, 2022. 

3. Customer Information and Personal Data. When a User accesses the Portal, Dominion Energy 
may disclose Customer Information to such User which qualifies as "personal data" or "personal 
information" under applicable federal, state, and local laws, regulations, and orders governing the receipt, 
use, management, storage, handling, or deletion of Customer Information, including but not limited to the 
Utah Consumer Privacy Act ( eff. 12/31/2023) and Utah Public Service Commission regulations and 
orders (collectively, "Data Protection Laws"). Agency shall require and be responsible for ensuring 
Users access and/or use Customer Information in compliance with Data Protection Laws and only to the 
extent necessary to accomplish the Purpose and only for so long as is necessary to accomplish the 
Purpose. Agency shall not, and shall not permit any User to: (a) collect, access, process, retain, use, or 
disclose Customer Information for any purpose other than as reasonably necessary to fulfill the Purpose 
and the terms of this Agreement; (b) collect more Customer Information than is reasonably necessary for 
performance of the Purpose; (c) make Customer Information available to any other persons or entities 
except as required to satisfy the requirements of the Purpose under the terms of this Agreement; or (d) sell 
or permit any person or entity to sell Customer Information to any third party. 
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4. Express Consent Required. Prior to accessing the Portal on behalf of a specific Dominion 
Energy customer, Agency shall obtain written consent from the customer for Dominion Energy to provide 
the Customer Information to Agency. Agency shall retain the records of each such consent during the 
Term and for a period of twelve (12) months following the Term or until requested by Dominion Energy, 
whichever comes first. Agency agrees to provide copies of any received consents upon written request 
from Dominion Energy. Such consent shall be substantially similar to the following: 

For you to obtain assistance through the HEAT program, it may be necessary for the Department 
to obtain infonnationfrom Do111inion Energy including your name, account number, service 
address, usage information, and billing information. Dominion Energy cannot share this 
in ormation with the De artment without our consent. 1 1ou o t not to rovide consent it ·will 
not i111pact your ability to receive natural gas servicefi'O/n Dominion Energy, but it may impact 
your ability to receive aid through the HEAT Program. We will only use this il1formationfor the 
pwposes of deter111ining whether you qualify for HEAT Program support and for providing any 
aid you 111ay receive. We will not use your i11for111ation for any other purpose. Please note that 
your consent applies only for this specific request. If in the future you seek additional funding 
ji'om the HEAT Program, you will be asked to provide consent/or Dominion Energy to share 
similar information at that time. 

I hereby give my consent for Dominion Energy to provide the Department with my service 
address, account number, usage data, and billing data for the limited pwpose described above. 

5. Confidentiality. 
(a) Confidential Information Defined. For purposes of this Agreement, "Confidential 

Information" means information Customer Information, the Portal, information and credentials needed to 
access the Po11al, and any other information relate to the Portal which Dominion Energy designates as 
confidential or proprietary in writing or otherwise or which Agency knows or reasonably should know is 
confidential or proprietary at the time of disclosure due to the nature of the information or the maimer of 
its disclosure. Confidential Information shall not include information Agency can demonstrate by 
substantial evidence that: (i) at the time of disclosure by Dominion Energy, was in the public domain, or 
after disclosure by Dominion Energy is lawfully published or otherwise becomes part of the public 
domain; (ii) was already in the poss~ssion of Agency at the time of disclosure to Agency and was not 
acquired by Agency, directly or indirectly, under an obligation of confidence; (iii) after disclosure to 
Agency, is received by Agency from a third party who did not acquire it under an obligation of 
confidence; or (iv) is or was independently developed by Agency, Agency's Users, and/or Agency's 
directors, officers, employees, consultants, contractors, subcontractors, auditors, legal counsel, and/or 
agents (each a "Representative," collectively "Representatives") without reference to any Confidential 
Information disclosed by Dominion Energy. 

(b) Allowed Use. Agency sha)l use the Confidential Information exclusively to facilitate the 
Purpose. Customer Information may not be used for marketing products or services by Agency, 
Dominion Energy, or any affiliated or ancillary companies or organizations. 

(c) Protection of Confidential Information. Agency may disclose Confidential Information to 
its Representatives only to the extent necessary to accomplish the Purpose, provided Agency obligates 
each such Representative to protect the Confidential Information in a manner as least as protective of the 
Confidential Information as the confidentiality and use obligations agreed to by Agency under this 
Agreement. Agency shall remain wholly responsible for the acts or omissions of its Representatives under 
this Agreement. Agency shall: (i) protect such Confidential lnfonnation with at least the same degree of 
care that Agency uses to protect its own Confidential Information, but in no case, less than a reasonable 
degree of care; (ii) not directly or indirectly use any Confidential Information for any purpose other than 
the Purpose; (iii) limit access to Confidential Infonnation to its Representatives who require the 
Confidential Information in furtherance of the Purpose; (iv) not submit for analysis, reverse engineer, 
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reverse compile, or create derivate works using Confidential Information; and (v) not copy or reproduce 
Confidential Information in any manner except in the ordinary course of business to facilitate the Purpose. 

(d) Ordered Disclosure. Should Agency be required to disclose Confidential Information 
pursuant to applicable law, or an order received from a court or governmental authority of competent 
jurisdiction, it shall, if and to the extent permitted by law, give Dominion Energy notice as soon as 
possible to afford Dominion Energy an opportunity to defend against such disclosure. If any disclosure is 
finally ordered, Agency shall disclose only such of the Confidential Information as is necessary to meet 
the requirements of such order as reasonably determined by Agency's legal counsel. 

(e) No Copies Retained. Except as reasonably necessary to fulfill the Purpose, Agency shall 
not make any copies of Confidential Information in any form or format, including but not limited to 
ejectronjc or hard cqp~pqn cq111pletioJ1 of the .e,umose for a specific DomioioJ1£ner customer 
Agency shall destroy any copies of Confidential Information except to the extent necessary to comply 
with legal obligations and/or Agency requirements. The confidentiality obligations of this Agreement 
shall continue apply to all Confidential Information retained by Agency for any reason for so long as such 
Confidential Information remains in Agency's care, custody, or control. 

6. Breach of Security. A "Breach of Security" includes any unauthorized access to, acquisition of, 
or disclosure of Confidential Information, held in the custody or control of Agency or its Users or other 
Representatives, or a reasonable belief by Agency that such unauthorized access, acquisition, or 
disclosure has occurred. Notwithstanding any other provisions hereof and the requirements of applicable 
law, Agency shall notify Dominion Energy and Dominion Energy's Director Cyber Security within three 
(3) business days of Agency's discovery of a Breach of Security (the "Breach Notijicatio11 Window"). 
Such notice shall include the following, to the extent the information is then available: (a) date and time 
that Agency discovered the Breach of Security and the date and time when the Breach of Security 
occurred, if discoverable; (b) a detailed description of the Breach of Security; ( c) a list of the systems and 
Confidential Information at risk, including a list of affected individuals; and ( d) a description of actions 
taken after the Breach of Security was discovered. Thereafter, Agency shall provide to Dominion Energy 
weekly reports and updates (or more frequently, if requested by Agency) describing the investigation into 
the Breach of Security and all corrective or remedial actions taken or to be taken by Agency. Agency 
shall promptly provide any further information that Dominion Energy may reasonably request in 
connection with the Breach of Security. Agency shall provide subsequent updates as additional 
information becomes known to Agency. 

7. Portal Access. 
(a) Access Requirements. Only persons with valid Agency email addresses may be Users 

with access to the Po1tal and/or Customer Information. Access to the Po1tal will be by user ID (a valid 
email address) and a password established by each individual User. Passwords will expire at a minimum 
every sixty (60) days. Email addresses are needed for two-factor authentication to verify the identity of 
the User accessing the Portal. 

(b) Agency Obligations. Agency shall: 
(i) promptly notify Dominion Energy by email to conserv@dominionenergy.com 

whenever Agency needs to add one (1) or more new Users or edit existing User 
records; 

(ii) notify Dominion Energy within tlu·ee (3) business days of when a User ceases to 
require access to the Portal for any reason; 

(iii) ensure Users do not share their individual passwords with any other person; and 
(iv) notify Dominion Energy immediately upon discovering that an unauthorized 

person has access to the Portal or has received information via the Portal. 
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8. Grant of Rights; Limitations on Use. 
(a) Other than Customer Information (which the Parties agree belongs to the person to whom 

the Customer Information applies), the contents of the Portal, such as text, graphics, images, and other 
content (the "Site Materiaf') are owned by or licensed to Dominion Energy or its affiliates and are 
protected by copyright under both United States and foreign laws. Dominion Energy hereby grants to 
Agency a limited, non-exclusive, non-transferable, non-sublicensable, revocable license to view the Site 
Material for Agency's internal business use to fulfill the Purpose. Agency and any Users shall not 
download copies or take screenshots of any Customer Information other than expressly allowed under this 
Agreement, excluding temporary copies required by a web browser to function properly. Unauthorized 
use of the Site Material may violate copyright, trademark, and other laws. Agency agrees to retain all 

_ _____ ___,c....,opvri ht and other ro rietar notices contained in the ori inal Site Material on an co A enc makes 
of such material. Unless specifically authorized by Dominion Energy or allowed by applicable laws and 
regulations, Agency may not sell or modify Site Material or reproduce, display, distribute or publish the 
Site Material except as expressly permitted herein. Agency agrees neither it nor its Users will access or 
use the Site Material for any public or commercial purpose, except for the Purpose or as expressly 
permitted herein. Use of the Site Material on any other web site or in a networked enviromnent is 
prohibited. 

(b) Agency will not and will not allow its Users to do any of the following: 
(i) use spiders, robots, data mining techniques or other automated devices or 

programs to catalog, download or otherwise reproduce, store, or distribute 
content available on the Po11al; 

(ii) take any action to interfere with, or disrupt, the Portal, circumvent security 
measures or attempt to exceed the limited authorization and access granted to 
Agency under this Agreement; 

(iii) probe, scan or test the vulnerability of the Portal or any system or network; 
(iv) forge headers or otherwise manipulate identifiers to disguise the origin of any 

information transmitted to or through the Portal; 
(v) reverse engineer, decompile or modify the Portal, in whole or in part; 

(vi) use the Portal in any way that could interfere with, disrupt, or negatively affect 
the Portal or its servers or networks; or 

(vii) encourage or promote any activity that violates this Agreement. 

9. No Warranty. DOMINION ENERGY DOES NOT WARRANT THE PORTAL WILL 
OPERATE ERROR-FREE OR THE PORTAL AND JTS SERVER ARE FREE OF COMPUTER 
VIRUSES OR OTHER HARMFUL MATERIAL. THE PORTAL AND ITS INFORMATION ARE 
PROVIDED ON AN "AS IS," "AS AVAILABLE" BASIS WITHOUT ANY WARRANTIES OF ANY 
KIND, EXPRESS, STATUORY, OR IMPLIED. DOMINION ENERGY, TO THE FULLEST EXTENT 
PERMITTED BYLAW, DISCLAIMS ALL WARRANTIES, INCLUDING THE WARRANTY OF 
MERCHANTABILITY, NON-INFRINGEMENT OF THIRD PARTIES' RIGHTS, AND THE 
WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE. ALTHOUGH DOMINION ENERGY 
STRIVES TO PROVIDE THOROUGH AND ACCURATE INFORMATION ON THE PORTAL, 
DOMINION ENERGY MAKES NO WARRANTIES ABOUT THE ACCURACY, RELIABILITY, 
COMPLETENESS, OR TIMELINESS OF THE INFORMATION, SERVICES, SOFTWARE, TEXT, 
GRAPHICS, AND LINKS. 

10. Limitation of Liability. DOMINION ENERGY SHALL NOT BE LIABLE TO AGENCY, 
USERS, OR ANY OTHER PERSON FOR THE DECISIONS MADE BY AGENCY OR ITS USERS 
BY USE OF THE CUSTOMER INFORMATION. IF AGENCY'S USE OF THE PORTAL RESULTS 
IN ANY COSTS OR EXPENSES, INCLUDING, WITHOUT LIMITATION, THE NEED FOR 
SERVICING OR REPLACING EQUIPMENT OR DA TA, DOMINION ENERGY SHALL NOT BE 
RESPONSIBLE FOR THOSE COSTS OR EXPENSES. EXCEPT TO THE EXTENT DIRECTLY 
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CAUSED BY THE ACTS OR OMISSIONS OF DOMINION ENERGY OR DOMINION ENERGY 
EMPLOYEES OR AGENTS, IN NO EVENT SHALL DOMINION ENERGY, ITS AFFILIATES, OR 
ANY OF ITS OR THEIR RESPECTIVE EMPLOYEES, OFFICERS, AGENTS OR 
REPRESENTATIVES BE LIABLE FOR ANY INDIRECT, INCIDENT AL, CONSEQUENTIAL, OR 
PUNITIVE DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, LOST PROFITS, 
OR DAMAGES RESULTING FROM LOST DA TA OR BUSINESS INTERRUPTION) ARISING OUT 
OF OR RELATING TO THIS AGREEMENT, THE USE OR INABILITY TO USE THE PORTAL OR 
INFORMATION ON TI-IE PORTAL, WHETHER BASED ON WARRANTY, CONTRACT, TORT, 
OR ANY OTHER LEGAL THEORY, AND WHETHER OR NOT DOMINION ENERGY IS ADVISED 
OF THE POSSIBILITY OF SUCH DAMAGES. 

11. Defense and Indemnity. To the extent allowed by law, and to the extent arising from or caused 
by the negligent or willful acts or omissions of a Patty or its Representatives, each Party ("lndemnitor") 
agrees to defend the other Party, its affiliates, and each of their respective directors, officers, employees, 
contractors, and agents (each an "l11dem11itee") from and against any and all claims, demands, lawsuits, 
or other proceedings brought or threatened by any third party, including but not limited to any of 
lndemnitor's employees and/or Representatives (each a "Third Party Claim"), whether at law, in equity, 
or administrative in nature, and to indemnify and hold harmless the lndemnitees from any judgment, 
amounts paid in settlement, fines, penalties, forfeitures, damages, losses, costs, and expenses (incl uding 
reasonable attorneys' fees through final appeal) (collectively, "Losses"), arising from or related to the 
following: (i) a Breach of Security, or (ii) Indemnitor's failure to comply with Data Protection Laws or 
the requirements of this Agreement, regardless of whether an Indemnitee is required to take any action 
under any state or federal law. 

12. Misce1laneous. 
(a) Governing Law, Jurisdiction, and Venue. The Parties intend that this Agreement be 

governed by the laws of the State of Utah without giving effect to the Utah's choice of laws principles. 
The Parties agree that any litigation of or concerning this Agreement shall be adjudicated in Third District 
Court of Salt Lake City, Utah, or the United States District Court for the State of Utah and submit to their 
exclusive jurisdiction. Each Party hereto irrevocably waives, to the fullest extent permitted by applicable 
law, any objection which it may now or hereafter have to the laying of venue of any such proceeding 
brought in such courts, including that either is an inconvenient forum. 

(b) Non-Waiver of Rights; Remedies Cumulative. The failure of either Party to demand strict 
performance of the terms of or to exercise any right conferred by this Agreement is not intended by the 
Parties to be construed as a waiver or relinquishment of its right to assert or rely upon any term or right in 
the future, or as a consent to any continuing or subsequent fai lure or breach. All remedies set forth in this 
Agreement are distinct, separate, and cumulative, and are in addition to and not in lieu of any other rights 
and remedies given elsewhere in this Agreement or available at law or in equity. 

(c) Survival. Neither provision nor Acceptance of any Work, nor any termination, expiration, 
or cancellation of this Agreement, will be deemed to relieve either Party of any obligations under it that 
by their nature survive termination, including but not limited to all warranties, guarantees, promises of 
indemnity, limitations ofliability, and confidentiality obligations. 

(d) Successors and Assigns. This Agreement will be binding on the Part ies and their 
directors, officers, agents, successors, and permitted assigns. 

(e) Integration, Entirety, and Amendment. This Agreement, together with all attachments and 
incorporated references, is the entire agreement between the Parties with respect to the Work and 
supersedes any prior or contemporaneous agreement or understanding between the Parties regarding its 
subject matter. The Parties will not be bound by or be liable for any statement, representation, promise, 
inducement, acknowledgement, or understanding of any kind or nature not set forth or provided for in this 
Agreement. No prior course of dealing, usage of trade, or course of perform ance is intended by either 
Party to be used to supplement or explain any term, condition, or instruction used in this Agreement or to 
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effect any amendment to it. No revision or amendment to this Agreement will be effective unless it is 
signed by the Parties. 

(f) Notices. Notices to the Parties concerning this Agreement will be effective only if they 
are in writing and delivered personally, by fax, email, certified mail, or by overnight courier. All notices 
hereunder shall be sent to the person and at the mailing address, email address or fax number set fotth 
below. Either Party may change the person to receive notice or the applicable contact information by 
providing notice to the other. Properly delivered notices will be deemed to have been received (i) in the 
case of fax or email, upon electronic confirmation of receipt and (ii) in the case of certified mail or 
overnight courier, on the second business day after being sent. 

I to Dominion Ener 1: 

Dominion Energy Utah 
Attn: Ricky Macias 
333 South State Street (84111) 
P.O. Box 45360 
Salt Lake City, Utah 84145-0360 
Fax: 801-324-3594 
Ricky .Macias@Dom inionEnergy .com 

I to A enc 1: 

Utah Department of Workforce Services 
Attn: Mike Murdock 
140 E. 300 S. 
Salt Lake City, Utah, 84111 
Fax: 801-468-0211 
Email: mikemurdock@utah.gov 

INTENDING TO BE LEGALLY BOUND, the Parties have executed this Agreement by their duly 
authorized representatives effective as of the date first written above. 

DOMINION ENERGY UTAH 
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Utah Department of Workforce Services 

06/13/2023 

Name: Casey Cameron 
Title: Executive Director 
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